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“ Create Risk Indicator

o o—

Select template Configure indi

Whan the followin B evantis) occur Citrix Analytics genarates custom risk indicators on the user risk tim

Apps and Deskiops A

Event-Type |

Account Logon

App End

App. Seas Clipboard
App SaaS Erd

App SaaS File Download
App SaaS File Print

App Saas Launch

App Saal Url Navigate

App Stari " a

February 09, 2022

FHREE

BEEAEITOHFLWAXEZLO-)L

Citrix CloudD 7 )L 77 A¥ERZF OEEE £ LT, BRI DSecurity Analyticsz EIEY 578
ICDBBEZBFTCIET, BHEINLEEEICIE. UATOARRZLO-IILZEDHETEZZL
NTEEY,

* Security Analytics - 7L E1E¥E

« Security Analytics - 5tA»E D EEEIEE

ARZLO—)ZFERT 3. EBEICGAMDERILIETILTI7E2ROWVWTNHODIERZ T
E L. Security AnalyticsD X £ X F B EREZEEIEZ N TEXT,
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CNEOARARLO=IIDOT7 It XMERDEFMICDOWVTIE.  TSecurity AnalyticsOEIEEO— )L %
EBIETS) Z2BRLTIZTL,

@® Customaccess

Custom access allows you to determine the exact part of Citrix Cloud your administrators
can manage.

@ Switching to custom access will remove management access to certain services.
Deselect All

Analytics All roles selected VA

Security & Performance Analytics - Read Only Administrator

Security Analytics-Full Administrator

Security Analytics-Read Only Administrator

(oD
Cancel | Send Invite
- /

HRBZ LTI AEBRERITOXA—ILBRAOYR—

Security Analyticsz B2 37O D DA EZLT IR GRAMDERELIEITILTIER) 1ER%:
FOCitrix CloudBEEEE TH 355, UTOBHMZZITIZ N TEEXT,

s HHECTHREINIEX 2 T U RVICET ZBXE M. FEMICOVWTIE. FEXX—)LE
1 ZBRBLTLLETL,

s BEEEADBHI 7V a > hFFTHEBAINEIGEE. FERYS—ICE>TRUHA—CNT:
BED)RIA T —2—ICET %8, SHEMICOVWTIX. TRUS—70> 3> 28
BLTLIEEL,

January 28, 2022

FHREE

Content Collaboration® & U'Gateway 7 —2 Y —XEITORBLZOATF VIR0V
T—2—0DEA

Citrix Analytics for Securityld. U TFTD K S BERORRERICEDVWT, AERI—F—0OJF >
ZRETBLDICHD F LT,
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s AP -BLVHEBOREICEAL T, BANEETHILRBINDHE

s TNARE, A—F—BSLVHEBOBREICEALTEERLRBREINET,

« XY bT=TF A -HLCHEBOBEICE L TEBCRLEINE T,

¢« IP7RLRIFIPBREA VTSI VAT —RICEDVWTERDODLWERBRTEINET,

INSDERDBEAEDLEICEDVT, I—F-RFOLWVWIAVTHFI M5OI F T e 1
AR9ATr—=2 =N A-—ENET,

DY RUA T —~R—|F. Citrix Content Collaborationd & UfCitrix Gateway 7T —43 Y — X CF
EFonTW? NEBGBIBFANSDOT IR VRIAVITr—2—%2BETHAFY, ERR
BRADSDTIER] VRIA VST —2—ICEDVWTWVWRBEDRI O —IFIART FILLWI R
A== TgblLwOs4 > ICEBMNICU I ENET,

DROAJr—2—DFMIDOVWTIE. T&HLWLWOY F > - Content Collaboration] KU T
FhHhLUWOJ 7Y - Gateway) #BBLTLIEEL,

DROAVTT—R—DIAF—IDFEMICDOWLWTIE. TSIEM A Citrix Analytics 7— 21 =5
LT a0,

January 20, 2022

HpdeE

RAOAY IS T7Ia—-UTIT7147 T4L I M) OffE

Azure Active Directory % Citrix Analytics for Security [IZ3E#i L T. XD ZRKITTIT 3L DICH

DFL7o

« D R X1 U5 a1—H—DFE 21— —72 JL— % Citrix Analytics for Security (21 >
R—bLZET,

o IREE. M. AT AFTEHE. X —)L. ERRER EDEMBERTI - —TOT7 7ML 2 RE
T VRIABCAIMICRILTED,

SEMICDUWTIE.  TAzure Active Directory Dfi&1 BB LTI L,
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January 18, 2022

FHREE

TRTCOAVTFIYIASRL—2a VIR IAITTr—2—ICEITB3HBIVIT7O >3
YOYR—k

aid. A7V aAZRL—2a T —ERICEETIUTOHERBY Y IOR—ADIVRIA >
C—=2—ICR LT EFEV Y IOT702 3> THBRIIRTOI Y IZRBYINICTI ) Yo% HE
ETRRBICEEI S ZEATETE L

- BRICEZHEBEHLB) 70X U vO—-F

c BREBEBUDIORT>O—R

« BRBTFAILER

COV)—=RIZED, A>TV ASKRL—2a3 o —ERICEETRZIATOI—HF—R—XD)
ROA == LT HEY YO 7023 2 BRATESRLDICBD F LI

c BECIZERBRZHZANSDTIER

« BRI 7AILADBERTIEX

c BEGT770IILO7yFAO—R

s BRIBRT770ILOAT>O—R

« BREIBT 7AILELIET LA —DHIBR

e INTTT7T77AILDIEE

s SUTLT T TIEEIDEL

o RELEREEERHK

Content Collaborationtt —E X ICEEMITOENT-A R LV R OA VD —2—|2. IV O 7
I3 EBERAITBZCHBTEET,

7oAV )RIAIT—I—DFMICOVWTIE. UTDERFEZSBLTILEI L,

e RUS—TU 3y
« Content Collaboration® ') R A4 >/ —4—
e NARLDVRIA VTl —R2—
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SIEM L O & H — iR HFR%A

Citrix Analytics for Security% Security Information and Event Management (SIEM) —E X (&
L. Citrix ITRRED S 1—H—T—RESIEMICTVRR— b TEXT, COMBICKD. T
BY —ZANBNESNTET— 2 ZBEMIT. BBotXFa2) 70 Z22ENICBET SN TE
9o

IRTE. Citrix Analytics for SecuritylFIA TFTOH—E X CHRETEF X T,
« TSV
e XAV IbtEVFXRIL
s IZRTA VI —F
+ KafkaZF 7zldLogstashR—ADTF—R AR T R ZFER L e £ DMDSIEMHT—E X

SEMICDWWTIE.  TSecurity Information and Event Management (SIEM) D& 8B LT

Ly,

December 23, 2021

FHREE

HBUVODI R4 0 Tr—5—DHeERIL

T orgges b A Thn & L,

« BERICLBIBBHBFI VIO O—RIRIA VI Tr—2—%2FRAL TR —ZERKT
TBLSIBOEL

- BRICKZBEBEHEBOAYOO— RV RIA VI —2—F. HEUVYIDIRIA DI ir—
A= LTERTB710IC. BRICEIBHELEF) /04 >O—RICHMEEINEL
7o

c BRIBAVYO—RIVRIATST—2—3. HBEUYIDIRIA VI r—2— LTKA
L. A—H—R-—XDBEBTFAINAO>O—RIVRIA VST —2—XFTB7=HIC.
BRAHBUDIOAYO—RICEMEBEINE LT

FLE TCitix HFEUYIDVRIA D7 —8—1 2BRLTIETEL,
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December 21, 2021

FHREE

Y294 I —2—|CBT 3EH % Citrix CloudBEEEUNDEBREISEETS
BEREADBH 77> 3> =ERA LT, HEROCItix CloudEBEUNDEBEISBHMTES &L
S X LT

CNSDOEBEISEM T 3ICIE. X—ILEHUIMEERLET. X—/ILEHRU X FAOEEE
I&. Citrix CloudiCEHISNTVBNEBR XA D S5BIRTEZH X—ILT7RLAZEHFHRLT
BIRLE T, BEEEANDOBHN TS 3> ERAYT 3KIE. Citrix CloudBEEUNDOEEEZIT
X—)LEefHm) A b Z#RL £95

FHLLIE. TX=)LEEHRY R M #BBLTLIEEIVL,

December 20, 2021

HHseE

O —H—[5& @K Z Content Collaboration 1—H'—|ZXF 93
Active Directory1—4—|Zf1 X T. Content Collaboration1—1'—|(Z ¥ Request End User

Response 77> 3> aBRATERLDICHBD LT,

C DT U3 viE. Citrix Analyticsh'Citrix 7 h U >V F TRERT7 V74 ETa 2RE LIHEIC.
A—H—|CEFA—I)LBH%ZXE L £9, Request End User Response”7” 7 < 3 >~ DEFMAICD L
TiE. RIS —=eT7o>a>) #8RLTLLIETL,

Access Controlh’Secure Workspace AccessicEBMEB N L1
Security AnalyticsD A v > 27 R—RELR—bTld. T2V REEINLERRBICEDET. 7
N TDAccess Control = N)LH'Secure Workspace AccessiCEFINE L7,

e ZlF. T—=RY—=AR=I I ITH—EXRER—I BLUVRIV—R—-I T
Access Control Z N )L h'Secure Workspace AccessiCEIFEE SN TUVE T,

EIEShT-M&E

 Apps and Desktops7T—3R Y —XADHE. RERLR—rZCSVI 7ML LTHA Y >O—RY
3. CSVZ7AILAD—ERD 7« —I)L RMEIE. EHXFARAETHZICHHhHHL 5T FAR
A (N/A) cFRRENFET, 72 xIE. Download File Name . Session Launch Type .

32



CITRIX ANALYTICS FOR SECURITY™

H KV workspace App Version BRED T 1 — )L RDEIFEIL T H—ERABRRR—JICKTR
INFTH Ao >O—RLECSVI 7 ILTIECNSDELFIBEFRA (NA) ERRENE
3-0 :@ﬁ:ﬁ%‘i'ﬂ%Eéhi L/TCO

December 09, 2021

HpdeE

TOTL— b 2ERLTHRELYRIA D DTr—2 — % HEICER

A—RT—RICBEDVWTT YT L—bEBRL. DRAILIVRTA VDT —2—% B TESD LD
ICBEDE Lo TVTL—hE BRIERSNILIIVENIA—R2RRETEZ T FRk%Z
AHARELET, CNUSED ARZLIVRTA VDT —2—DIERIEENERINET T,

FMICOWTIE. TARRLIROA VIO —4—) #B8B LTIV,

December 07, 2021

EIEShT-M&E

« Citrix Analytics for Security Tl&. 2021F98 (1) 1) — X & fu7=Citrix Secure Browser%z £/ L
TVWB3A—HF—DIRY +Z2RELEEA. CORMEIF. 2021F98 U 1) — X LA DCitrix
Secure Browser TR R FREHR D > —HRREINTY. Citrix Analytics for Security L 15T %
TeDICBMICTEIRVIDICRELE Y, COMBIRMEESNE LT,

December 02, 2021

HEEE

RIWNOTT7I771IEBHI R OA DO r—42—
Content Collaboration TA—H%—HWERT 71 IL%=T7 v TO—RLEEEEIZ. 77— bEZITE
nd3LSiICHEDFL,

CDIVRIAVTH—A—F. POTDKRE. TA1ILR. TEOMOEBEEDODHDIBHBZLDTIL
DI TICRERRLI-T7 7N ERGELE T, 77AIWFABE. VAILR&G. 7 71IIBFRARYE. E
BEOHZD 771 ILOEMAZRIHRIELL X9,

RVOZ7I77AIBHY) ROV —2—ICEEMTISNTWBURI T 708 —3. 77
ANUR=ZADVRIA DT =2 =TT,
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JROA DD —2—CBRATEZ772a > OFMICOVWTIE. IRV 77 71ILEREY
RIATr—8—1 ZBRLTILEE L,

Content Collaboration =&Y —XDFHLWFZI > 3>

A—F— LTI T T T 7 LRI R 91 VD7 —2— D U H—SNIBE. ROT
523V EBRTEET,

s THNA—TOEAEZHIRT B, BRET 7127y TO—RLIEI—HY—DT7 I R1EE
JOvoTEERY, A—F—F BRI 7AIUDA Ty TO—REINTAINWE—IZTIERT
SHR<BDFT,

s THILA—ADT Y FTO—RIERZEHIRT %, BET 77y 7O—KRLIEI—HY—D
7y 7O—RERZ 7OV I TEET, A—H—d. BET 77y TO—-RFENT =+
WE—ICT 740N ET7 Yy TO—RTEHLBEDET,

Content Collaboration D72 > 3 > OFMICDOWVWTIE. THRUY—e7oo 3> #82BLTLKE

L,

THEN DO THE FOLLOWING

A
GLOBAL CITRIX CONTENT COLLABORATION
,I:_ﬁ' Hequest End User Response Disable user CITRIXVIRTUAL APSS AND DESKTORS
Ls ff use
Add to watchlist Expire all links e mihEE
Start sess d
Matify administrator{s) Change links to view-only sharing = onrEeaTEne
Stop Session Recordin
Remove from watchlist Remove folder access permission e ' £

Remove upload permission to folder

November 29, 2021

FHREE

O—H—EHID X —)LREDKsER{L

BEEY LT, A——RBX—ITUTL—MINFT—EHFG. ANvE— Tyd—FTFIA+%EBE
MTEZLS5ICBEDFLTe TNESDT14—ILRIFA=ILOELEEZZTH. I—F—DX—ILA
DEBCREEEIMSEET,

FHICOVWTIE. TIZYRI—H—DOX—ILERE] ZBBL T TV,
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Email Settings

BANNER IMAGE
Upload

HEADER

Type the text you want in header

Type the fext you want in header

FOOTER

Type the fexi you want in footer

USER RESPONSE SETTINGS

For the Request user response action, Citrix analytics considers No response as
the status if the user does not respond within:

| 60 ‘ mins.

Save Changes

Type the text you want in footer

November 26, 2021

HbkeE
NRELYRGA IS —8— RS —AZ21—OEE
LT OBEED T ES—> 3> U Y oRBHENE L e

c NARLNROA VTl —2— COMEEZFERTRICIE. >Z2o) v I LET,
e RS —: COMBEXFERTBICIE. >&ZIVYILET,

Security Performance

Users Share Links Access Assurance Custom Risk Indicators Policies Reports
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November 25, 2021

FHREE

X AUF1BRESTIRY FMEHE (SIEM) 8 D#aEia(L

COREIETLE2I—hRTY,

Citrix Analytics for Security ZATF®D SIEM H—E X HETED L SICBD £ LT

« XALOVT R EYFRIL

« Kibana REDRELT —E X LU LogRythm D SIEM H—E X %Rz 7=
Elasticsearch

 Logstash 7—RWNEI VP V= FERT D ZDM®D SIEM H—E X

EYRXZ—XIZIG LT Citrix Analytics for Security 55 SIEM H—E X iICA—H—F—& %A
YIR—bLET, COMBICED. EFa )T ERF—LIE. BEROD SIEM H—EXRDER
2O 5T —2ZFEMIT. 2L, BRTEZTBZLSICHRD, EFallTs VRIZFHEL TR
RICEETDDICRILBE X T,

HL<IE. TEFaUFABRELVIAY MEE (SIEM) OS] #BBLT I,
November 09, 2021

BIEShT-M&E

s —EBDT YT, A—H—RUS—HDHEELTLEEA. COREIR. RERT7TVD75—
FDRAXAVICEDXFINEN BB HEICHEL T Lo COMEIMEESNE LT
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November 02, 2021

FHREE

Citrix Virtual Apps and Desktops & & U Citrix DaaS A—H'—D7o€X7O7 71l
EOJF > OFMERTT S
Access Assurance Location > 27Rh— R T, (RE7 7V CREBTX I by FIicOd4 > LT

I—H—OFUERTOTFANEOTT Y ORMERTCEET, COERIE. BHOBELS
SRS 9

e POERAIAT 7AIR—=JICIE, BERLUIESFADSDA—F—T7 IO IABMELARTIINE
¥, Bt A—Y—a1-—o21—"%—0OsF>OERPRE LTI ERARY FERRT
TFEI

“« Access Assurance

05 Timeline: Total Logons

o MA—H-—0OJF2) R=DICIE. BRLIEBADSDRET TV ELIRET I by IA
DA—F—OJF > OFANKRTEINE T,

“ Access Assurance
Access Profile User Logons
Filters Clear All
Last 1 Month v
Location
O india Type Query e.g. User ~ "Admin’ m
Bengaluru =
(O Indore Indlia : Bengaluru
O Gunupur
(O Chandigarh
(O Romania
(O Australia DATA
Export to CSV format | Add or Remove Columns Sort By
[ United States
() Argentina TIME ~  USERNAME CLIENT IP ciry COUNTRY 0S NAME
> Oct26,10:33 PM Bengaluru India mac0S 11
os
> Oct26, 6:24PM Bengaluru India macOs 11
Client IP Type
> Oct26,1:38 PM Bengaluru India macOs 11

FMICOWVWTIE. T ZBEBLTEEV, (jajp/security-analytics/access-assurance-
dashboard.html).
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Content Collaboration DEJIL 7 —EXARBER—ISTIINO 7O %2KRR-TS

Content Collaboration DL 7H—EZXR—=IJ T, YLD 74X + File.VirusInfected
CEFNICEETZO%RTICETBESICADFELTE TDA AR KE. Content Collaboration
A—HY =TI T TICERRE L7 7027y O—R LIS ) A—CNET,

I DWTIE. TContent Collaboration D)L 7H—E XK #2BLTLEIL,

TIME v USEREMAIL cITy. COUNTRY EVENT TYPE FILE NAME UPLOAD FILE SIZE DOWNLOAD FILE SIZE

v Oct26,10:31:46 AM .. NA NA

eicar (1).com NA NA

Client OS : Not Available User Name :

Client IP: File Creator Name :

File Creator Email Address : File Owner Name

File Owne 8 File Size: 68 B

File Name : eicar (1).cor Shared Folder Name : test-2

File Path : /test-2/eicar (1).com File Creation Date : 2021-10-26T01:01:41.173
Virus Name : {HEX}EICARTEST.3.UNOFFICIAL File Hash :

FileID: {

BIESNT-ME

« Citrix Analytics TA > b Z BT ZFRIC. —EB®D Content Collaboration 21— —hER > T3E
MEBX LTEREINTVE LT, FO®, I—HF—l3BHENI—F— LTHIIIHN
FHEATLIce CORBBIMEESNE LT

October 20, 2021

HPREE

Session Recording % —/\—D#f&

Citrix Virtual Apps and Desktops & & U Citrix DaaS M ERTld. Session Recording ¥ —/\—%Z &%
ELT. A—H'—a R k% Citrix Analytics for Security ICIEETEDLSICHRDELT. ThH
DA—H—ARY I I—F—DITENICET 2 EANGRARZRMETI1DHINIEBINE T,

F—&2Y—=X>tF*xalF1) R—IT. [Virtual Apps and Desktops] -1 k71— RIZEHE
L%9, [SessionRecording] 1 cH—RFT. MDEES (1) &2 )y L. [Session
Recording Server O$EFt ZEIRL £ 95

SEMIC DWW TIE. Connect to Session Recording deploymentz B L TL 2T L,
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Session Record Turn off data processing

Session Record . )
0 Session Recordiny Connect Session Recording server

Received Events: 0 H W

Mo data to display

October 19, 2021

FHREE

BEEREANDBEHNA—ILT>FL— FDOBEERIL
**Notify administrator(s)* 77 > 3 > & A L - B ICBEEHZITES X —)LEHHEL S .
A—H—DREREBEANRY MIBETEILDRVWEARINESNDLSICHEDF LT

o BHUCIE. BMUA—SNEVRIA VDT —2—FIGERINR) O —IZFT 355MIEHR
PREINDZELSICHDE L, REXIE TIANSBELUVDREZLDIVRIA D —
F—DEREL M) A—CNIBEZEETEET,. VT VVYEBEIR i I Ezm LS
BRLHICHETNF LT

o BIEEZIF. X—JLBAHISEZREI—HF—RALTAVIITIERL., BEREARY MIETS
FHERRCTEDLSICHRD E LT

e BHMUC T4 — RNy OF T a>hiEMENE Llce COF T2 avidk. EEENSOEEZ
INEL. ZOEFICEDVWTENOIY T VY Z MENICHET BDICRIIE £,

**Notify administrator(s)* 72 > 3 > DFMIC DL\ TlE. Policies and actionsZ BB L T 72
(A

A—H—0OJF BEDKEERL

. HRLEOBI—H -0 4 VR HREKOI=—s I—HF—O5F VO, 1—H—0Y
A OEME - FHMERERTTES& 51240 L,
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User Logon Summary @
From September 21, 2021, 12:02 IST (UTC+05:30)

30 » 180118 6 w 432 3
Worldwide Total User Logons Worldwide Unique User Logons Countries have User logons
0 total users outside of geofence 0 unique users outside of geofence 0 countries outside of geofence

+ Unique Logon Locations7—7 JLODEVIATION? L. FEDBAAICHS TR I=—o 21— —
AJ 4> DEMEFLISHEDDOENZRL FT

Unigue Logon Locations

Top 10 Locations l Unknown Locations

LOCATION USER COUNT DEVIATL..
Bengalury, India 4 -2
Mew Delhi, India 3 +3
Jaipur, India 2 2
Unknown City, United.,. 1 +1
Chandigarh, India 1 +1
Hyderabad, India 1 +1
Moida, India 1 +1
Sydney, Australia 1 +1

(D) Learn more about the unknown locations.

CNEDOX M)y oiE. RIS I—H—OJ AR EDLSICELLIED (BEME
ISEBEN) #IBETBDICIRILE £, Citrix Virtual Apps and Desktops# & U Citrix DaaSERI I
BF31—HY—a2275 0> a3 >0ufitzRHfELE T,

FHICOVWTIE. T77EXFEOT—>a >Ry aR—F) 28RBLTEEEL,

EIECNhT-F&

s PUORZRFIEO—> a3 Ry aR—RT, DTV RT)T7HADSI—F—AOT 4>
LABEWES., A—H¥—OJ4A> IV —H—RiICA—H—Osd4> X M) wo (RO
dA—Y—0OJ4> % et o1 —rsa1—¥—n0OJF3> 8. 2——0O0JF>0H3E) H
REARINABVEE, COMBIXMEEINE LT

40



CITRIX ANALYTICS FOR SECURITY™

October 01, 2021

FHREE

Content CollaborationDtZJL 7 —E ZRKTEEOT 2R

Content Collaboration® )L 7 H—EXRERT. BEEOJZRICEBRLDICBDFL, TIN5
dOZF. Content CollaborationBIEEN I —H—T7HU > MIBERLIERE 70> a3 VICBY
ZARZIRMELET, INSDT—FX%EFEHAT S L. Content CollaborationBFEEN 1 —H—7 75
DY MIHLTENRT IS a>aRITLIEDE DD ZHETEET, EFa 7o BEECL
T, VRVABECAMICRIIBE T,
BEEOJOFMICDOLTIL.  TContent CollaborationD )L 7H—E X&EER) #BB LTS
LYo

EIEShT-M&E

Azure AD%Z f£f3 L TCitrix CloudiC O 74 > 9 3 EEBED. URIOHARYINE v > a VIDAFL W
Ty arIDE EBHICEKEFEINIIHZEIC, Citrix Analytics —E X772 X TERVEE, D
MREIXBESINFE LT

September 29, 2021

HHseE

TOEAREOT—> a4y S aR— RHR—figiRHFEG

Z DAy aR— RiE. Citrix Virtual Apps and Desktops#$ & U'Citrix DaaS1—H'—D O —> 3
VNI RARAMZRELE T, DA TV ZBMCITRZLT ERAOT—23 >0
A—H—Z8HEL. BRZBSLOICEY RT3V ZBEATEET,

Ry aR—RZERTIBICE. EFaVTe>TIERRAZ2I Vv I LET, HROFEE
KT DHEZERLET,

FHICOVWTIE. 77 AFEOT—>a >Ry aR—F) Z28RBLTEETL,
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September 15, 2021

FHREE

HARELIROA T —42—DKEER(L

e NARLDRIAVTlr—RZ—Hr)HA—-—CN3E, §<CICA—H—RA LA VICKRTRIN
x9, fcffl. A—H—DURIHI)— U RURAATIIEPHE ($915~209) ICEFIN
F9,

¢« BEONRRLYRIA I —8—D&M URohTIU. BEXE. 2HLCOBEEE
BLEBATD, I—H— KA L5172 T A—F—ISHL TR UH—SNARZLY R
I YV —E—DURORE (HVEEERODD) ERRTEET,

s NRBLYRGA DT —2—RHBLIBETE, I—H— KA L1 VTR I—HF—IC
HLTRUA—SNEARZLYRIA VST —2—OUROREERTTEET.

FHMICOWTIE. THRARLVROA VTS —4a—) #BBLTLIETL,

September 14, 2021

FHREE

RELOATA VIR GA T r—2—DEA

Citrix Analytics for Securityld. XD LS BEHDO IV TFF X FERICEDOVWT, AEAMEDI—
Y—OJF > Z2BETBESICBD E LT,

A—H—BLVHEBORBREICEAL T, BANEETHILREHRTINS
A—H—BFLTHEBOBEICEALT. TNAINBETHZ I LRAEIND

Y hT—=21F A —CEBOREICELTERLRAESNhET,

P7RLZRIE IPBEA YT IV R T4 —RICESVWTEDLWERAINFT,

NS OERDEAEHEICEDUWVT, Citrix Virtual Apps and Desktops$ & U'Citrix DaaS 1 —
HF—DPROLWIAVTEZA NSO F TR VRIADTST—2—D M) A—CN%T,

CD)RUATr—2—I|F. Citrix Virtual Apps and DesktopsT—4 ¥V — X ICBEEIF 5 TL)
ZRBEBRBRDSDTICRIRIA VI —3—%2BEHR 9, BEBRBADLSDT7I/EX)
A9A VDT =B —IIBDVWTWVWBBREFEDRY S —IEITRT. HILWIROA VIS5 —2—THS
RoLwOJAVICBFNIC) VI ENET,
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DROATr—2—DFMICDW\WTIX.  [Citrix Virtual Apps and Desktops# & U'Citrix DaaS®D
DROADr—2—) ZBB LTI,

SIEMX vt — DO #EEsR L

Citrix Analytics for Securityld. O LWAT A V) X014 22— —D A F—T 5l Z SIEM
H—ERIZKETRILSICHRDFE LI 1027 —2—0OBECREbLVWOIF YD1
T—R—DARY FHEHDRAF—TERRITETE T, FFHICOVLTIE. TSIEMACItrix Analytics
T EERBL T TV,

BIEShT-M&E

 Apps and DesktopsD L 7H—EXAREKRTIE. Fo>O—REINFKCSVI 7AILICTZA4 T
Y hPELRHD FEA. COMBIFEESINF LT

August 19, 2021

HHdEE

SplunkBCitrix Analytics 7 7Y QBN

DT FTVIETLE2—RRT,

SplunkACitrix Analytics 77 1) Z {9 % & . Citrix Analytics for Securityh SUE S 7=
T—R%. Splunk EOARICHEE Ay > a hR—RFOEATRATEET, dvy>arR—RK
& A—HF—DREMREARY MIETZRRZRMEL £, Citrix AnalyticsT—X%Z. 1D
TETERT—RY —INSPNESN-OT LREEMITZICHTETE Y, HERERIG. 1
Ny FMEOBRZERDIT. ITRIBEZRETILODRAL)—BTIa>aRTTBDIC
‘RIBET,

T %HEA T O—RIBICIE. Splunkbasell 727X LTLEE V. 77 ZSplunkiRZEA v
RICAVAR=ILLE T,

SEHMRIC DL TIE, Citrix Analytics App for SplunkZZB L TL T L,
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SIEMADHRZ LY ZRIA VS —8ZRE—T

SIEMY#—E X T. Citrix Virtual Apps and Desktops# & U'Citrix DaaSFICER S Nich X2 L) X
DAV —BDRAF—IZRRCEDLDICEDFELTze COT—RIE BBOEF) 7o
)2 DKRRZIBET ZDICRIIE £,

HARL)RDA T —RAF—YDFMIC DL TIE. Citrix Analytics data format for SIEM%Z
BRLTIEEL,

F—4&Y —2 ¥ LTODCitrix DirectordH7R— k

Citrix DirectorCA > L = X4 b %&F&KE L. Security AnalyticsiCA R hZIXETED L SIS
BODFELe INS5DAARY ME. Security AnalyticsiCEfFicNTWS 1 ——%#&HE L. 21—
HF—DFTNARIZA VR M=)LENTLWBWorkspace7 7 DN—> 3 U ERES 3D ICEFEH
INET,

T7 A ETIE T FOBRERICT —FUENBEMICED XY, BERN— R T, HEHiThTLS
TRTOYA FZRFITEE T

Director CH -1 M % RE T B HEDFEMIC DUV TIE. Citrix Virtual Apps and Desktops and Citrix
DaaS data sourcez BB L T 72T LY,

FPOVAFRIEOQS—2a > qA v aR—RTOSFA T ADOYR—F

Ay arh—ROPFITTVAREEZFERAL T DA TV RABEEHZBIRLTEMICTETS LIS
BODFELI PATIVREZBMICTRE. IvICSAT7z A\ (B) €. A7 0X
DODARADISDIA—HY—OTF DRI INE T, ZDIEEIZ. CVAD-Session started outside of
geofence!) RV A > — &AL TA—H—0OJF > ZEBERLET,

SFHAIC DUV TIE. Access assurance location dashboardZEB L TL 723 L\,

A—HF—R—JTDWorkspace 7 TUDAT—R X
A—H—~R—T T, Citrix Analytics TH7R— kTN TL\BCitrix Workspace 7 FU 7514 7> D
AT—RBRAZRARTEDLIICHBDE Lo R—JICIFRDRT—RZANKRREINET,

s UR—MEH

o BPHICTHR—bINTWET

« TR—bThTULEEA

« FIATEFEA

« ET7OTaT
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CDRAT—ARRIF. A—HF—DERLTVWBRHR—FINTVWERWVWI AT MN= 3 %5
EL. A=Y —IZO0FAT7V 2 R—bINTVWBIN=—2a VT I L—RTBL5HE
TRIDICRIULBEET, HR—FINTWVWEITA4T7Y MN=2aviE. A—HF—A4 R k%Citrix
AnalyticsiZixfE L £ 9o

==

Citrix Workspace 7 7 D R T —R X% 3Rind B ICI&. Citrix Director7 — &Y — % 74 >
R—=—T1 I TBRERHDET, £5LABLE. TARTOCItrix Virtual Apps and Desktops
B L UCitrix DaaSA—H—DXT—RADWITFT I T4 TERRINE T,

FHMICOVWTIR. A—— A v aR—REEBLTLIETL,

IS EMPTYERFODHUR—F

HRARL)RPA T —2—%{ERT BMEIC. ZETISEMPTYEEFZFEAL T, nullE 72
EDTA A IAVEFTVITEEELESICEDFE LT

C DEEFIE. App-Name. Browser. CountryZ R DX FFNE T XS 3 > TODHERE
7,

FHICOVWTIE. DRELVRIA VDT —2—2BRLTIEEL,

JROZXAT I T OHE

A—F—DEALFAVT. A—F—DIVRIBPEBEERTTEIBDLDICHBDE LT, VRIBEIC
iE I—F—ARY MNIEETBZUXIVERICAT 3 ERMEHINE T, VRIERHIF. 21—
HF—ARY MIBITZBREOREEREL. VRAIRATEZRETZDICERIEET, VRVE
HIFRDEED T,

« FNAAR=ZADY RIA VI —2—

e O =3 R—RXDVRIAVIT—2—

¢« IPR—=XDVRIAVIT—8—

s O VKRBRN—RDIRIA VDT —2—

s T—AR=ZDIVRIAVIr—8—
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¢« I7ANR—RDIVRIGA DT —8—
s NRELIVAVAVITr—5—
s TEOMDIRIA D —5—

A —DEALSIYT URIBRICESIVTI—HY—IAY hERFRT 371 L2 —&8H
TEBLSITRDE LT

FHICOVWTIE. UTOREY I ZSRBLTIIEE L,

e CitixA—H—1XOA T —2—
e A—H—)XIDRA LA 7OT 71l

July 29, 2021

FEESEDAERE

Citrix Endpoint Management™ (BB I 3IEMRD 7o >

LUF @124EZCitrix Endpoint Management7T—42 Y —XW SHIBRINE LTce TNHDIRIEZ U X
OA YT —E—ICHAALTD, CNBORIEEERLTRY S —£ERLENTE LTS
HL<EDFLT

s TNARXZOYY

« Endpoint ManagementZ I8 & | @40

o A—H— (2@

s TNARAZEDET

« TNARZ2T747F

BEOR)S—TINSDRMELNT TIERAINTWVWIEE. TENSIEBNICIAYFUIE

ICEIHRFICES A ONE T, €L T Uy FUR IS EDLSBI—H—ZHHTER
ER
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July 14, 2021

FHREE

IS NOT EMPTYEEFDHYR— bk

DRABAL)ZRIA D —2—%1ERT BB TAXIa YD ETHEL (EHTAEWL) %
RIBIHIC. ZETISNOTEMPTYEEFAFERATESLSICAD F L1

C DEEFIL. App-Name. Browser. CountryZ R DX FFBF 4 X > 3> TOHEREL
7,

Bz IE. UTFOEEIZ. BEDITIEAEWL (DFDH, BE&IHEESTNTLS) FEDOED
51— —0OF AR M EZREL X,

Event-Type = “Session.logon” AND Country IS NOT EMPTY

FHICOVWTIE. DREZLVRIA VD TT—2—2BRLTIEEL,

July 06, 2021

FTHREE

A—HF—AvSaR—RTYIIDHEVWI—HF—2RRTS
A—H—4v>aR—RT BRLEEHBEOV R 2OHEWVWIA—H—DHERTTETELSICHED
Lo INHOREHINOA—H—IF, FBRLZBREOEOV XX T7ICEDOVWTY RIH
BWeHENINEzT, VRZOBWIA——H—FKE2 Iy o dDe. URIZAAT7HEODIAN
TOA—YH—%RRTTET,

SMICOVWTIX, -1 —A v aR—REEBLTLIETL,

User Risk Distribution @

As of Oct 27, 2022 : 29.7K 2 8 29.7K

Total Users # High Risk n = Low Risk Non Risky

a7



July 01, 2021

FHREE

TR REOT—>a & v 2R— K OMEERIL

o FulotroBEBEOOT 7 VigfhT —7 LT, FEBIGADSOEEOI——0O7 4 V8 %ZER
TCEEI, COURME EEI0FDOEBEDOOTF VIBFROY Ty b TY, BANFRET
HBERC, - —DFRZEIS T 2EEEDH 5 HEDHERE TSI,

Top 10 Unigue Logon Locations

LOCATION USER COUNT
Unknown City, Country 2

Location with Private IPs i

,,T__I Learn more about the unkngwn locations

o PUORRABAR—I TEBDBFIZERLIHE. IXTOHA. LASDDHMA. XUT
IS DDGANSDI—F—OATF Y DIA LTV DFMERTESVLETEX T,

Last | Montn
Location
United States Type Query e.g. User ~ "Admin’ Search
Japan Y
India
P Country: 4 Filters

0s

All locations Top 5 locations. Bottom 5 locations

R R

o PORRABAR—TTIE. BEZ2OEH. ARL—TFTA VI RATL (XAPv—N—23>k
RAFT—N=23Y) BEDXALEINT 7Ly b Z2ERTEET, K0T 7Y b Z
ERITZE. ANV ZTOEDTAILR) VT TEET,
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Location

Indha
Delhi
Bengaluru

® Australia
m S\_.-'[ine:',-'
[ United States

() Japan

0s
(] Windows 10
(7] Windows 10 Server
) mac0s 10,16

SHICDOUWTIEL

70t XR

LD ZBRLTIET L,

Virtual Apps and Desktops QDI 7H—EXREKTO0S 77ty FEEH

XA REIN0S 77ty bEERLT. Apps and Desktops TRV R E T4 LR VT TED &
SICBDFLTco ARL—To VTP RTLICEERTONTVWEXS v—N—2 328X A1F—

N=2g 0 EERL. ARV REERICTAILEZ) VS LET, SFHICDOWLTIE.

Desktops D)L 7 —E &R 28R L TSI,

Filters Clear Al
Event Type
Domain
0s

(O Windows 10 Server 20

() mac0s10.14 n
Os

(O Windows NT 10.0 5
() 14393

Apps and Desktops

TApps and

06/01/201910:57:53 - 07/01/202110:57:53

Type Query e.g. App-Name = "app1"” AND Country ="US"

Timeline Details

No. of records
750
500
250

0
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June 30, 2021

FHREE

Apps and Desktops DA XX L) T4 VT r—2—FHIZ Workspace 7 1) /N\—

T avziEm

Apps and Desktops T —XY —XDIFEH. DRARZL) R TA 2Tl —2—= BT BBEIC.
Workspace-App-Version 74 X2 > a V2 FR L TREZERTETDLDICADE L. COD
T4 AT I VDOFEMICDOVWTIE. TApps and Desktops DL 7H—E Xi&ZE) #2B LT

TLY,

‘When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel.

Apps and Desktops

Print-File-Name
Print-File-Size
Printer-Job-Name
Printer-Name
SaaS-App-URL
Session-Launch-Type
Session-Server-Name
Session-User-Name

User-Name time(s).

Workspace-App-Version

Need help?

June 23, 2021

FHREE

SIEM X vt — 0ieEsR(b
RIOAITH—BA—DAF—TICIO T —I)LRDBEMEINE LT,

« indicator_vector_name - YR A VT —2—ICBEMITONTWVWSR ) XIRY ~LzR
LET. VRIRT PG TNARR=ZRDVRIA 2 Tr—— BAR—ZAD) XA
V=R — QU FVEKBR—ZAD) A0 A T —=R— IPR—=ZAD )R I7A Tl —
B— T—ER=ZADVRIA T —— T7AIR=RDVRIATTr—2— &
VEDMDIRIA DT —R2—TT,

 indicator_vector_id - U RIRIZ—|CEE[IFSNTID, ID1=F/NAAR—ZD R
IAVTr—8—ID2=O7—23a R=ADVRIA Y 2r—8— ID3=0OJF %K
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R=ZADYRIAISHT =R — IDA=IPR—IAD)RIA T ——_ ID5=IPR—ID
DROA DT —B—, ID6=T—ER—ADIVRIOA VTl —2— ID7=FDMHD) X
A4 —%— D999 = FIBERHE,

SEMICDUWTIE.  TCitrix Analytics data format for SIEM] ZBB LT 723 L,

June 07, 2021

HHdeE

ERENDBENT V> 3 v OREeR(t

YROA VI — 2~ ICEBEANDBH T L a2 BRI BN TOTIa v EETRY
S—%ERY 3BA. 1Y —OERLTHICETZBNEZTMAITEETBIRTESL5IC
BDELI COTIYaYOFBICOVTIR. TRUS—e7o> 3> 28BLTIEEL,

RAMOEARET > a3 > 0P R— 2B

A—H—WT7 71N ZBEICHET S L. Citrix AnalyticsIZBRIBR T 7 A IWHEBU R 01220 —
= bIA—-LET, A—HF—DURIZALIAH 5. BEBTFAINHKBEIRIA2D
T=E2—=ICV O BRABDERARBICEE 77 a2 BATESLSICBDE L. HAV
POIDVRIZALTA Y EOFEDHBEI VIICHIDT7ISa>=zBATEE Y, CDT7Y
LarvilEh, o3I -—F-RBHEI U IICEEMITONLT 7L ZA T O—F, OE—,
FRBHRBITERLS<ABDET, COTFIZa>OFRIOVTE. TRUS—e7oo a3y 25
FLTLEET L,

May 18, 2021

FHREE

FIAILMDYRIA IO —B—BARRL)RIA IS —2—ICBTT3
RDTFITAIWEDURIA VS —2—|3, BRERBEADNARZLYRTA VIS —2—|C%
TEINET,

FTANEDURTA YD — F—8Y =2 FHBRESDOHRZLY XY
& 1S —8—

HLWTFNA D 50HE T SR IORN—FvILTS CVAD - HFiLWF N1 D5

gt X D T7YRTFRIOMY T EEL Y| EINETE e
> k) wo X DaaS
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FTIANRDVRIA T — SF=Y=R HeiiBREADH IR LI XY
52— ATl —8—
FLWIPHSDHEI 7 IR ShUWORF—bT A Gateway - 1L WIPH'5 D]
E7otX

NRBLNRGA DT == "DIDBTICHWN TIAILEDIRIA DT —2-ELT
BEYZHMFEE 7L A LISFFHERE LD T,

HMIETBNRRLYRTA VT —2—d. UTFOEHNRESNREICESVWTRUH—Th
%7,

o A—H—HFHLWTNAZIDSPHTT7IEI LGS, £7-I1390BU EERINTULALEE
FEOTNAZADSE TR LIESE.

e A—H—HFLWIPT RLAMWSHO THA V1> LIcmEa. £IF90BU EFERATNTULA
WEEDIPT7 RL 261 >+1 > LIZ5BE,

EFRESNIEHFICMAT. CtrikdRIBEOBRZE/E T B71DIC. CNSDHDRRERLIRTA Y
D=2 —|IMBDRGFEEIMTEFEZELSICADELE, DA TFavicib, ExallTa
EHICEDVWTHRRZLIRIVA DO ——%ZRRUBRTET X, £leo CNS5DHRELA
DROA VT —B—|lE > TRHINTBIRBARY MIXLTT7o 3 v zEBRYT SR
O—ZIERTALCHTEFET,

fefzls A—H—DRA LA 2TIE MBI VAT I bDURIA 2D —
=L EZDARY PG| EHMEIKRRTTETE T,

CNSDTIAINEDIRTA D7 —2—ICBEMITONTR) O —IE WG BFRIHRE S
NICARRZLI)ROA VD —2—ICBEIC) VI ENET,

FHICOVWTIE. TERIRESNTCAREILIRIA DD r—2—R) Y —) Z28RBLTKE
TLY%

GatewayDt7 )L 7 H—E XRFEDOHEEER(L

s AURVINEAT) T4 EZ—E TLOA=REALT ICEMBESNE Lo IRV EET 1
IWRD)2TF3ICIE RDOLOA—REATOVWTNHZEIRL TSIV - VPN_AL
VPN_IF. & TUVPN_ST,

e DATAT—JIL T, A—H—aAXR>FOITZRELT. ®IETRARY N RATHRRLE
T ARV NEAFIE. BREE. ICA®T 71l Fhldwyia>ad7obonWeFnhmT
ER
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ROKRIE LA—FEATEARY b ZATOHEBEFRZRLTVET,

Ld—k&47 AR NEAT
VPN_AI Ert
VPN_IF ICAZ 7L
VPN_ST tyrarasdr7ok

HMICOWVWTIE. TGatewaydt )L 7H—EXER] #BB LTI,

BIESNT-ME

« ARELYRTA D —a—d, EHEOANFLNXFORNCEIVT U H—ShE
¥ T2ERIE FTURMCTNAA RDBEENZI—HF— AR F T ROBIEHRSH
%7,

Device-ID T4 X avVDEE/NXFETANTRE. hREZLA T —2—h K1
A—nx9d,

Event-Type = Session.Logon AND Device-ID NOTIN (“1621d2cb-f598-5ef7-
abbf-81747496ed2e”)

o FMUT/NAZICX LT Device-ID T4 X2 a > DEEAXNFCAALIEBE. HAAX
LAV —2—3b)A—CnFEtH Ao

Event-Type = Session.Logon AND Device-ID NOTIN (“1621D2CB-F598-5EF7-
AS5BF-81747496ED2E")

COREIMEESN. HRILIVRIA VDT —2—3FHEDORNF &N FOXFICER
BLRUA—SINBELIICHEDF LT

April 29, 2021

HHdeE

HRBLI)ROA IS —2—D1 R N

A—HF—DURIRALTAIR=I T, HAZL) RTA VIS —R2—% NYH—LTzARY
ERTRTIBZBLSICHDE LT UiE. ARELURIA VS —2—DEE SN,
BB, FUH—SBEDHERRCEIE LI A—H— ) RTA VI —2— &I S NfT
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RY FOFEMERTTBICIE. AIRMNEREZV Vv I LFET, FHICOVWTIE. HREZLUX
DA —a2—aBRBLTLETWV

EIEEENT-RE

« BEEEOT7 IV RERDFAMOEHAEEEL S TILEBEICEESINLEBTH. AXAEZLY
RIA DT =2 —T2ERTE FE Ao

April 16, 2021

FHREE

SIEMX vt — D #sEss1b

DROAVIDT—R—DIAF—IHEAT. UTOHKEERIELZRTTETET,

c VATV MPT7RLRAD, IRTONYFURIA VDT —2—DRAF—I THAABEICHE
DELTe UFIE. 25072 FMPT7RLRIE—EBONYFIRIA VT —2—TDHFIE
AJEET L7
o EPAXF v U 5KE
o 1BR| G EREER
o RERIPHSOOT A
o BERBFANSDT IR

LY WA N
- BRICKBIEEHESYO-F
o BEMNGT— M

s BT —RE T4 —I)LRDEHSFBETETRVES. EIDHETS5NZMEIE-999 TY, A
"latitide" = -999 .

o XFHT—HET4— )L ROEHFATTAWVEE. BIDHTSNBEIENA TY, Fi:

IICityH: IINAII °

SEMICDUWTIE.  TCitrix Analytics data format for SIEM] #ZB LT 723 L)
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March 26, 2021

FHREE

SIEMX vt —2 DO FlR

Citrix Analyticsid. &V RV A V25— —DFEEIZDZTHRAKL00045D A N> MEFlZ SIEMT —
EXICEEFELEFT. CNH5DIRY FMIEREDRRIBICEFEEINE I, FFMICDOVLTI.
['Citrix Analytics data format for SIEM] ZBR LT /&L,

SIEMXwE—JICF—42Y —ADEA U Sr—2—hAF3AJID7 ¢ —IL R%ZEm
A —B—H I =R F—R AT —B—ARY FEAE—TIZUTD T« =LA
BmEnx L,

S&"

J14—=J)LE Be

data_source_id TF—RY —XIBEHE[RIFTSNTWLWSBID, IDO=
SRR AVFYY AZKRL—23 0,
D1=>bUYIXF—=bTTA. ID2=%
FUYIRIVRRAYEIRIAY B ID
=YUYW ORN=FwILT7TVr—3
VATURTRIVMY TR ID4A= Ry
A7V A bO—)L™

indicator_category_id DROAV2r—2—A7JVICEENITS

7D, ID1=F—4%7RH. ID2=KEPE
E. D3=F@EINnfc1—4¥—

M DWW TIE. SIEMASCItrix Analytics T — 2R E BB LT ET L,

March 18, 2021

HHdEE

FOEAGRIEOT—> a3y aR—R
==

COMEEIFTLEa2—RTTY,
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POV AREOAT—>a Ay ah— RiE. #IR L 72HE I Citrix Virtual Apps and
Desktops#® & U'Citrix DaaSI—H—HOJ 7 > LIBFROBMEZ IRE L £ 9, Citrix
Analyticsid. I—H—D7 /N1 RIZA > X b—JLEINTULSCitrix Workspace 7 1) h'5 C
NoDI—HF—OJFA AR ZZELET,

Ry aR—R%ZERRT BICIE. Security > Access Assurance =27 1) w2 L £,

FEIRLIEBICOVWT, UTORIREZRTTET T,

BEDGAH S, ELVIRTOBHANSDI—HF—OJF > DEFHH.

ITARTCDEFAHASDIA=Z—01—F—0O5 4 > DEHE,
dA—%—HAOT4 > LI-EDOEa5E.

e A== 1—%—0OJ7F >HZ W EMI10D .

FHICOWVWTIE. 778 XMFREEDHZAT 2ERLTI LTV,

Logon Locations Unigue Logon Locations
Add/Edit Geofence

Unknown Locations
LOCATION USER COUNT DEVIATL..
b Bengaluru, India 4 -2
5 New Delhi, India 3 +3
w " p
g f?y _«f;a Jaipur, India 2 2
\ e :
e 4 ; Unknown City, United.., 1 “
A gl 1
£ Chandigarh, India 1 +1
'-z I
. : : Hyderabad, India 1 +1
Moida, India 1 +1
fﬂ»; i
o | Sydney, Australia 1 +1
%
..... A
i (@) Learn more about the unknown locations.
jon) Y

NOT LIKE (~) ‘BREFDHYR—+

I TH—ERBRRIIVEARBZLIROA I —2—54T. NOTLIKE (I~) BEF%EA
TEBEDICHBDFLee CORBEFIF. BELE—BNEZ—2IOVWTA—H—ARV +Z
FrvILET, IRV MXFIHROEICHIBEININRZ—HEENTVEVAARY FEIR
L,

7= ZIEX. ) user-Name !~ “John” |&. John. John Smith. F7=l% TJohny W5 —&
TARAZLAESCEFOMDA—F—%R< AR FERTLE T,

FHICOVWTIE. TEIL 7Y —EREZR] 28BLTLZEL,
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RSN ARL—FTA VIO RTLN-D 3>

Citrix Virtual Apps and Desktops & & U Citrix DaaS 7 —4 Y —XDHE. Platform 71 X > 3
>l&. OS-Major-Version. OS-Minor-Version. & & U OS-Extra-Details 74 X>> 3> LT
BERENBESICAEDFE LI - —DARL—FTa0 VIO AT LDFEMICE T LT, Citrix
Analytics IECNEDT4 X arx L TH—EIRBER—JICRRLET,

NBDTAAYLIVZFEALT BRELIVRIAVIT—R—DEMZERTETET,

MHEINCER S NI AR R LY RO A 22 —R2—T & LTPlatform7T 1 X > 3 > % {EH
L TLWciZ &L Citrix AnalyticsidPlatform T X > < 5 > % 0S-Major-Version. OS-Minor-
Version. & & U'OS-Extra-DetailsiCBEINICESHRZ 9, COEHIF. ERINLFHORES
MICITEELFE A

FLOWT X3 VOEMICDWVWTIE.  TVirtual Apps and Desktops®DtZ /L 7H—E X1&%) %
BRELTLIZEV,

Apps and DesktopsDT—2 71 —J)LRZEHFLE L

Apps and DesktopsD L 7H—EZXBET. AVTFX T TL—MIEDVWTEHRINT:
T—RIT4—ILRERRLET,

SHMICDWTIE. TApps and DesktopsD )L 7 H—E &R #BB LTIV,

FEESEDAERE

LI TH—EZARBER—IHSEVPN AFEETVPN SUARY M EHIBRLE LT

Citrix Gateway 7 —R Y —XDEIL T —EZARER—IH 5. UTFOL O—RZA4 THHEIRE N
i L/TCO

LaA—R&14~7 Lad—F4%
VPN_SU tyraryEHLIO-—FR
VPN_AF TV — g ikEkRKL - R

ZFDH. TNHDLIA—REATFICEDVWTARY b2 T4 IR YT LTRRITDLIET
TEFA. INSDOLOA—REAFICEDVWICARRLIRIA VD —2—13kae L7a <D
F9o

FICDWVWTIE. Gateway DL 7H—EZARRZBEB LTIV,
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March 11, 2021

FHREE

A—H—URIZAATFAF—IDREDZALRARVT

FLWI7 1 —JLK last_update_timestamp NA1—H'—1) XV X A7 RAF—IEXITEMSINE
L7zo SOTa—ILRIF. VRIRAATHRBICEFINEREZRLET, XF—IHEADEE
MICOVWTIE, A== RIRXAT7RAF—TEZBRBLTIETL,
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SUSPICIOUS IP: Event Search

LOCATION : Patras, Southwest Greece, Greece

POTENTIAL ORG-LEVEL RISKS Brute force behaviour detected Unusual access by multiple users

COMMUNITY INTELLIGENCE {D

86 Proxy, Spam, Tor

Threat Scaore Known External Threats for This IP
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VIr—R—T, 1R ;7T—7)LIZ DEVICE ID %!/ ¥ RECEIVER TYPE 5)%3BML £ L 7=
FEMIC DWW TIE. Citrix Virtual Apps and Desktops D) 274 > — 2 —%BBLTLEE
LYo

SIEM H Citrix Analytics T— 2=

CDFEEETIE. SIEM H—E XAIC Citrix Analytics D4R UIREH T —ZDXAF—TIZDWNT
FAL X,

BIEShT-ME

« Content Collaboration Z—4%—0#HZ4&. Is Employee DfED null DHE. £DI1—H—|IH&
HEINI—HF—-UIMIRRIINEE A

February 18, 2021

HHseE

HRELVRIA ST —2—ICEBIT23FHLVWI T T D 60E 7R ZEYHR—
~

Citrix Analytics i LWI Y T4 TA DS TARY b Z2RELILEEICNIA—CNBURY
AT —R—EERTEBRLSICBDE Lo TVTAT4DHELTIE. 251472 FIP.
#h. BHREHRHD £,

A Sr—2—0OER X—2T. B 7723 %200y o LY. FHROMEL R
AOEBAMIL. T—EY—RESVWTIU R MY SBHBRI VT T4 ZBRLET, TVT+
TAIHFEDEZEDHTRIREIIHD FEA. T zIE. URMHS TH/H] ZFIRLH
&+ Citrix Analytics (1 —H—HDF L WVWEHHLSHHTH A VAV TRRUICURIA VT —
K= M) H—-LZET,

FHICOWTIE. ARELIVRIA DT —2—DIERZESRB LTS W,

59



CITRIX ANALYTICS FOR SECURITY™

“ Create Risk Indicator

When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel. -

Apps and Desktops

Advanced Options
Every time: Generate the risk indicator every time the event(s) occur.

#) First time: Generate the risk indicator when the event(s) occur for the first time.

(I First time for a new ®
Excessive: Generate the risk indicator when the event(s) occur time(s) in
Frequent: Generate the risk indicator when the event(s) occur time(s) in and it repeats time(s).
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Sort By

TIME

Then By
URL

+ Add Columns |

Cancel  Clear All
|
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Security Performance Settings Help Search |

“ s e & User info Last1Month v

unusual location

2sign ins from an unusual location (San Jose, CA, USA) occurred between 00:30 and 00:44.
4/10/2020

oad600 jﬁ} ] Access from an unusual location

2/18/2020

{ Added to Executive group @ 5

|
‘ Removed from Executive group

SIGN IN LOCATIONS (1

) g °

codasy jj‘ a Unusual time of application usage (Saas)

R +
o0dasy @ P Access from an unusual location ~
ooaass () | Bz Access from New Device(s)

NUMBER OF SIGN INS FROM USUAL LOCATIONS - LAST 30 DAYS

ooasss (O “ Ll Potential Data Exfiltration

",

r 5 18
o0aass —‘ o Attempt to Access Blacklisted URL ® Africa (Unknown city) ® Strezhevoy, Russia
ovasss ﬁ; o | FE Unusual Upload Volume Alaska, USA (Unknown c..
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Connect StoreFront Deployment pod
Configure and connect your StoreFront deployment to Citrix Analytics.

Prerequisites

What is your StoreFront version?

®

Can your StoreFront deployment connect to the following addresses?

() StoreFront server should meet service connectivity requirements

I:l StoreFront server should have connectivity to hitps://api.analytics.cloud.com

I:l WorkSpace app users should have connectivity to https://citrixanalyticseh-alias.servicebus.windows.net

I:l Do you have any proxy servers in your network?
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September 08, 2020
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July 09, 2020
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| s ]

Virtual Apps and Desktops
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Risk Categories &
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When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel. -

Access Contral

Advanced Options

*| Every time: Generate the risk indicator every time the eventis) occur.
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Frequent: Generate the risk indicator when the event(s) occur time(s) in
Risk Category ™
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Description
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Policies and Actions @
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See More
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Splunk7 RA VT TUDRIN—=J3 N7y TIL—RLTLIEE L,

PR—EETNTVBSplunkD/NN— 3 VICDWTELLIE, A R— SN TLWBN—U 3 %S

FLT<7iET L,

December 04, 2019

FHREE

Citrix GatewayDH AR L) ROV A > Tr—2—

DARLIROA T —2—%ERT S . Citrix Gateway T XY cD) RV VI r—R2—%
MUA—S 23R CEEZEETIEASLDICBDE L, A—H—aARY MOEBZ BT E.
AnalyticsliZ) R0 A 5 —R—%2 F)A—LET. HRELVRIA ST —2—DIERAZE
ICDWTELLIE. W RAZLVRDA DO —2—BRLTLIET L,
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CITRIX ANALYTICS FOR SECURITY™

Create Risk Indicator

When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel. ™

Gateway

Advanced Options
# ) Every time: Generate the risk indicator every time the eventis) occur.

First time: Generate the risk indicator when the event(s) occur for the first time.

Excessive: Generate the risk indicator when the event(s) occur time(s) in

Frequent: Generate the risk indicator when the event(s) occur time(s) in and it repeats time(s).

November 22, 2019

HHseE

FLOLWTFNAC D B5DHEIT7 I+ X - Citrix Virtual Apps and Desktops ) 271 >
r—48—

Citrix Analytics I&. FILWTF NI ZADSDT7IERICEDVWT 77 R BEEZRE L. WS35
ROAVTr—R—%= M) HA—LZET,

FLOTNAZADSDHERIT IR ) R VA VT —2—F. A—HF—H90BRDICT /N1 ZAH
SBHAVA Y LIEZIChIA—ENET, DAY I, Citrix Receiver hYiBE0HMB. Zd
FLOWEEIEBRLCADBVWTNAZADSDH A 1 VEERZF > TVWARWEDHIC ) A—CNE
T, SMIC DUV TIE. TCitrix Virtual Apps and Desktops & & T Citrix DaaS D) XU 1 >4 —
H—] 2BRBLTLIETEL,

“ -"') c & User Info Actions ~  Last1 Month ~

Source: Citrix WorkSpace

First time access from new device (i)
01:37:25 First time access from new device |

WHAT HAPPENED

10/30/2013

First time sign-in activity detected from a new device on Nov 19, 01:37:25.

Stop Session Recording Action applied ‘
EVENT DETAILS
Start session recording ‘Action applied ‘
o .
Notify administrator(s) Action applied ‘ B
November 19, 2019
Notify administrator(s) ‘Action applied ‘ TIME RECEIVER TYPE DEVICEID

01:37:56 XA ReceiverWindows
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HFLWPHSDHIEIZ It X - Citrix Gateway J RV A I r—4—
Citrix Analytics (. FILWIPZ RLZDSDT7 I REDVWTT7 I RBEEZFEHE L. ®IEdT 3
DROA O —2—% ) H—LFET,

FLWPHSDIIEIZIER) A VA VI —R—F. I—F—Hh90ERDICIP7 RL AN 5
A4 LIEEEIICRNIA—NET, DAY ME. Citrix Receiver hNBEOHR. CDFHFHL
WEIZBLCADBWIPT RLADNSDH A VA VidixEiF > TULWRWESHICR ) A—CNET,

FHICDWTIE. TCitrix Gateway D) X7 A V2 —2—) #BRLTLLIEEL,

(—\ (& 8 Userinfo Actions ~  Last1Month ~
1
174138 ( Successful login from user custom RI custom
First time access from new IP (@)
172259 @ ~| First time access from new IP | WHAT HAPPENED
First time sign-in activity detected from a new IP address on Nov 18, 17:22:59.
128 { Successful login from user custom RI custom ‘

s ( { First time access from new P EVENT DETAILS Fuentsearch

o O]
o

Logon from suspicious IP

17:22:51

= L]
Logon from suspicious IP ‘
1

FERIPHSDOT % > - Citrix Gateway U X714 S r—42—
Citrix Analytics I&. ABRIPY A1 V70T ETaICEOVWTA—HY -7 I XABR =R
L. FEBRIPHSOOTAVIRIA VT —2—% ) H—LET,

CDIVRIA D=2 —F. I—H—DFRERIPTVRLANS XY bT—=0ICT70EXLELS
LRI A—ENE T, Analytics IE. UTOWVWTNHDDEREFICETVWTIPZRLXZR
BCREABRLET

« AMPEBHA>TIZIVRT—RIZURMETNTWVS
s EERBADSDERBDI—HY -1 21 VRN DD
e TI— b7+ —RAWBZTIAREMLEDDHZERIBY 1>+ U REEAITHH S

FEMICDUWWTIE. Citrix Gateway D) R4 I —R2—%BBLTLIZE L,
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& & user Info Actions *  Llast1Month

Logon from suspicious IP (&
Logon from suspicious IP Source: Citrix Gateway
i ki

T
WHAT HAPPENED

Logon from suspicious IP
1 logon reported from a suspicious IP address on 20 Jan, between 12:30 AM and 12:44 AM.
Notify administrator(s) Action applied
Event Search
resl Greece, Greece

ssssssssssss

Login failures

86 Proxy, Spam, Tor
B Known Extermal Tnreats for Ths P

First time access from new IP

Citrix Gateway 1 XY DI 7Y —E X1&FK

TIL 7Y —E Ri&ZE#EEx FH L T, Citrix Gateway T —X2 Y —Xh5ZELTcA—H—I Rk
ICBA9 510 >+ h=BUE L £9, Citrix Analytics (. Citrix Gateway 1 —H'—DE3EER T —
BATTCVPNEYy > 3> O—F VPN 2y 3 UREBBEDANY b ZEZELET, 7
Ty NERRRYIRZFER LT, BERAARNY M ERREL. BICRZT—2EFERLET,

ARV N ERTTBICIE. BERYIITY X MHS Gateway Z3EIR L. HIE%ZEIRLTH 5.
Searchz7 ) v o LFJ,

SEMICDOWTIE. TGateway D)L 7H—EX&EE] 28BLTLETL,

Citrix Remote Browser Isolation™ 1 XY fDEJILT7H—E XBEK

TIL 7 —E X&EE#EE% @B L T, Citrix Remote Browser Isolation Service '5=EL 7T 5V
SUTARY MIBTBRCM A FZEUE L £, Citrix Analytics (3. I—H—#EHi il
TarviEk. Ly aviEes., /BT IUIT—>a . BilRShieT 7')"7'—‘/3/732_’_0)'(/\
VhEZRELET, BRERYIVRZFEALT. BELHBARY M ZERERL. BICEZ T2 =Z1FEERKL
F9o

AR M ERRTBICIE. EERRY I XT) X MH5S Remote Browser Isolation Z:EiR L. HA
BxEBEIRLTH S, Searchzo7 ) w o LET,

SMAIC DU TIE. TRemote Browser Isolation D)L 7H—E Xz #8BLTLLEE

VxyFIALDSHIRTISa Y
VA v FIRAEDSI-Y-ZHIRT BICId. FEBOFEZERT SN RUS—N-XDHE
ZEALET, HFMICOVTIE. TUxvyFUR b ZBRLTLTL

StoreFront EEIDEREO A > R—F0 YT A vtE—SDHE
Citrix Analytics (3. StoreFront BRI DIBRHICRILDRDA Yy E—JZRMITDLSICED F L7
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c BRI Z 72RO YO—RT3L. AU YO-ROBREI—H—RZRITAvE—IHR
TRENET, COR—IJHEEHT S L. Download file 7R % > H Download file again IZZ 1
DEd,

Connect StoreFront Deployment
Configure and connect your StoreFront deployment to Citrix Analytics.

Download the configuration file

0 ‘ Download file again

Configuration file downloaded on Nov 18, 6:06 PM by Staging tenant. Learn maore

* StoreFrontDREHNARTTLERIGE. REFIBICHE > TStoreFrontERA % AnalyticsICIE# 9 5 &
SIERITZEEX Yy E—IHRREINET,

“ Virtual Apps and Desktops

StoreFront deployments

Configuration incomplete. Follow the instructions provided in Connect to StoreFront deployment to complete the configuration.

+  Connect to StoreFront deployment

StoreFrontBFADBR A EDFEMIC DLW TIL.  TStoreFront% £/ L TCitrix Virtual Apps and
DesktopsF Y FL XU A baFd VR—R93] 28R LTLLETL,

FEESEDIERE

JROA I —2— -5 LWFNA1 XD 5D 7t AHIBR

Citrix Analyticsid. ILWTF NI ADSDTIE RV R4V —2—% ) A—L%a< D ZF
Lfco =72l A—t1—4Avy>aR—R, A—H—RA1 L5012, BLUVRIS—A vy aR—K
TlE. COVRIA VST —RA—ICBEE T 3RET—% KRR TITET,

FLOWINLZDSDTIERICEDVWTHUAENICERINIAR) > —ICDWTE. RUS—%F
BI30 FILWIRIA VS —2—TH3HLWINA XD 50HEI 7V X %=EAL TR
o —%{ERT 2UNEHNHD £,
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BIEShT-ME

s MADTILTH—EXRRTAIRY hHARTEINEE A

November 08, 2019

BIEEEINT-M&E
« Citrix Content Collaboration® ) X 74 > —2—0DiKzae. 1—F—I3URIZALZA VT
T arvEBERATEERA

« N\—321911& D BTN Chrome A Citrix Workspace 7 71 I&. 1 R b DE$# % Citrix
AnalyticsICXfETE EH A

October 21, 2019

HHREE

TFHITAORAI—I Y bOBNEE

I—Txr bglE. FORENEZRTHICI—H—+1 > X —T =1 X TAnalytics policy agentX
REINBESICKED X LT, F>FL = XDCitrix Virtual Apps and Desktops7T—3X Y — X %= 7F
VIR—T 4 >3 BEE. Citrix Analyticsid. R >—I—Jx Y b A bDRIS—T7U2 3
VEHRETRIEDICDAMETHZ CZARBICBRILET, COI—Yz VI 7—2Y—2X
DEDTF—AXEICIFEE L FEA. FEMICDWLWTIX.  [Citrix Virtual Apps and Desktops$ & T
Citrix DaaS7T—4& Y —R1 ZBRL TSI,

Demo Sitel Policy configuration incomplete

Analytics is receiving events for your Site. However, to apply policies and actions on the received
events, install and configure a policy agent on one of the Delivery Controllers.

Prerequisites :
= Delivery Controller 7.16 or later

= Allows out onnections on TCP port 443 (HTTPS)
3.0 orlater
SL traffic to Citrix Analytics on port 443

= Firewall allow
= Director 7.16 or later

R r Windows 4.11 or later
pace app 1808 or later for W
pace app 1808 or
= Workspace app 1809 or later for HTMLS
= Workspace app 1809 or later for Chrome
= Workspace app 1809 or later for Android

dows
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HREZLLR—=PFOBETA A>3 >0 R—-Fk

XEHICHRR T+ X2 a3V ZBIRTB LT ARV M ZRBICEDSVWTIIL—FTESELSIC
D FE LT LR—MICIE BRLUCHBEOREBRICEDVWTREEINIARY FOEFHER
TENET, LR—FDOERAEDFHFMICOVWTIE. THARZLLER—F] ZBRBLTIZEL,

@ Add up to 2 Dimensions

Add Dimensions

ey s
City

Content-Category

Last 1 Hour

Country

Device
Operating-System
Reputation

Request

Time
User-Agent

User-Name i to preview this chart

-

15

BEEOJ o¥aess(t
EfENI/R—Coa1—H4—ITIORRJIVIHMPEELF LT

s EEOIR-—IDRRBICEH SNICAKZRTL. R—VZEHLTERFOEEOI Z2RRT
TEY

s BEEOJICBRAINIEIRNTOIAIINEZ—20 )7 TEET,

EET—XOFEMICOVWTIX., TEEOJ] #8BLTLIETL,

96



CITRIX ANALYTICS FOR SECURITY™

Audit Log @ | c|

EVENTS DATE & TIME PRODUCT DATASQURCE BY ADMIN

None MNone Select

@ Transmission - On Aug 20 11:00 FM Citrix Virtual Apps and Desktops
@ Transmission - On Aug 2011:00 PM Citrix Virtual Apps and Desktops
@ Transmission - On Aug 2011:00 PM Citrix Virtual Apps and Deskiops

BIESNT-ME

« Microsoft Graph Security M IEBIC A > R—TFT 1 > ENTWLWTH. Citrix AnalyticsiZERIPT
RLADURIA I —2—%2ERTEEE A

« Citrix Workspace app for HTML5 /A\—< 3> 1910 KD ID/N—2 3 > Tl 1R M DF
% Citrix Analytics ICXETET £t Ao

September 23, 2019

EIESNT-ME

« T—RY—RYAFA—RT. BFARYF T4 —LRICRTBEBERIRTEINE T,

August 30, 2019

HHREE

Ay aR—R2E0OT 7+ FMIKDOEE

UFDA Yy aR—ROT7 4L MEED. BERIKGEN SBEIDBICEESNE LT,
. I—H—

c URUBALTAY

s A—HY-=7It2X

« PTUTFOEX

c HBEVVY
- 75— NEE

RE Av2aR—FRETIAILFTBRIDBEADAANY b Z2RTLET, ChoDXy>a
R—RZERTIE. SDBIHNBRIIIRVIVINGEONET, FLeXxlE. PTIVTFIER
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Ay aR—RERACE 4y aR—RIFTI4IETEBEIDNBEDOT TV F7IEIARY b
ZRTLED

T 7 # )L b DR REEEE 23R (/en-us/citrix-analytics/media/default-time-change.png)

EIEEENTI-RE
« AVFYYIASKRL—23YDIRIA I T—2—DFE. A—F—EBMCTIR) > —
N—ZADT77a>ZERICERATEEFE A

« Citrix AnalyticsidCitrix Gateway 13.00'5 DA R b ZMIBTET FHA. CDMREIE. Citrix
Gateway 13.0H'Citrix AnalyticsIZXEINZ O A VAR hTA—H—ZEIRETET RV
DICRELF T,

August 20, 2019

HpdeE

tIL 79 —E XRROBIL
c L TH—ERR—TDI—HP—T I AR T BB INE LT CAT. I—H—1U X
DRALSA VLN T —E RRER—VBEE S —LL RN EZ B3 LA TEET,

« ARV IPZRBTUENEXZ DN TERLIICBDE L e TTFIL TR BRFDIANY
EAARY b TF=TIICERMICRTEINE T, HESIOUEANER 72> %20 ) v I LT &
HOBEXCEROEVEROVWTNMNCEIVWTARY FZEANBEX T,

TILTH—ERBRRODFERFEDFRICOWVWTIE. TEILT7TH—EXRE] 28RBLTEE
LYo (/ja-jp/security-analytics/self-service-search.html).

NRAZLLR— D&

s VUL, A>TV IASKRL—=2ay BLUOTTVETRI by TDT—2Y =X
HLOWTa X arvhBmMEhELlco SNSDTA X2 arzBERLTLER— M2ER
TEETo T2V —RICIERDTA A2 aryHEBMENTVET,

o PUEAFE: 1 —tf—T -z b, A-HY—%

o AVFTIYYVASKRL—>g3 Y A——X—)L. A—H—%. EfE&E. 7HDU> RID.
OAuthZ 47> RID. AR KID. 7 #I)LA—ID. 7 #J)LA—%. VY —XID. 7#—
LID. 251472 KIP

o PINVEFTRIMY T A—H—4. IP7RLRA. TNARID. PxAILTLATEH
vy arvEEgrrs/ vy atr—N—-%. tyvarya-—H¥-—-% HAo>O—~K
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T714IV%&. AOO0—R771ILINZ, EIRIZY) > 2—%, BRI 3 37 7171
%. SaaS7 TUEREURL. 7w FR—RigfE. 71U v FR— REERER

s AABLLR=bOA—H—A2F—=T A RF R=DR=2 3O R—-—bk&. 71l
B—DIRTIVTFAF T arvicLbatengz L.

NSDTA A2 aVEFERALTARELLR— FZERT 2HEDOFRCOVWTIE. R
LLR—bFZSRLTIEE L,

VROA T r—a =4y ar—R

A —R=ZIIVRIGAIPT—E—F Yy aR—FREATNE LT, CNUCIF. 21— —
DEMUSDDT I AN B LVCARILIRIA DT —2—DERNETNTVET, TETSICK
™ V200 )0 TBRE VRIADI T —E2—DBER—2ICURAL I FEh&ET, C
DR=IINTIE BIRUHRBICER SN R4 0O —2—ICAT 35 lERNARTINE
ER

I OVWTIE, -1 =4 v aR—REEBLTLIETL,

Risk Indicators

Severity | Total Ocourmences | | occurrence Change
SEVERITY OCCURREMCES — CHAMGE — TYPE NAME
E High 2 -5 Default  Excessive access to sensitive ..
E High 2 -2 Default  Jailbroken or rooted device d...
E High 1515 0 Custom  Action Block
E High 13 -16 Default Access from New Device(s)
E High 7 ] Custom Login alert for user

See More
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|y RF—2—H—4v > aR— ROHEERL

Citrix Analytics Tld. W RAF—A—HF—H v a2 R—RICVRIA IO y—F—23TDRI14Y
Slr—R2—OEBERXTHEASINE LT, CNS5DETICEDVWT, 520U XF—2—H—
ZRINCEET, AyPaR—FRIZiE. VRIA IS Tr—2=FHEAITNTUVET, ZNICid.
A—H—DURIA VT —2—DEHRREINET,

) 2F—2—H—R-T(213. BEOT) CRERBBOEEIHNEATNTVE T, TN5DFIC
3. ARELELUVT I AN EDURIA D r—2—DEFAREDBEEERROEEHEN
TNTVEY,

FHICOVWTIE. A= =4y aR—FZeERLTILTL,

Use filters to view
different

combinations of data Click the
columns to
sort data Click a user name to
L Risky Users view the user risk o]
timeline
Select the time period to view
user data
o 1 E= o= !
&5 - .
3 3 =]
-~
”
=
s -
2 [=]
- .
B o
(= o
E‘Ir -
Watchlist

user
Privileged user

HBE)VIODIRIA O r—2— - BRIGBAO>O—R

Citrix Analyticsid. £E U VI TOBERA T O—RICEDVWT 77X BEZ&RE L. BEE
Ao>oO—RURIA 2 —2—% MJA—LET. UFIOBMEICEDVWTBRI AL Y>> O—
REFESEBUVIZRET S E T, BENABAKRBICHLTHEY VY IZEHTEES, Dl
RDAT—2—3. BEB I 7AINAIO—RT7 T4 ETAZRBETZDICRIIBEE T,

FHICOVWTIE. NeRREY>O—F) ZBRBLTIESL,
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RELT— 2 DI 7P —EXRE

I TH—EXBRREFEA LT, BEARY MBI Z1 081 FEBISL £9, Citrix Analytics
I&. Citrix Cloud @ Identity and Access Management F—E XH\6, 1—H—0OJ 4> 21— —
AJA 7. V747 hNEFBEDREANRY b ZRELET, COREMEEIX. FREEA AR M
By 3elL L R—bZRHEL, RAOMEZHFEL TS TN a—T0 I TB3DICRIE
F9, ERLIEFHI—HITZANRY N ZEIE T2 ODRRITIVZERI D LHTEET,
AR b ZRRTBICIFE. VDS Z&8RL. BBEZERLTH LS. 20 )vILFET,

FHICOVWTIE. EREEDOEIL 7 —EREZER] 28R LT T,

July 11, 2019

FHREE

ARELIRGA D Tr—2—

Citrix Analytics YR T 23T 74N DD R0 —2—F, BHEZ 7L XLICEDL
TWXY, Citrix Analytics Tld. DRRZLVRAIA VT —R—%Z{ERTESELDICBED E LT
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EHBINTRENFE-IND L. Citrix Analytics IZT 7 AL cD VX TA VP r—2—CERRICH
ALV ROA O —2—%5EH L. A—HF—DVRIRZALTAICKRRILET, HAZL
A9A V=2 =, A—HF—DURIZALZA Y ETIRILTREINET,

FHICOWTIE. TARBLIVRIA DD r—2—] 2R LTIREL,

VROZA LAV LDREIT—R R

I—Y—DQURIRALTIVId I—F—OBEBRELITI LY T+« TOBEXT — 2 RIS
BEDB S IBBIC. RDTIAY MARRINET,
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THEIT4TIN—ThBHIBREE LT

BENEEEICARINE LT

EREREIEREINELLE
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FEESEMIF B LA TEET, BBICHLT. AI—F—FO7 7AILICBYIR TS S 3 > % EE
TEET,
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FHICOVWTIE. M- —UXIRALT12] Z2BRLTLIET L,

HEV O DEMARYINT V> 3>
Citrix AnalyticsTld. HBU VY IDIRIA VS5 —2—ICT70> a2 BRATE XS, WEY
R=hENTWVWBET7I>arvid. HBY Y IOFHHRIN T,

FHICOWVWTIE. TCitrixEBU Y ID IR IA VT —2—) #2BLTLIETL,

TIL 7Y —EXRROEEERL

c MEIVITVTDIAIRA—RXE I*] OB R—KMRRITVTT7RRA)RY (W) XFE%ZF
BALT, FEOXZFIOEMU E—ETtE£d, fcrzld. ®&EI T lUser-Name = "John*"]
&, JohnTHREZ IRTOA—HF—FZDAIRY M ERRLET,

¢« J7EY NI TIRTOUTY AT a3 BN IRTOUTFZ o) v o T3, #ERLT:
IRTDT7 7y b =—EICHIBRTET XY,

e IRYVKIVZRPFMTERTDIT—RERT: ARV N T—=TILH S5 EHIR L. 12— —
ARYE)ZANTHRHIGT BT —4%ERTLET, I—HF—DAIRYMTEBELTT—4%K
RLET,

FHMICOWVWTIE. TEILZH—EZXHBZE] #282BLTLETL,

B4 b H—FODTF—A2ITS5—REE

Citrix Analyticsh' 7 — 32 Y —ZHQ SBEIFBARY FERELAD > HE. 1 Mh—RIZIE
FRETTF—ADRRETNTULEFEALEVLS SRNILBRREINE T, Fho SELEARYNOH
HRITIN. T3 EILTH—EABRER—JIC)oTNTVWET, TOEElR. EILT

H—EIRBER-—ITHRTBIRY b ZERT L. T—HEEDEED B VD Z RS B DICK
I5FT
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T—RY—XTOHFIAAETT,

SHEMICDWTIE. TCitrixT—4& Y —X TAnalyticsz BMICT 31 #BBLTLIEEL,

102



CITRIX ANALYTICS FOR SECURITY™

BIEShT-ME

« Access Control7—&Y —ZADBE. Y1 rH—RLEDARY MDA EILTH—EIBREER
C—HBLEtHA

June 19, 2019

BIESNT-ME

« EEOI R—TICIE. Active DirectoryT —3R Y —XWMEH EINB VI, T—RIXEDF VIF
TRAT—RRADRRINET,

o A=Y=y aR—RFORBEBIXZ 2 —DERICGEAAEFNEFEA. F1TLTT IS —
AXytE—IHRRINET,

o SplunkHh 5T F > MMIER T BIC. Citrix AnalyticsTT S —X vt —JHRREINE T, #
LWTF—RY —XDAVR—FT1 VITHRFLKRBLFT,

June 17, 2019

FHREE

StoreFrontDi&HY
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FERALTERITINET, BEHHING S . Citrix Workspace 7 7 1) I —4'—+1 R k% Citrix
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1 bE. BEEARI-—HY—TH%ZKREL. BEROEX1 )T BRICIOT I T TICHLTZD
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SAYA b ZFAVR—RT31 2BRBLTLLETL,
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SOy EPA scan failures WHAT HAPPENED

722.63 MB of data were downloaded between 8:00 AM and 9:00 AM. This

o= Logon failures exceeded the Al-based threshold for this period.

1 —| Excessive file downloads EVENT DETAILS - EXCESSIVE FILE DOWNLOADS()
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Access Control

200 users
Received Events 1H 1w
Ewvents
Latest ewent: Movermnber 26, 2018, 11:00 IST (UTC+0530) )
November 16, 2018

TIOERATF—2DEILTH—E IBREK

LT —ERBREEALT. CERNOI—HF—DT7 I IFAEILETE X I, Citrix
AnalyticsiZ. Citrix Access Controltf —E XD 51— —DF7 I/ AFEHZNRELET, 77y
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CILTH—ERBRRR-IDZFERTBICIF. > [EFaUT+] FTDHSE [ARY MERK] =20
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Responder ActionType

Location

Use facets to
filter data

URL Category Group

Content Category

View graphical representation
of user event

Timeline Details

No. of records

Use search to enter
your query and
filter data

Select time period to
view events

Nd Performance Operations Settings Help Alerts EL]
DATA SETS ‘
View access Access ‘ ” st ou
data
Reputation ‘

0 Selected

Request
Response DATA
TIME v USERNAME DOMAN URL CATEG!
> Nov9308PM testingzlide test http://ftlonelabucitritenet/..  Computing and Internet - View user
event
> Nov9308PM testingzivu? test https//www.myworkdayc..  Computing and Internet
> Nov9308PM testingxno7d test hittps://www.baidu.com/ Advertisements/Banners

time period

VROAOT—2—DT1—RNY D

Citrix Analytics® U RO A >V Ir—2 =T« — RNy U= RT3 . VRIA VI Tr—%—
KT — RNy IZRMTEE Y, T —RNvIIE REShTcEFa VT 12Ty
EEETHEINE S D 2RI BDICIRILE XD,

WE. CO#EEIL. Content CollaborationT—4&Y —RIZ&k>ThUA—N 3> [BEROJF
PTOER] ) RAVA DT —R—THR—FrINTVEY, COVRIAVIT—2—D KV
A—DELLBWEEIE. BRI LTHREL. 74— RN\ I ZIRETETF9, MUEIICEEL
74— RNV IRRETZHTETET, Citrix Analyticsid. BEFED 71— R N\wv o xIE
L. FRIShIBRZIREL T EELBFREHEZRELLLE T,

First time access from new location (i

irce: Citrix Content Collaboration

WHAT HAPPENED

1 unusual logon between 10:00 AM and 10:14 AM.

Report false positive @ Reported by on November 15, 2018, IST (UTC+0530)
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« Citrix Workspace app for Android - Google Play CAF o e R RZFH/N— 3 >

« Citrix Workspace app for iOS - Apple App Store CAFAE R RFH/N— 3>

« Linux kR Citrix Workspace 77 1) 2006 L{f%
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Citrix DaaS TAnalyticsZ B#IC 93

Gl S

« Citrix Cloud Tigfit 3 Citrix DaaS%Z &St L £ 9, Citrix DaaSDRRAZEICDOWTIE. 1>
A b—=ILEHER) EEBBRLTLLIEEV,

s PATLEHEIa v ERREL. B ZE®RILTVWS I ez B LTI IEE L,

T—RY—RERRL. T-RUEBZENICTS

Citrix Analyticsi. Citrix Cloud™ 7 777 > b ICEE:E T T 5T LV SCitrix DaaSZ BEINICIRE L £
ER

T—RY—R=2RRTBICI:
FBON—H5 BE>T—FY—X>tFallTqs 27 VvILET

F=BY —=ZAR=JICT TV ETRYI bw T -Workspace7 VA1 FH— RHBARREINF T,
F—RNBEEMICTE%E ') v LT, Citrix Analyticsh C DT —4 Y — 2D T — R INIE % BHIA
TZTBELDOICLFT,

Data processing off

Workspace app (@

1 site | 0. StoreFront deployment

Turn On Data Processing
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IS5V RYA b A—H— BIURBEAIRV I ERTTS

YA hAO—FRIZIE 7TIVECTRI by TFOI—H - RESNLIZTT YA b SXLB
E1EE (F7 ) b OREER) ICRESNIARY MARTEINE T, LEMFE (1w) Z=FRL
CT—22RR"IBEDHTETET,

RELEARYEOEZE D) v LT, (lja-jp/security-analytics/self-service-search/self-service-
search-virtual-apps-desktops.htm) R—> TAR> b E KRR L 95

Data processing on

Workspace app @

1 site | 0. StoreFront deployment

Received Events: 22 1H 1w

Events

atest event: November 20, 2018, 11:00 IST {UTC+0530

TEEEMICTBE. YA b A—RICT—EBREFETNATLIERREAL VWS T —FINK
TENBZZHHBDET, CORXT—FANKTINBZEHIF2OHD T,

1. T—2UBEHNHTEMICLIEBE. 1R FHCitrix AnalyticsD 1 R EN\TICEES 3 £
TICERBAHDD £, Citrix Analyticsh I R FERET D . AT—HXITF—X0Eh
ICEHDET, LIS LTHRT—ERADBEDLSBWVEEIE. T—RY —AR—J%EHL
TREW,

2. AnalyticshBEIREUAICT —2Y —ZAD S5 AR b EZELTULEE A,
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Workspace app (@)

1 site | 0. StoreFront deployment

Received Events: 0 1H 1w

Events

Mo data to display

#F > 7L = ADCitrix Virtual Apps and Desktops CAnalyticsZ BRIC T 3
Citrix Analyticsid. WorkspacelZBIISNTcF > 7L X XY+ ~H K UStoreFront™ERZN L T
TOVAINZ YA 51— —ARVNEZELET,

HBHA VT I XA M EFEALTVLSIBE. Analyticsh 1 FERETED LSS0 UATD
WINHODAEEZFERLTHA A VR—T0 VT T2HENHD £,

» StoreFrontZERB L TA Y ILIRAY A 2 AV R—FT1 2093

» WorkspaceZFB L TAYILIRGA  2A Y R—FT1 203

EIE = St

« Citrix Virtual Apps and Desktops7 > L X XV 2a—> 3 V& FERT 3ICIE. 122D
E T, Citrix Virtual Apps and Desktops# > 7L 2 ZDBAAEICDOWVWTIE. 1A R—=ILE
BRZERLTIIEEL,

s DATLEHEI v ERSEL. B E®ILTVWS I e Z R L TIIEE L,

 Director®/N\—> 3 131912 CU2LIETH B MENH D £9, FHFMICDOVLTII, #EeEEHBME<
E)woREBBLTLIEIL,
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« Citrix WorkspaceANDH T XU 1) F> 3>, H#+ k7%Citrix WorkspacelZiBIN T 2155 3.
Workspacett 7 X7 1) 72 3 VHET T,

Citrix Workspacetr 7 X0 1) 7> 3 > BA T BICIE. https://www.citrix.com/products/citrix-
workspace/get-started.html (Z7 24 X L. Citrix Workspace DEFRICEBVLEHE L IEE
LYo

« WorkspacellBilE 7=t b, Citrix Analyticsid. Citrix WorkspacelZBIE Nzt ~ %
BEMICHERE L £, Citrix AnalyticsAD A > R—F 4 > F % EDBRIIC. B k%Citrix
WorkspacelZBIIL T 72E WV, 7Ot XIIH 1 FEREEIENE T,

41 FEFKITIE. Cloud Connectorz 1 > X k—JL L. Workspacel) V —ZXADREBE LU+
ERIEHTD 1= ICNetScaler Gateway STAY —/N—%BR L. €DE 1 k% WorkspacelZENN
TRIUNELHD X9, 1 FEHNOFMAFIEICDOULWTIE. (/ja-jp/citrix-cloud/workspaces/
add-on-premises-site.html) 2 BB L T 72 &L\,

« StoreFrontD/N\—3 >, - ~ICStoreFrontBRZ R L TW 35513, StoreFront®/\—
T3 h1906L ETH S C ez LTS IZE LY,

StoreFront% {3 L TCitrix Virtual Apps and DesktopsZ > L I XY 1 b H VR —
T479%

BIREH A Y R—T 1 I FIBIZDWTIE. Citrix Analytics 75w b 7+ —LRF 2 X2 hD(/
ja-jp/citrix-analytics/data-sources/virtual-apps-desktops-onboarding.htm)i2E = SR L T £ &
LYo

Workspace% {#H L TCitrix Virtual Apps and Desktops#* > FL X XY A b & F 2 R—
T12IF3

Citrix Workspacelc 9 CTIEMINTWS Y1 k

Citrix Analyticsi&. Citrix WorkspacelZ 9 TISEEIMINTWS 4 > L I XY+ bz BEHICKRE
L. 7T—&2Y—XHYA b H—RIZRRLET,

T—EY—R2RRTBICIE:
FBON—=H5 BE>T—FYV—X>EFallFqszo)vILET,

FIVETRAI by TH a4 b A—RICIE. WorkspacelBIIS iz hofe. Chs5nH o
MIEHRINTWAA—HF—DRREINET, Y1 M EZEI Vv I T3, mHINY A AR
TENET, A——HEIVvIT3r. A—HF—R-—ITHREINFEI—HF-—DIRRINE
ED
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Data processing on

Workspace app ()

0. StoreFront deployment

Received Events: 1 1H 1w

Citrix WorkspacelJEEM I TWAWY 1 +

7L XY A F%ZWorkspacelZ £72BI1 L TULR WSS, Analyticsid 1 FZRHTE £
ho T bA—RICIFMBADRHShI=Y A FERRINE T,

4 M %ZWorkspacell BINT B ICid -

1. Y1 b AH—FRD+Z 2y I LET,
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Workspace app (@)

0 discovered sites

Add Virtual Apps and Desktops Sites

2. Workspace ConfigurationX— T, +Add Sitez 7 ) v L £,

< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

My Sites (1) | + Add Site

XD17HK

3. BEDIERICRE>THA FZEBMLET, FHFMICOVWTIE. 7T—IAR—IATOAYTL IR
RET7 TV ET R by TOENZBSBLTLLIET L,

4. Y FEEML 7. Citrix AnalyticsiCBEOV 1> L. T—2Y —AR—CEFH LT &
EMNENfY 1 rZY1 b A—RFRTRRLET,

T—RMBEFICLT. SELEARY N ZERTTS

Analyticsh & SN 1 bDOT—RUWBZHI/TESZLDICTBICIE. Y1 MA—RDOT—4&

WMBZEAICTZZI) v o L. BEOIERICREWVED,

[8 CWorkspace DT 1 ~ZEML TWLWSHE. AnalyticsidWorkspace AD IR TDH 1 D
F—RENEBELVRELE T, IRTOY A FTAnalyticshIEEICBERICRD . BIIXvE—
CHRRINFT,
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You have successfully enabled Citrix Analytics on all the Citrix Virtual Apps and Desktops Sites in the same
Workspace.

YA hA—RIZIE 774 ORREERTH 2BRIFBDOZEAARY MHRTEINE T, 1B
M (Aw) ZBRLTT—EZRTIZEDTEET, REANRVLOHZEIVYITRHE. Kt
BT B3I TH—ERARER—ITARY b ZRRCTETET,

F—RUBEBMNCLIEE. Y1 FA—RIZT—EDBRZEINRTLERALVWS X T—2 ADEK
TREINBZBERHDFT, CORXRT—EANKRTRINZIERIZ2DOHD £,

1. 1O TT—RUWBE A VICLIHBE. ARV FHCitrix AnalyticsD 1 XY M NTIZEBES 3 £
TICERBAHDD £, Citrix AnalyticshA I R FERET D . AT —HZXIT—X0EBHh
ICEDDET, LIEBK LTHRT—EADEDLSBVERIE. T—EY—AR—=JEZFHL
TLIZEW,

2. Analytics (3B 1 BB, T—2Y —ZXADS5ARY EEZELTLEE A

Workspace app @)

1 site | 0. StoreFront deployment

Received Events: 0 1H 1w

Ewents

Mo data to display

1 F&EEM
MDA > T LI A A ~%ZWorkspacelZIBINT 235 E &, Analyticsh SEBIMTE XY,

1. Workspacet&m_X—> T, +H 1 hDEMZ )Y I LET,
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< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

My Sites (1) | + Add Site

XD17HK

2. BEDERICE> T FZEEBMLE Y, FHFMICOVWTIE. D—0ZAR—=IATHAYTL IR
DIRETFVEETRI by THENTD) #2B LTI,

3. B FZEBML7S. Citrix AnalyticsiICBBI L. T—RY —XAXR—JEFEH LT RLEMS
N1 bz bH—RTRRLET

F 7L = XY A FDCitrix Director\ DT

Citrix Directorl&. Citrix Virtual Apps and DesktopsDERE LV M Z T a—FTos 7V —
JLTY, DirectorzfEF L T. Citrix Analytics for Security (Security Analytics) BD A > 7L = Xt
A hEEBRTETET, Y1 ORI 3 L. DirectorldBEfR 1 R > k% Security Analytics|ZiX1E
LE¥T,

Citrix DaaS%& f£F L TWL\ 3% & . Citrix Monitorth —E X1&2 57 R4 kH 5 Security Analytics|C
ARV ZEELET,

VSO REAVTLIZAOMADERDH 3 /\1 7 1) w RERETIL. Security Analytics|ZCitrix
Monitortf — E X & Citrix DirectoriCA > R— RSN A bS5 ARV M ERELEXT,

AR C R FIR
-

« I[TE. Directord® 1—H'—+a >R —7T 1 RIZIE. Citrix Analytics for Performance™
(Performance Analytics) ICBEE T 2B FIENRTREINE T, o DEEFIEIE.
Citrix Analytics for Security (Security Analytics) (ICH B TN £ 9, Security Analytics®
Citrix Cloud T &A1 RILX Y b7 U T4 THIHEIF. NS DFIEICHE > TCitrix
DirectoriC##E# i TE £ 95

« Citrix Cloud 77 177 > I [ZSecurity Analytics ¥ Performance AnalyticsOM A D7V 7+« 7
BENEDH D, Performance AnalyticsBICH 1 bZ 9 TICHEA L TLW 3155, Security
AnalyticsF ICDirectorz BERBK T 2V EIFH D FE Ao
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AR E B FIEIC DLV TIE. Citrix Analytics for Performance RF a2 X > hEBRR L TL
EEW,

BRIhTVBY A FEREBLIEAIRY FERTTS

1. Citrix Analytics T, T—RY—AR—JICBHL £,
2. EXa VT« 2T 7200w I LET,

3. Apps and Desktops- Monitoringyf FH— R T, AT L I AGA MRTEIVTTRYA
(ZYT358) ZRRCEET, Flew YA SR ELIEARY MDBRRINET,

L L]

Monitoring (@)

4 Sites
Received Events: 163 H 1w
Events
I .
o2n0 o021 02H2 0213 02714 0215 0216  02A47
Time
Latest event- February 17, 2022, 03:30 IST (UTC+0530)
p=

 DirectorCA Y TFL I AU A b ZHOHTHERT DHE. 1 EDSDARY SHRLIE
N3 FTICEHBAD DS (HWIKME) e hHD. Apps and Desktops-
Monitoringtf 1 k A— RICEHFINY 1 RTINS EFTIOEEDE L A8
HHAHD £,
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o BB b A — R TIE. Monitorth —E X F7zldDirector7— &2 Y — XD 7 — X AIEH
FIAIETEMIAE>TVET, BEHICRLTT—20NBE A TICTEcHTE
9, f=f2L. Security Analyticsh S ABD X ) v b ZF37HICIE. T—FUIE
ZANCLTELL ez HEDLET,

4. 120 )y LTElZERTLED,

Discovered Sites for Apps and Desktops -Monitoring

Site-30
cloudxdsite
Site-57

Site-40

Session Recording BRAICIEHT I 3

Session RecordingZ A9 % . Citrix Virtual Apps and Desktops$ & U'Citrix DaaSDEED 1—
-ty a YOBEET7I T4 ETaEE|RTETFET, Session Recordingtr —/\—%& AL L T,
d—%—+A R k%Citrix Analytics for Security(CEETE £, A—H—aARY ME 2—H—D
ERRRITENICR T 2 RAMNRTRARZIRME T 5 DICNIEINE T,

CIE= S o
IS BHIIC. UTFERBL T,

« Session Recordingtr—/N\— Y VDAL — 1 MMI2103LUETHHIHELH D £7,

+ Session Recordingtt —/\—(&. BREBRT RL XICE R TIZHELHD £9, URLDFFMIC
DVWTE. Ry b= BB ZBRLTLEETL,

« Session Recording BB Tld. 7T NI Y RA V2 —3y MEGAICAR— 43D VTV S
RERHD F9, 2y hT—0 L0 FOFH—/N\—I|F. Citrix Analytics for Security & D Z D
BEZFFATILENDHD £,

« Citrix Virtual Apps and Desktops 7 1912 LTSRZfERA L TLW31BE&. HR—FINTW3
Session Recording®/N\—0 3 132103 T 95

x
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Session Recordingtt —E X =R I 313, EBMDEHREHFZHERL TZETL,

Session Recordingtr—/\—% 189 3

1. Apps and Desktops- Session Recordingt’-f k71— K T. Connect Session Recording
serverz 7w oI LF3,

Session Recording (0

0 Session Recording Deployments

_|_

Connect Session Recording server

2. Connect Session Recording ServerX—>2 T, FT v I U MZHERL. IRTORBEEMH
FEIRLET, BABGHEEIRLBVGEE. 7723 VIFEMICRD XD,

Connect Session Recording Server

Configure and connect your Session Recording server to Citrix Analytics.

Prerequisites

What is your Session Recording version?

Can your Session Recording server connect to the following addresses?

: Session recording server should meet service connectivity requirements

Session recording server should have connectivity to https://api.analytics.cloud.com

Do you have any proxy servers in your network?

3. Xy bT—=2IC7OF I —N—HH 3% EIF. Session Recordingth —/\—®D
SsRecStorageManager.exe.config7 7 A JLIC7OF > 7 RLXZ AN L F7,

MR 7 77 )LIE <Session Recording Server installation

path>\bin\SsRecStorageManager.exe.config [C®H D £,
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f5]: c:\Program

Files\Citrix\SessionRecording\Server\Bin\SsRecStorageManager.exe.config

(=] SsRecStorageManager exe corfig 3 I h
1 <?xml version="1.0" encoding="utf-8"2?>
<configuration>
<startup uselegacyV2RuntimeActivationPolicy="true">
4 <supportedRuntime version="v4.0.30319"/>
5 <supportedRuntime version="v2.0.50727"/>
6 - </startup>
r <appSettings>
</appSettings>
9 = <system.net>
10 % <mailSettings>
11 = <smtp from="yourEmail@address.com">
12 <network host="your.smtp.server" port="587" userName="yourEmail@address.com" password="yourpassword"
enableSsl="true"/>
1 - </smtp>
14 E </mailSettings>
5 B <defaultProxy enabled="true">
16 <proxy usesystemdefault="False" proxyaddress=" bypassonlocal="True"/>
17 E </defaultcProxy>
1 </system.net>
1 B <runtime>
2 <generatePublisherEvidence e:‘.abltd="false"/>|
21 r </runtime>
22 “</configuration>

4. T77A4INDAI>O—R) =2 w2 LT, SessionRecordingConfigurationFile.json 7 7 A
WEeZ o> O—RLET,

=3

CO77AILICIIEERBIEENTVET, 77 MILIERERBAICREL TS
Lo

5. Citrix Analytics for Security|Z3&#t 9 % Session Recordingtf —/N\—|Z 7 77 )L AE—L £ 75

6. EBRRIBICEHDSession Recordingtt —/N\—h'H3551E. EHITH23Z3T—N—ICT 71l
ZIAE—L. B —N—ZHERIT3FIEICRKSBELNHD £,

7. Session Recordingtf—/N\—T. BREZ T Y R— b T27HITXOAT Y RERTLET,

&lt;Session Recording Server installation path>\bin\SsRecUtils.exe
-Import_SRCasConfigurations &lt;configuration file path>

Bl

C:\Program Files\Citrix\SessionRecording\Server\bin\ SsRecUtils.exe
-Import_SRCasConfigurations C:\Users\administrator

\Downloads\SessionRecordingConfigurationFile. json

8. MOY—EREBEHLET,
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« Citrix Session Recording 24t —E X

« Citrix Session Recording A AL —J Y R—T v —

9. BREH'EIN L 7=5. Citrix Analytics for Security|lC#8) L T. & S 41 TL)3Session Recording
H—/N\N—%FKTILFEJ, Citrix Analytics for Security 5T — 2 EIIBTEZ LS. [F—24
BEEMWICTSI 20Uy I LFET

M)

Session Recordingtt—/N\—/\— 3 22103 F 72152104% EH L TL\ 3 3F S, Citrix
Analytics for Security Tt & 11 TL) 3B Session Recordingtt —/N\—%RR9 B ICIF. £
9'Apps and Desktopstz v > 3 > Z BT IHRENHD T, €5 LAVE. ERINT
L% Session Recordingtf —/N\—H'RERINFEA. CDEHIF. Session Recording
H—N—N—2 3 22106 RICITERINEE A

BHEIhTLWIERERT

H—N—DERHIE. BEHIRNLIEERICDAZ Y a VR FA—RICRRINET,
1 b A—RIZIE. Citrix Analytics for Security & DIEFHFEIL SN TVSBEEA T —/N—DEH
RAINET,

BEHDRLIcBD LYY 3 VERY —N-DPREINBWVEEIE. ST a—-FT12 7D
SEEZBRLTIIEE L,

Session Recording (@

1 Session Recording Deployment

Y4 b AH—RT. BROK%® V1) w9 3L, Citrix Analytics for Security [t SN TWEH—
N=TI—THRRENZE T, fc& ZIE. 1 Session Recording Deployment =27 1) w7 § 3%

L ERENTVWA T —N—FEY—N—JIL—ThHRRENET, Bty areigt—/N\—
&, R—ZXURLY& ServerGroupID CERINE T,
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“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

BASE URL SESSION RECORDING DEPLOYMENT CONFIGURATION STATUS LAST UPDATED
Site-2-v2103.smarttools.clm . @ Success Sep 21202111:26 AM
Page 1  of1 5rows
BLIARY M ERT
§ = l/ Tv.. 1, ~N N

YA b A—FRIZIE RSN TWVWE Yy a VEROERR Y. ChsDERD SBEIERE (7
74 OREER) ICRELIARY PARFENE T, LERE (1w) Z2FBRLTT—42Z2%
TIBEDHTEET, RELIARYMOHZI )Y ITBE. CILTH—EIRRER—-ITA
N2 hHRERENE T,

T—RNBEBMCLIE. Y1 bA—FIC TF—EDBRBINTVERAI CVWSZXT—EX
MREENBZZEDHDET, CORT—EIABRTEINBZIERIF2DOHD FT5

1. 1O TT—RUWBZA I LIHEE. AR Y FHCitrix AnalyticsD A XY M NTICEBES 3 £
TICERMNDDD £, Citrix Analyticsh I R b E2FRET R 8. AT—R XL [F—R018
B IZEDDEY, LIS LTHRT—EADELLSBWVWERIF. T—32Y —AR—T%ZE
LTSV,

2. Citrix AnalyticshYiBELRE. T—32Y —XNSARY FZRELTVLEEA.
v a YRR —N—%EN
Ty a YRR —N—%ZEBMT3ICIE. XOWTNHAERITLET,

o TERINTVWBEYy a3 ERORMH X—2T. Ty a E&Y—N—IC&ER 27
w2 LET,

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment H ‘

‘ Session Recording deployment : ‘

« TApps and Desktops- Session Recording] - 71— R T, ftO&EEES () U Uy
2 L. TConnect Session Recording server] %3#&RL £,
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v 3> L d—F+« > JESi(/en-us/citrix-analytics/media/sr-connect.png)

W7 71 )L Z24 o >0O—K L. Session Recordingtt —/\—% 9 3 FIBICHRE->TLEEI L,

Session Recordingtt—/\—%ZHlIBR 93

Session Recordingtt —/\—%HIR T B I1CIS -

1. Citrix Analytics for Security C. Connected Session Recording Deployments] R— (%
L. HRL7mWH—N—EREZEIRL X9,

2. MOEBREES (1) #2J v L. [Remove Session Recording server from Analytics]
ZERLE T,
v arld—7a > % —/\—ZHIBR(/en-us/citrix-analytics/media/sr-remove.png)

3. Citrix Analyticsh* 5 HlJB& L 7=Session Recordingtr —/\—T. XOIY Y REZETL X T,

&1t;Session Recording Server installation path>\bin\SsRecUtils.exe
-Remove_SRCasConfigurations

B

C:\Program Files\Citrix\SessionRecording\Server\bin\ SsRecUtils.exe

-Remove_SRCasConfigurations

Citrix DaaSOEIRITL X b ZBRICT S

1 —4'—HCitrix DaaS (|HCitrix Virtual Apps and Desktopstt—E ) TEIRIS 3 T %2179 3

E. Citrix Analytics for Security CC NS DEIRIY 3 JICRIET 3O KRR TITEd, CNHDED
RIOJE. 7V >R—% HR7 71I)L%. GEEIREEGCOHNR T T ET1 ICBET2EE
BIEREZRHEL T

o
C O¥EREIXCitrix DaaSDO A THR— TN TWVWE T,

Citrix Analytics for SecurityDIRFER— T, PV ETRAI MY F7—2Y - =ZFERL T
RO ZRRTEXT, EFxal) T« BEEEI. ChooOJzFERLT. 12— —DV
AV EAEZITO N TEET,
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T 74 ETIE. CNSOERIOY DU LXEZTTOEIRIT L X k1 EkEEIL. Virtual Delivery
Agent (VDA) TEMICE>TWET,

ENRIT L X + 1 ENRIO 4 dCitrix Analytics for Security NDZEEZBMICT BICIE. LY X MU
F—ZFR L. VDAZEHR T 2HENHD T

BE
C DO#pIE. Windows VDAICOABERINE T,

AR SR

« VDAD/\— 3 I, Citrix Virtual Apps and Desktops 7 2203 LTSRUEDR—X 54 > /\—
JaveRILTHIVELHD £9, FMICDULTIE.  TCitrix Virtual Apps and Desktops 7
2203 baseline components] Z&BL T EE L,

« LYZMUF—DEHFZRITITBICIF. TILT7 I XERDPBETY,

BREESNEIVTHRITLXA M) ZBRMICTS
BREBEINLIIVICIE. RO TV A ZFORETS D EIETL—RFPCHAZENE T,

c IEOYRA—AX—2

s FILLWIRZ—AX—=
VDA/N—< 3 > HiCitrix Virtual Apps and Desktops 7 2203 LTSR& DI EVWEEED I XA —1 X —
STHRITFLXA N EZBMICTS
1. YAZ—VDAX > >|COJF > L. BEOREDIXFv T ay bzERL T,
2. ROLZA MY F—ZEMLT RY—EXOJZBMCLFT,

» Microsoft-Windows-PrintService/Operational

e ShowJobTitleInEventLogs

LR MU F—OFMICOVTIE. LR MU F—DERZERBLTIEEL,

. VDAZ Citrix Virtual Apps and Desktops 7 2203 LTSRUEDR—X S A4 Y N=2 37y

JL—RLEY, SHHICDLTIZ. Citrix Virtual Apps and Desktops 7 2203R—X S >V
R=> bZBRLTIZEL,

RO VDERZATICL. RFIOREDR Ty T3y b EERLE T,
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Step 2-Get configuration details

After you click Configure, Citrix Analytics prepares a configuration file. Download the configuration file and specify the required details during configuration on SIEM.
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TYROASHr—2—REMI0T>T1T«11 CIVTaT14%07) w35, [Citrix
Analytics - TV T« T8l X v a2 R— R TZOFMEIPRIEINE T,

Risk Indicator Details

Risk Indicator Entity Severity Risk
Date and Time + Data Source Category + Risk Indicator Name Entity ID + Type + = Probability #  Risk Indicator UUID
2021-07- Citrix Content Compromised users  Unusual authentication 62130e9b07e28bea778ee 52218091 50ce Thb0SAa8d82] fbcf 2350962796586  user nedium 1.0 babedada-34cd-5266-bc36-
01721:29:592 Collaboration failure 1142a4e9278¢
2021-07- Citrix Content Compromised users  Unusual authentication 102854bc92at241d303ab4c3cc62ecI69a0C64c6995757032933728b1d10a848  user nedium 1.0 F594a2bf-8121-5231-ab32-
01721:29:592 Collaboration failure 22e3735ee60l5
2021-07- Citrix Content Compromised users  Unusual authentication dc6178b0ag218ch51925778069¢ 1122423604073 2dd8170e8%eeabe?1 7714 user nedium 1.0 6720f113-dc3e-5086-967e-
01721:29:502 Collaboration failure 262748b0d90b

T)ROATr—2—0Flll T—7IWDE T Vv I T2 BIRLEVRIA DD —
a—'@’r,\\\/ I\*ﬂg\ ’r/\‘\/ l\géﬁﬂ\ BCtUﬂE’r/\\\/ I‘b{ﬁ/'_l_'\énij_o

TYRVAITTr—3—ARY BB £ 3> T, [Citrix AnalyticsUIU > =01 v
9% . Splunkh5Citrix Analytics for Security™MD I —H—4 1 LS5 VICEEBELET, 1—
HP—RALZAVT VRIA VTSI —2— BEARY M BLUPIA—HF—ICEREINETY
varvaRRLET,

s

ARV MHEEARY MEFHHOFFMICDWLWTIX. TSIEMAECItrix AnalyticsT— 2 f2=1 BB L
TLIEEEL,

N
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Risk Indicator Event Summary

« Indicator UVID: babe4ada-34cd-5266-bc36-1142a4e9278¢

- Data source: Citrix Content Collaboration

- Riskindicator category: Compromised users

+ Risk indicator name: Unusual authentication failure

- Citrix Analytics Ul link: https://analytics-staging.cloud.com/user/eyJoaWdob...oic2IbSJ9

Risk Indicator Event Details

Date and city country  device_id entity_type  indicator_vectorid  indicator_vector.name
Time * +  client ip 4 = e entity_id ¢ - ==
2021-07- NA  Tfcdef4547a0543157e920614e012faT7b2ec]d11885e5059d20eb0b671dd8D  NA NA 6e130e0b07e28beal78eer5e21809150ceThb05da8d82 1 Fbef f2350962796586  user 3 Logon-Failure-Based
01720:52:217 Risk Indicators
4 »
Q L i O 3mago
i Click each value in a row to correlate it with other Splunk events
Raw Events
i Time Event
> T2 (-]
9:29:59.000 PM cas_consumer_debug_details: { [+]
3}

data_source: Citrix Content Collaboration

data_source_id: 0

entity_id: 6e130e9b@7e28bea778eef5e21809150ce7bbO5da8d821 bef f235b962796586
entity_type: user

TYT1 T1 DM
Ay aR—RzEALT A—YY—I T4 70 A—F—C ZDRBMRBRITHICET 35FMzRT
LEY,

Ay aR—RERRT SICIE.  TCitrix Analytics - 4 < 27R— K > Citrix Analytics - T~
Ta4Ta58) 20y I LEFED,

Overview Citrix Analytics - Dashboards SIEM Correlation - Sample Dashboards =

Cltf Citrix Analytics - User Risk Scores
Overview

Consc the selected entity- user or share
Citrix Analytics - Risk Indicator Overview

Selec
Citrix Analytics - Risk Indicator Details

Las loud.citrix.com m Hide Filte
v Citrix Analytics - Entity Details

Citrix Analytics - User Profile Overview

Citrix Analytics - Received Events

LR—bZ&RR
BRI Te 7«0 (A—F—%) ZANL. Submit 27U v o L THEABHRERTLE T,

Flld. UTFDOA Y aR—FDBSIY T 71 DFMBREZRTIBZCEHTETET,

« Citrix Analytics- Risk Indicator Details T. Top 10 Entities by Risk Indicators |Z# &) L .
IT4T4%27)vILET,

I > 7+ T+ E 2—(/en-us/citrix-analytics/media/entity-splunk.png)
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« Citrix Analytics- Risk Score Overview T. Risky Users (CB8IL. 21— —%%Zo U v oL
EJE P

O —4—%3E1R (/en-us/citrix-analytics/media/risky-user-splunk.png)
UTOFHBEHRIRTEINE T,

e BIRLHBIORED I RIAATEVRIRATDRA LTA >0

c YURDA VT —R—DEEDTH. TUTATADEREBTITA ETADNRE—2%DHY
BDICRILB £ 9

o DRUOA T —2—DHMIBN DR, BEERGFACE ) AVDBAZHET 2DICRILE X
ER

s BRI TIVTA ETAICEETSZU 540472 MPDEEM,

e BIRBTIVTAETAICEETZI—H—FT /N1 XDEEM.

e AETZT—H2Y—R, URIZATII, URIVDEREREDI)RIA VI —2—D:F

I > T+ T4 5l E 2 — 1(/en-us/citrix-analytics/media/entity-details-splunk-1.png)

eeeeeeeeee

i amago
Data Uploaded Files Uplaaded Files Shared Files Deleted

DataDownloaded Files Downloaded

ata Usage

saito Sedamo o Memda2  Tuedun

BRB TV T4 ETa ICEERITONZOSAT7 Y MPEIA——F /N1 X%, SplunkiZ#EkiEh
TWAMBOtEXa) 70V —IADSRESNTARY FEBEERMITET, ez, 951472k
IPOFET—TILDITE I ) v I LET,
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Client IP Details

Risk Indicator Mumber of Unique Risk MNumber of Risky
Data Source = Category = Risk Indicator Name = Client IP = Indicators = Events =
Citrix Access Insider threats Attempt to access 2 4
Control blacklisted URL
Citrix Access Insider threats Risky website access 2 2

Control
Citrix Analyticsf XY FMEEA v > 27 R— R Tl BRL12OV 517> MPICEERITSNTT
RY b MOEFAVTAT—EY =R (AVTYIREY —ZAZATIZEDL) hHSHEESHE
TRAITEFRT, CNBDARYNE 7547 MPICBEEESZ3BEEDH D77 T ET1ICHE
TBHLDRVARZIRMELF T,

Events from Other Splunk Data Sources
Enter Your Query:

citrix_analytics_correlation_inde

Search: ‘citrix_analytics correlation_index

Events by Index Events by Host Events by Sourcetype

dig_eas_prod clrbanayeseh senicebusindons e MerMobile Server DEVICE_CHECKIN

Timeline - Events Received from Sourcetype

500PM  600PM 70 00» S00PM  1000PM  TOOPM  1200AM  100AM  200AM  300AM  400AM  SO0AM 6 TOOAM 800 AM
Tue Jul 13

ReceiverMacAcc gon  — XAReceiverMacSessionEnd  — EVICE_CHECKIN logs  — -

Raw Events
i Time Event
> 7321 {01

dA—H—7O07 71 IILOEME

Ay aR—RZERLT. HBROI—F—ICEEMITONTcARNY X M)y IZRRLE
ER

Ay aR— RzZRRT BICIE. Citrix Analytics- Dashboards > Citrix Analytics- User Profile
Overviewz 7w L%,

Citrix Analytics - Dashboards »

. i nahdics - User Risk Seones H
Cltl 5"“-‘;.‘ ahylic Lk Risk So0r rerview
BRI
Consd anization. ldentity the top mast applications, devices, and |
Citrix Anahdics - Risk Indicatlor Ovanidw
Selec
Citrix Anahdics - Risk Indicator Details
Las

Citrix Anahylics - Entity Details

v Citria Anahtics - User Profile Orhvandae

Tap Tap 10 User Devices

Citrix Anahtics - Recehvwed Events
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IR FDORR
B Z#ER L. ROX M) v IZRRLET,

JA-—H—-PERLE 007 7V r—>3>
d—H—HMER L - L1007 /81 R

J—%—HUEA L e L1105

FEATNI-WebE L UVSaaST7 U r—> 3 >0

s FRINT/NA XD

s BEBOBFANST7IEALIEA—H—0D&

s 7y 7O—R, AU>O—R, EESNT7 7N BREDT—2FERKRRAX M) VY

INS5DA M)y IIE HBROI—TF -7 T ETICEAT2REZRMELET, LUDTT
V=23 T NAR EANZ—20 FREROTNA AT TV r—a>, RERIGH. &
RGT7IER. BLUVEERTIFAINTITAETAZRETEFTT,

d—H—70O7 7 1 )L DOBE (/en-us/citrix-analytics/media/user-profile-report-splunk.png)
SELEAIRVE

HAvwaR—R%ZFEHLT. Citrix Analytics for Security ' S5ZE LA R b ERRLET, 1
R MMEA—HY—TI0T74ET14DRATZRLET,

Ay akh—R%ZRRT BICIE. Citrix Analytics- Dashboards > Citrix Analytics- Received
Events 27w LEd,

251 R > b DiEIR(/en-us/citrix-analytics/media/received-events-selection-splunk.png)

LR—FDORT
RELLTETTERBHEDOANY M ERTELUVLER T 3 7cOICRBEREZERLE T, v
Y aR— RICIPRDIEBRD RSN E T,

« ZELT-AMR> FDAET: Citrix Analytics for Security ' 5ZE LT IARTDARY FDOEST
HD. UTHFENF T,

o UROAVDT—R—ARY DG A—F—IC&o>ThRI ANV RIA DT —
S—ICBEETEAIANY b ZERLET,

o URIA VDT —Z—F ARV bDOGEH MUA—SNIEV R4 2D —2—DFMIC
BETEZANRY +ZERLET,

205



CITRIX ANALYTICS FOR SECURITY™

o URIRATEBARY OEFH A —DVRIXAT7EEICEEET SNV b ZTRL
9o

o A—H—OT77AIDEFH ) RAIVRAATARY M A—HF—DU R XATICEET S A
/\/I\%/—_ﬁbij-o

o A—HY—FOT77AINDEFHT TV r—>a > AR N A= —PERTBZ7 ) r—
/3/‘&-5’5 3‘5’(’\/ I\%/—J—L/gig-o

o A—H—TOT77AINDEHTNARAR N A—H—HDMERATEIT NI RICEAETZT
RN bzrLET,

o A—H—OT77AINDEHFHT—REREANRY M A—H—DTF—REHEICEET DT
RNy hZRLET,

o A—H—O7FAIOEHOT -3 AR M A - 7o L0 —>3 >
ICRAETRARAERLET,

REARNY hAH v 27R— R(/len-us/citrix-analytics/media/received-events-report-

splunk.png)

1R MEEE DA

v aR—R%ZEHLT. Citrix Analytics for Security " 5=EL7T=1 R b &, Splunk T

INFMDEF 2V T T—2Y —ZADSWRESNTcARY b ZEEMTE T, BHROT—%2Y —
ADBPRNESNc A —DBERETITAETAICAT LD RVARZF T ARV MEODE
ReROF. BRHZRETETE I,

Hvyakh—R%ZRRT SICIE. SIEM Correlation- Sample Dashboards > Citrix Analytics
Event Correlation z2 1) w7 L 7,

1 R 1B D3R (/en-us/citrix-analytics/media/event-correlation-selection-splunk.png)
AItR S
MEEZRITIBICIE. UTFEERL TS

« HEASHBICIE. DX T T—RY —IDEDARY NHBRETY, & I,
Splunk THERINIMDT—2Y —XAWS6RELT. I—HF— TNAR ISA4T7VRIP
TRLRICEETZARY FRETY,
o BHEFICHET VT Vv IINT TICERINTUVIRELRHD X7,
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ARY FZEEMITS

Citrix Analytics for SecurityliC & > THERE SN, RBVRIOBVWIY T T ERDBIRAIDE
WIP7RLRAZRRTELT, cNHDARY b ZMMOT—EY—R (AT YIREY—ARA
TTERE) CEEMITRICIE. T—TIUDSI VT T £RIFIPPRLRAZIVYILETD,

Top Risky Entities Top Risky IP Addresses
Entity ID Entity Type & Total Risk Indicators ¢ Unique Risk Indicators ¢ Client IP & Total Risk Indlicators ¢ Unique Risk Indicators & Unique Entities

JIVTA4—ILRICRRENBZ A>T v I MBI, 7TTVDORERICERINE T, EHICED
WC 1Ty I RMEZROEFa) T4 T —RY—RICEETET XY,

ARY FDBBVWEEDO NS TN a—FT1 2T

IRTDA YD A R—RTARY FHRRDOHD 5L WEEIE. Citrix Analytics App for Splunkd & T

Citrix Analytics add-on for SplunkDFREICFIEN B B gD B D £9. CDELDBRFEIF. 1>
TYIRBEY —RABA TEZHER LTIV, A VTYIREY —RZATDED. 7L
TRAVO\MATRILTHB CEZREBLTIEE L,

Citrix Analytics App for SplunkDFREZ R T Bl -

1. >0y oLZEY,
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splunk

- . = - .
Owverview Search & Reporting W Correlation - Sample

Citrix
Consolida th the selected entity- use

Select Tim A

Last 7 d =

Manage Apps

Find More Apps

2. 1) 2 kH 5 Citrix Analytics App for Splunkz B D19, 20U v I LFET,
Apps Install app from file || Create app

Showing 1:25 of 29 items
25 per page -

[1])2 mexs

fitter

Name ¢ Folder name = Version ¢ Update checking ¢ Visible®  Sharing & Status & Actions

Yes App | Permissions Enabled | Disable nm:hEDD. Edit properties. | View objects | [2 View details on Splunkbase

=

Citrix Analytics App for Splunk (Preview) citrix_analytics_app_for_splunk 10preview Yes

3. V=REAATeA VT v IREERELE T,

Citrix Analytics App for Splunk configuration

To configure the “Citrix Analytics App for Splunk™ app please provide the following twe basic searches

Enter query to search Citrix Analytics events:

[ Iindex=<define your Index> sourcelyRE=cas- SIEM. ConsUmMer I

Enter query to search events to correlate with Citrix Analytics events:

Index=<define your index>

Citrix Analytics add-on for SplunkDEREX FTRT B ICIS -
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1. >0y oLZEY,

KNOWLEDGE

o Searches, reports, and alerts
— Data models

Splunk Event types
Tags
Fields

Lookups

User interface

Alert actions

d. Advanced search

Explore Data Al configurations

SYSTEM
?” Server settings
) Server controls
Monitaring
Health report manager
Console

RapidDiag
Instrumentation
Licensing

Warkload A Mg erme nt

2. Citrix Analytics Add-on 27 1) w2 L %9,

Local inputs

Type

Files & Directeries
Index & local file or moniter an entire directony.

HTTP Event Collector
Receive data over HTTP or HTTPS.

TCP
Listen on a TCP port for incoming data, e.qg. sysleg.

uopP
Listen on a UDP port for incumlng data, eq. syslog.

Scripts
Run custom scripts to collect or genarate more data.

Citrix Anafiyics Add-on
Enable data inputs for Citrix Analytics

Citrix System Log Records

ink

DaTA

inputs
For ding and recelving

Indexes

Report acceleration summaries
Virtual indexes

Source types

DISTRIBUTED ENVIRONMENT

Indexer clustering
Forwarder management
Dwata Fabric

Federated search
Distributed search

USERS AND AUTHEMTICATION
Roles

Users

Tokens

Password Management
Authentication Methods

Inputs Actions

n + Add new

o + Add new

o + Add new

o + Add new

L + Add new

1 + Add new

o + Add new

Go to the add-on's configuration Ul and configure modular inputs under the Inputs menu.

B ARV ZERIRT ST 20 )y I LET,
4. TDMDRE Z:F RL 9o
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Citrix Analytics Add-on “

Data inputs » Citrix Analytics Add-on
Showing 141 of 1 item

filter

25 per page ~
Name ¢ User narfe Hostls) ¢ Topic name # Group name ¢ Apps  Stalus® Actions
PROD Test Tenant. splunk search Enabled | Disable Clone | Delete

5, V—XRAAFTeA>TvIR=ERLE T,

Host(s)

Combination of three host name perts ([comma separated) provided in the Citrix Analytics configuration fi

e
Toplc name *

Topic name provided in the Citrix Analytics configuration file

Group name *  splunkAdmin_tod3vbi69o9a-testing3
Group name provided in the Citrix Analytics configuration file

) Debug mode
Enable/Disable debug mode for modular input

Mare settings
Interval 60
How often to run the script (in seconds). Defaults to 60 seconds.

Source type

Tell Splunk what kind of data this is 5o you can group it with other data of the same type when you search. Splunk does this automatically, but you
can specify what you want if Splunk gets it wrong,

Setthe source type  Automatic

When this Is set to automatic, Splunk classifies and assignj the sourcetype automatically, and ghves unknown
STy T L e T T

Host

Host field value  $decideOnStartup

Index

Set the destination index for this source.

Index default

v

B OFEMICDWTIE. TSplunk A Citrix Analytics 7 R4 > D11 #BB LTI L,

Splunk F Citrix Analytics 77 K 7 > D18 ICEEd 2 &

Microsoft Sentinel & ¥ S
=

» Microsoft Sentinel £ D#E&. Microsoft Sentinel ANDTFT—AXDIT Y AR— b, Fhld
T14— RNy I ORMBICET 2 7KR— M EKFET SICIE. mailto:CAS-PM-
Ext@cloud.com ICHERWVEHLE L TET LY,

s

 Logstash T> > > % fEH L 7= Microsoft Sentinel AT —X2 DI U XR—kETL

Ea—EBETY, CORBEIIT—EILNILENZLTREESNATED, xET—7
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O—RFTOERIFHEREINIE Ao
SRLTLIET L,

SHMIC DWW TIE. Microsoft Sentinel RF a2 XY k%

Logstash T> < > % {#HH L T. Citrix Analytics for Security™ % Microsoft Sentinel & & L

9,

CDFBEICE D, Citrix IT EHEH 5 Microsoft Sentinel IC1—H—F—42% LU XR— b L TEE
FF. HBOEF 2 ) T EKHICEET D EDFRVEREFZZENTEFEXT, Splunk ERIE T Citrix
Analytics for Security JREDERICE B A Y aRh—RZRRLET, EFX¥a) 71 BEHFICED

WTHRELE2—ZFT 5 HTEET,

REDH R E SIEM [OXETNANIBEAT—RXOBEEICDOWVWTEEL < 1.
BLUIRY FEEDOHREG) Z8BLTLIETL,

GIE S

M2l 7 1ER

e DIRCEDH L DDT—RY =X TT—RUBHZAICLET, HiZkD. Citrix Analytics for

Security ' Microsoft Sentinel #5702 XA ZFRT 2 DICRIIBE £ 9,

c RDIYRRAY DRy bT—TDFAI) A MMIFENTVWEZEZHERL TSI L,

IVRRL2F

Kafka 70—H—

KEV—-3Y

casnb-0.citrix.

com: 9094

casnb-1.citrix.

com:9094

casnb-2.citrix.

com:9094

casnb-3.citrix.

com: 9094

BMES Y —T 3>

casnb-

eu-0.citrix.com:

9094

casnb-

eu-1.citrix.com:

9094

casnb-

eu-2.citrix.com:

9094

TOTRKFE£EER) —
oay

casnb-
aps-0.citrix.com
19094

casnb-
aps-1.citrix.com
19094

casnb-
aps-2.citrix.com
19094
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« Logstash®Microsoft Sentineltbi 7> 1 > %= AT 3% &, Logstash®/\N\—2 3 >7.17.784
% (Citrix Analytics for Securltyc‘:d)lrﬁff;‘1 MERTF X MEINFN—=3 Y 1v7.17.765 K TUv8.5.3)
ZEALTVWACCZRERL TS

Microsoft Sentinel & DR S
1. BE>T—RAIVAR—PMIBHLET,

2. PHOYRIREELIS 3> T. A—H—KENAT—REEELTTZHY Y b EERLE T,
CDTHRIT I BEICHNERIBR I 7ML 2 %EEBIT B-HICFERINET,

Account set up -]
Step 1-Create an account
Create an account to allow Citrix Analytics to prepare a configuration file required for SIEM integration.
USER NAME PASSWORD * CONFIRM PASSWORD *

3. NRT—FRHAUTOREZFHLTVWB I ZHR LTSS

SIEM/N X 7 — K Ef4(/en-us/citrix-analytics/media/siem-account-password.png)
4. LogstashiB8m 7 7 1)L Z £ T BICIE. BREIV VYO LET,

W RY (/en-us/citrix-analytics/media/siem-configure.png)

5. 7 7ML EAT>O—R$3ICIE. Azure Sentinel (FLE2—) 2T H#FIRLE T,

* Logstash#@m 7 7 JL: LogstashT— X NEIL > > %A L T, Citrix Analytics for
Security?b‘BMicrosoft Sentinellc A XY b ZXET2HDEHT—F (ASI. 71
CEBHEITaY) BAEENTVETD,

Logstasht&R 7 7 1 L DIEIEIC D W TIE. LogstashRF a XY hEBBLTL TV
« JKST 7 JL: SSLERUICHELIRAEN T ENTULE T,

p=3

NSO T 7AILICIIKBIBHRNSENTUVET, BRE2BGFIICREL TS

Microsoft Sentinel®i#E3R (/en-us/citrix-analytics/media/azure-sentinel-select.png)

6. Azure Sentinelfiax %/ L £ 95
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a. AzureZR—AJLT. Microsoft SentinelxBICL T, T—IAR—XAZERT 3 H\. BF
DT —2 ZAR— % FEA L TMicrosoft Sentinel# £{T X ¥ 7,

b. XA XZa—Hb6 F—RARIVREERLTCT—2IAXIRZEXv I ) —zHZTFT,
c. Citrix Analytics (Security) Z#&Z= L £ 9%
d. [cCitrix Analytics (Security)] ZFERL. TORIER—TZRHL<) ZFBIRLET,

Sentinel7— & 1% U 2 R—(len-us/citrix-analytics/media/azure-sentinel-connector-
page.png)

e. [Citrix Analytics (Security)] R—IHh5. D—PZAR—=IDJ & 754U Fx—]
ZAE—LZX9J, COBRIE. BEDFIETLogstashiRE 7 7 T ILICATT T Z2HRELHD
9o

T — R AR U RZE R — T (len-us/citrix-analytics/media/azure-sentinel-config-page.png)
f. RA <> > TlogstashZ i L £ 95
i. LinuxZE7=ldWindowskh X k<< > IZ. Logstash & LogstashFIMicrosoft Sentinel /1>
ZIA4>% A VAM=ILLE T,

i. LogstashzA YA r—J)LLIcRRA RIS VT LR T 7ML BESNTcTA LY
FUICEEEL 95

RN VOEE Tr71IL% T4 LI RINRZR
Linux (J+wv I X) CAS_AzureSentinel_Log Debian® & U'RPM/\ v
Stash_Config.config T DB /etc/

logstash/conf.d/

ZipB L Vtargz7—H1
PAOL 1=
{extract.path}/

config

kafka.client.truststore.jks Debiand &K T'RPM/\
T—IDIFE: /etc/
logstash/ssl/

ZipB K Utargz7—HA

PAOL r=¢
{extract.path}/ssl
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KA VOEE 7714 T14L I RUNRZR
Windows (7 1 > R X) CAS_AzureSentinel_Log C:
Stash_Config.config \logstash-7.xx.x\conf
ig

kafka.client.truststore.jks

Logstasht YA =L\ =P DT 7L EDTa LT FUBEICDWTIE.
LogstashRF a2 X > FZBRLTLETUL,

ji. Logstashi®E 7 71 ILERZE. ROBREEITVE T,
. Z7AINDAHEIS avIic. READLFT,

o« NRAT—R:BE7 71 L%z %(H 3 7= I Citrix Analytics for Security TIERL L
17RO RDINRT— R,

* SSLES R MR MTDIFFR: SSLY 54 7Y FMEBEDSZR, Childk. RX MY
< > _Edkafka.client.truststore.jks 7 7 1 JLDIHFA T 9o

pnput {
kafka {
bootstrap_servers => " - . -
topics => ["¢ - - - - "]
group_id => "¢ il o
session_timeout_ms => 60000
auto_offset_reset => "earliest”
security_protocol => "SASL_SSL"
sasl_mechanism => "SCRAM-SHA-256"
ss1l_endpoint_identification_algorithm => ""
sasl_jaas_config => "org.apache.kafka.common.security.scram.ScramLoginModule required username="
ssl_truststore_location => "/etc/logstash/ssl/kafka.client.truststore.jks"
}
3

- " password='<your password>';"

i. Z7A1ILOEAIEI aviIic. T—O9AR=ZAIDETS514IJF— (Microsoft
Sentinel5 dE—L7=HD) ZAHNLFET,
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output {
if [event_type] == "indicatorSummary™ {
microsoft-logstash-output-azure-loganalytics {
workspace_id => "<your Azure Log analytics Workspace ID>"
workspace key => "<your Shared Key>"
custom_log_table name => "CitrixAnalytics_indicatorSummary"
time_generated field => "timestamp”

} else if [event_type] == "indicatorEventDetails" {
microsoft-logstash-output-azure-loganalytics {
workspace_id => “<your Azure Log analytics Workspace ID>"
workspace key => "<your Shared Key>"
custom log table name => "CitrixAnalytics indicatorEventDetails
time_generated field => "timestamp”

¥
lelse if [event_type] == "riskScoreChange" {
microsoft-logstash-output-azure-loganalytics {
workspace id => “<your Azure Log analytics Workspace ID>"
workspace_key => "<your Shared Key>"
custom_log table name => "CitrixAnalytics_riskScoreChange"
time_generated field => "timestamp"

} else if [event type] =~ "userProfile.+" {
microsoft-logstash-output-azure-loganalytics {
workspace _id => “<your Azure Log analytics Workspace ID>"
workspace_key => "<your Shared Key>"
custom_log table name => "CitrixaAnalytics_userProfile”
time generated field =»> "timestamp"

¥
} else {

microsoft-logstash-output-azure-loganalytics {
workspace_id => “<your Azure Log analytics Workspace ID>"
workspace key => "<your Shared Key>"
custom_log table name => "CitrixaAnalytics misc"
time_generated field => "timestamp”

iv. SLIE I N 7T — X %Z Citrix Analytics for Securityh* 5 Microsoft SentinellZXE T B 1C 1.
Logstash’R R b >z BESL 7,

g. Microsoft Sentinel WorkspacelZ#&) L. Citrix Analytics workbook T7—&2%Z KRR~ L £ 7,

T—REXRETVETIFTICTS

Citrix Analytics for Securityh#&R% 7 7 1 )L Z Z{& 9 % . Microsoft SentinelD 7 — R XD A > IC
ARSI

Citrix Analytics for Securitym 5 D7 — REREXZFLET BICIE -

1. BE>T—RIIVAR—FIBHLET,

2. NINWNREDEFTICLT. T—HEmEZEMCLET, T 74N TR T—REXIFZEIC
ﬁ&b‘:@otb\iﬁo
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“ Data Export @ D) Enabled (data transmission is turned on)
| Aocount set up L] ‘
SIEM Enviranmant &

Step 3-Cheose ane SIEM environmant

dh  Configure cne SEM sorvice 32 time. If vou cordigure multinle SIEM serdoes simultaneously, you might face configuration issuos.

Azure Sentinel (Preview] Elastic Search Others

Step 4-Prepare far Azure Sentinel integration
1. Fram Citris Anatytics, deanlond the Logstash contiguration fila s Aafka.cliend. fruatanera jha fila.
2. Go to paur A purtal umil srsbie Ao Sectinl
3. On the Data conneciors page in Anure Sentingel, seanch for the Citrix Amalytics (Security) cannector and select Open connector page.
4. Copy the Warkspass [0 mvd Primery Ky aed snter Gres valuss in the coraspond ing felis in e downkosded Lostesh condigarstian fils

o, Cownlged Lpgtach Corip File

by Prikn K5 Filu

Step %-Contigure Logstash

1 Inetall Logetass and &2 Santin
2. In the Logs
B 18 s bt it i Liws e ¢

Sl Tegtahianfiy! Sy,

al e1ApUT lui-in far Loggtash Tor Legitsah o a Limixor 8 Wistknws hiosl mashies,

add your password and truststore lecation in the mgut soction
inetall Lagetash, plass th vl russtsparn jha Bl i thi dabeslagstnshtsslidiractony and place tha Logstash safiauratian fli i th

A. 1f you huwow usee o Windows ozt maching 1o retsll Logstash. place the kafka fiim aand b L iguration filein the Coliogetash-Towxloonfig folder.
5. Ressan Lagsiash to send ihe procsased data fram Citdx Snaaics i Azure Sentine

Step G-View Citrix Analytics Workbook in Azure Sentinel Workspace

Sxarch for Citnx and select View smied workbook

For detailed instruztions, see the Azure Sentinel integration documertation.

BRDI-ODEE T VY RIUDBRRREINET, T—REEEATICTEHRE>E2T7) v oL
T X774 T2 BLELE T,

A\ Are you sure you want to turn off data transmission
for SIEM?

This action stops Citrix Analytics from sending any new data events to
SIEM. All your settings and configurations will be retained.

( Turn off data transmission )

T—REXEBEBMICTBICIE. MTIILREZVZFUICLET,

«

Microsoft Sentinelfi & DFEMICDOWVWTIE. UTDU > oE2BBLTLIETL,
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c DhIYIRTFITA VR ERA7AVT M EVFRIL ORE

« Citrix Analytics for Security & Microsoft Sentinel CEE/\> T+« > I %@t d 3

Microsoft Sentinel fl Citrix Analytics 77— 7w ¥
y:3
COMEEIETLE 2 —BRT T,

Z DEEETIE. Microsoft Sentinel 77— AR—XXTHIFETE 3 Citrix Analytics 7—2 7w ¥
ICDWTERBAL £ 95

AR

Citrix Analytics 7—2 7w 7 %R %IZI&. Microsoft Sentinel & Citrix Analytics for Security %
MREBATHDIEEZRERL TV, EICDOVWTIE.  Microsoft Sentinel DS 1 B
LTLIEE W,

Citrix Analytics ¥ X> F DR

Citrix Analytics for Security™ % Microsoft Sentinel £ #i&9 % &. Logstash %2 %X Citrix
Analytics for Security 5*5 Microsoft Sentinel 7—2 XAR—=UARY DTy azfmL &
9, Azure portal T. $&IZfEMA L 7= Microsoft Sentinel 7—2 XR—IX%FRET £95

Microsoft Sentinel ' Citrix Analytics for Security D5 AR FZRELTWVWD RT3 (C
& OY >AXEL0OY ZFERLF T,

Home > Microsoft Sentinel >

! (5] Microsoft Sentinel | Overview = -
Selected workspace: 'cas-sentinel-workspace’

O © s

! General
Incidents by status LEARN MORE

Documentation

wms 7 ==t F0 ﬁo

i Events Rlarts Incidents 1 New (0) 1 Active (0) 1§ Closed (True Positive) (0) Closed (False Positive) (0)
& News B guides Events and alerts over time

Events Alerts inci
Threat management Recent incidents

& Incidents

@ Workbooks

© Hunting No data was found

@ Notebooks

& Threat intelligence
Data source anomalies
Content management

B3 Content hub (Preview)

& Repositories (Preview)
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HARB2 LAY 2> 3> Tld. Citrix Analytics for Security h'5=E LA R M EREFET D70
ICEEMNICER SNIEO T—TIILE2RRTEE T, cnsoOd7—7 )L, Citrix Analytics
D=0y oDAyTaR—ROY—R LTHEELET,

p: 3
Citrix Analytics for Security h*53X1E TN 7= X > kA Microsoft Sentinel 7 —2 XR—2X

RNEINBZ I TICHEBDIDBHZEDHD T, TDDH. ARV +FOOATT—TILOIERK
ICEENE C B AREMED D D F 75

Tables Queries Functions Filter <«
L Search
% Filter | |= Group by: Solution -~
= Collapse all
Favorites

You can add favaorites by clicking on the ¥ icon
* LogManagement
4 Custom Logs

i CitrixAnalytics_indicatorEventDetails_CL

= CitrixAnalytics_indicatorSummary_CL

5 CitrixAnalytics_riskScoreC hange_CL

B CitrixAnalytics_userProfile_CL

Citrix Analytics 7—2 7w I ODFRR
O T7—7IDEBICERINS. ROBREZITVET,

1. Workbooks % 1R L. Citrix Analytics Z#Z L £, Citrix Analytics Z:#RL £ 7,
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A Microsoft Sentinel | Workbooks

Selected workspace: "cas-sentinel-workspace'

Ip Search (Cmd+/) l « O Refresh —+ Add workbook

General

ry— a4 16 A1
Saved workbooks Templates Updates

i Logs

& News & guides My workbooks ~ Templates

Threat management |p Ci'wzi)d >

& Incidents -

@ Workbooks

© Hunting - Citrix Analytics

CITRIX SYSTEMS INC.

& Notebooks

# Entity behavior e Citrix WAF (Web App Firewall)
CITRIX SYSTEMS INC.
& Threat intelligence

Content management

£3 Content hub (Preview)

2. Citrix Analytics 7—2 7w 2 ZF<ICI&. View Template Z: &R L 75

| Microsoft Sentinel | Workbooks - X

Selected workspace: ‘cas-sentinel-workspace”

O Search (Cmd+/) « () Refresh =+ Add workbook

R P in the choud, or in hybrid architectures. The Citrix Analytics Workbook

General CITRIX SYSTEMS INC. further enhances the value of both your Citrix Analytics for Security
and Azure Sentinel. The Workbook enables you to integrate dats

Q Overview ing you gain even richer insights. It also gives

C) teams the ability to correlate data from
# Logs oactively remediate

valuable dashboards that were
Security can now be implemented ir
custom Workbooks that e not
nd the value of both investments

& News & guides

Threat management previously availabie, helping

S Incidents
Required data types: (0

@l Workbooks @ CitrinAnalytics_userProfile CL
© Hunting @ CitriAnalytics riskScoreChange_CL
@ CirixAnahytics_indicatorSummary_CL
B Notebooks @ CitrixAnalytics_indicatorEventDetails CL
# Entity behavior =
Relevant data connectors: ()
&) Threat intelligence Citrix
Content management

£ Content hub (Preview)
@ Repositories (Preview)
® Community
Configuration

B Data connectors

& Analytics

B wai ﬁ f--. '

Citrix Analytics 7—2 7w I Tld. ROA Y 2 R—RTA—HF—ARY FERRTEET,

o A=Y= I XAT7OBE: BBADV RV DH 21— —DEE 2 —ZRMHLE T
s A—H—0DFl: 1 —CEDIRIDHZTHOFMZRMEL XI5

s A—H—O7 7ML A—H—ICEAEMITONTEARY XM I ZRBLEFT,

o B{E1 R b: Citrix Analytics for Security "SZELTcA R F R L E TS

s VROAVOT—a2—0F#: 11— —ICE>ThUA—CNTHEARABE LV HIZLDY
RIATTr—2—ICB7 35z RMHLE T,
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e VROUAVI—2—DOFE: 1——IC&>ThIA—SNVRIA 2 DTr—2—DfKa
Ea—ZRMLET,

Citrix Analytics »

cas-sentinel-workspace
o ® Auto refresh: Off

Citrix Analytics workbook

User Risk Scores Overview User Details User Profile Received Events Risk Indicator Details Risk Indicator Overview

A—HF—UH A7 DBE

DRy aR—RiE BEBROVRIDHZ1—F—DHREE 21— =RFELF T, 21— —
& B AL BOURILRILTHEINE T, URILRNLIGE I—HF—TFIT74ET1DEE
ICEDVWTHED, ZNUCIGLTURIZZROAT7HEDHETENEF T, URIDHZ1——DREEIC
I 35FMICOVWTIE. I—H—4H vy aR—K Z8RLTZEL,

HBRADI XTI DHBI—F—2RRI37HIC. HEZERLE T,

Citrix Analytics workbook

User Risk Scores Overview  User Details ~ User Profile ~ Received Events  Risk Indicator Details Risk Indicator Overview

Select Time Range: Last 30 days \/

High Risk Users Medium Risk Users Low Risk Users

34 1 4,989

Users Risk Profile (over time)

x
W medium
®
o . . —_—
07 2o ous 2o ots 120M oato 126m oan 2oM o1z 2o oat13 2o

G —)

Risky Users

entity_id_s N count ™. Compromised endpoints™.  Compromised users™y Data exfiltration ™y Insider threats™y

1 1 1 0 0

21— — D
DAy aR—RIiE, A——ICBEEMITSNFEVRIRATE)RIA 0I5 —2—%=12#
LF¥d,

A—H—Z2HRRL. BBICBRZHICOTRARMEDHZBRETI/T1ETZ2RTLET. BE
ZERTDIOHIC. VRAIDEKREICEODWTA—H—TAHUY MR L TEYIREBEEZH#EL D
CENTEET,
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Citrix Analytics workbook

User Risk Scores Overview  User Details ~ User Profile  Received Events  Risk Indicator Details  Risk Indicator Overview

Select Time Rarge Last 30 days (GO [ ]

Current Risk Score

73

Risk Indicator (ratio) Risk Indicator (Geo Distribution)

dA—Y—-O771)L
DAy aR—RE BRLUEEHBICEIT22——ICBEEMITONTAREX NI IO
HHERELE T, CNSDXA NI IRIE. ROKSBA—HF—T 0T ET1 ICEAT 2 RAR%TIE
HL 9,

e I—H—AMEA L LMD T T r— 3>

. I—H—AMEMA LT L1007 /N1 R

e A—H—HOs 7> L= LAI10D5%FR

LR—bEEFERLT. KOZEWTETZET,

s A—HY—DFERBERZRET S
e VY —=ZANDTIERIERATNTWVWBIEENT NI XZRRET S
« A=Y= 5DBENBERET I AN BVHNHEET S
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Citrix Analytics workbook

ser Profile  Received Events  Risk Indicator Details  Risk Indicator Overview

‘op 10 User Applications Top 10 User Devices Top 10 User Locations
Gwomesect | edekee
I 2. 35 255« @ The query returned no results.
|
‘ I 968 I 147«
& - A e .
300 I M4«
4.1 [ 281.8« |50
Seetoce PRI Oher
I 181 65
n SN-G960F (ndroi)
I 120 I 33
llab sage Detail
Files Uploaded Files Downloaded Files Shared Files Deleted
158,913 328,810 24,331 16,152
Data Downloaded (in GB) Data Uploaded (in GB)
108,568.95 799.338
— RN h
1 = - ¢f
g =] L/ 7;_ N

BER L 7-HBRIIC DLV T Citrix Analytics for Security WS5RELT-ARY FOBBER I TEE
'3_0 %T%L/TC’(’\‘\/ I\@ég-l-‘t:ti\ 3?@%@7’3‘@&“353_0

c VUROA VDT —E—DOBE: A—F—DU XTI -2 —DOBBICEEMTFOSNTcAN
VhERLET, TESFRVRIA DT —2—DBBARY MIOVWTE. TURT1Y
V=8 —% =7 2BRLTILEIV

e VRIVAUDT =B —ARY bOFEH: I—F—DURIA 22— —DFICEEMITS
NIcARYFZERLET, TEIFRIVRIA VDT —2—DFBARY MIDOWTE. T
AT9A VDT =8 —XF =3 2BRBLTIEIV

e A—H—O7F7AIDIYRIRAT: A—H—D U RV AAT7ICEAEMITONI AR b
~LEJ, EFHICOVWTIE. TO—HY—&A v aR—FK] #8BLTLETL

e YZUZXATDEE: A—H—DRVAAT7OEEICEEMITONTzARY NERLET,
FMICOVWTIE. TA—H—4AvaR—F] Z8BLTLIEETL

s A=Y —-TOT7 7 AILDGF: A—F—H0O7F > LIBARICEERMIFSNIcA RN hzRL
F9o

e A—H—OT77AIINT TV A—HF—DMERTZT7 TV r—a VICEEFITSNTARY
FZERLET,

« A—H-TO7 7 AIIOFERRR: - —DT —2EARRICEEMTOSNANY bR
L&Y,

e A—H—OT77AILTNA R A—HF—HMERT 237 /N1 XIEE[RITOSNTARY 2R
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Ay aR—R%ZEEHNICHESR T2 Z T 1> hH Microsoft Sentinel 77— AR — X |ZEt]
ICHANTWBEERRTEET, RELEARY FOBEHICFA—ENHSIHFSE. Citrix Analytics
for Security L DIFEDEEZ R L TVWBEEEMNH D £, MEDT /N IICRERFIEZET
TEEY,

Citrix Analytics workbook

User Risk Scores Overview  User Details ~ User Profile  Received Events  Risk Indicator Details  Risk Indicator Overview

Select Time Range: Last 30 days V'

# Received Events # Risk Indicator Summary Received # Risk Indicator Event Details Received # Risk Score Changes Received
87,51 473 10,603 229

# User Profile Risk Score Received # User Profile Location Received # User Profile App Received # User Profile Usage Received # User Profile Device Received
5,469 0 4,513 5,928 22,193

Citrix Analytics Events Received (over time)

)ROA Tr—2—DEF

DAYy arR—RIZIE. A—F—IC&2>2>TRIVA—NEI)RIOA T —2—DFALRT

SHET

1D EDHFTUERBIRLT. URIA VI —2—DEMERRTE £,

. BERIESE: HARIRIC R U A — ST RO A VU — A — DR E R T B ICId. BEEEE
SBIRL £,

s IVTATAZAT BAETBZIVRIA DT —2—DFMERTT BICIF. I—F—Z:&R
L&,

c VRIADDT =B =B AT ARABITNENDAZ LDV RTA 2 TDTr—2—DW\WInhe
BEIRL T 2OFHZRTLET,

« T—RY—RBEETEIVRIA DT —R—2RRIBICIF. T—FY—-R=ZERLEXT,

s VROAVOy—R—A73V. BETBVRIAVITr—2—2RRIBICE VRIAT
dUZZERLET,

e UROAUDT == ZBRITURIA D —2—%&R L. TOFHZRTLET,
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Citrix Analytics workbook

User Risk Scores Overview ~ User Details ~ User Profile  Received Events  Risk Indicator Details  Risk Indicator Overview

Select Time Range: Last 30 days ™ Select Entity Type:user ~  Select Risk Indicator Type: builtin ~  Select Data Source: Citrix Content Collaboration ™ Select Risk Indicator Cat...: Compromised users ~  Select Risk Indicator: Unusual authentication failure

Risk Indicator (History)

TimeGenerated 7y data source s 7y indicator categorys 1y indicator_name.s 1y entity ids Ty entitytypes 1y severitys Ty risk probabilitys 7y indicator uuid g

10/12/2021, 6:29:59 AM Citrix Content Collaboration Compromised users Unusual authentication failure rttools.clm user medium 0.1e1 6aa03e6d-f4e7-509¢-9¢
10/8/2021, 4:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure . user medium 0.1e1 79a2df5-eb08-53b0-9¢
10/8/2021, 5:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure 743e3e41317a2e119725bad1d68b746e3e7d6739b14285. user. medium 0.1e1 06966515-808f-5323-9
10/8/2021, 5:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure ba148f2e2fd4d41f15b7bb7874c121d847551752b728da5. user. medium 0.1e1 bd2b5ddf-6841-5371-k
10/9/2021, 8:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure aaf1. 12e... user medium 0.1e1 2b3d5159-dd41-50a2-¢
10/9/2021, 8:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure 82fbad64df7063ebbfbc771d7277a5a5022a0c770968d053...  user medium 0.1e1 b9538892-2396-53fd-8
10/10/2021, 6:29:59 AM Citrix Content Collaboration Compromised users Unusual authentication failure user medium 0.1e1 Ofbece59-a155-5adc-9f
10/10/2021, 6:29:59 AM Citrix Content Collaboration Compromised users Unusual authentication failure 538e610d1215e8791334016c90502d59cb6ac8d 17a8a0. user medium 0.1e1 07e2cc74-74e4-5cee-b.
10/7/2021, 11:29:59 AM Citrix Content Collaboration Compromised users Unusual authentication failure d3498« 1 .. user medium 0.1e1 2b51172f-0be9-5a0a-9-
10/7/2021, 12:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure 29263766ecabe6ad4b6477ed3d8a257f0b260bf771949a68... user medium 0.1e1 29779446-46b1-5258-2
10/7/2021, 12:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure 18.. user medium 0.1e1 251ffa14-3a6f-5b58-8a

DROA2Tr—2—DEE
CORYyTaR—RiE A= —ICE>TRIA—ENLEIRTDOIRIA VO —2—DfE
Ea—ZRHELET,
1D2UEDATIVZFRLT VRIA VDT —R—%ERRTEET,
- KFEEEE: €DMERICKVA—SNIVRIA 2D Tr—2—%2RTT I3 HAEZERL
9o

e VRIVAVDT =B =B AT BETBZIVRIAITr—2—%KRTTBICIF. #HAHAAHXTC
BHARZLDOWTNDZERL T T,

c IVTATARA T EBETBZIVRIA VDT —2—%2RRTBICIE. I—HF—ZFRLZE
ER

Citrix Analytics workbook

User Risk Scores Overview ~ User Details ~ User Profile  Received Events  Risk Indicator Details  Risk Indicator Overview

Select Time Range: Last 30 days ~  Select Risk Indicator Type: builtin *  Select Entity Type: user
Risk Indicators Received Top 10 Risk Indicators
7 B Unusual authenticati. 400 M Excessive downloads
B Excessive file downlo. B Unusual authenticat
W Unmanaged Device M Unmanaged Device .
s
I Excessive file uploads W xcessive file downlo.
B
W Access from an unus. M Excessive file uploads
. B Clent -Firstlime-S°
M City IS NOT EMPTY
20 I Access from an unus
4
3 100
2
o — — — —_— P
&
e
1 o
12om octs 2o oag i2eM oat0 oM oan 2oM oat12 -

Citrix Analytics Risk Indicator by Geo Location

@ The query retumed no results,
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Logstash Z41 L 7= Sentinel Ii{GD b 5 TIV>a—F1 27
HAAR
CDEEETIL. Logstash %A L T Microsoft Sentinel & Citrix Analytics Z a9 3RICHKET

ZAREMDHZMEZBRRTZHDOEY F—EBRTLF T, FMICDOVLWTIE. Kafka 7z
Logstash R—ZXDF—4 Ax VX2 %ZEA LK SIEM G Z8RLTZT L,

Logstash H—/\—0O 7 DR

—ZXFINT1 Y RIICRREINS Logstash H—/N—OFJ M2 L T. T —4X D Sentinel 7—72
AR=ZADARZLATT—=TIUCELLKBDRAENTUVWEHESDZIRITE X T,

1. OJ OFMZRTTBICIE. BE> T —FITIRAR—F>BE4E7 >SIEMBREZER L.
Logstash B 7 7 A I Z2 R 7> O— R 2HENH D 9, Azure Sentinel (FLE2—) D
TT. Logstash R 7 7 IILDAU>O—R=Z0 v oILET,

2. 7 7 )L ZER LT Logstash —/N\—Z% L& 9 % & Microsoft Azure H'7R X k93 Log
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BEX Administrator: Command Prompt - [m] x

sh-output-azure

CNERT BICIE. JAVA_ HOME Z /N> RILENT IDK IZEREL £ 95
1. Windows IRIEZHIREFL XY
2. “JAVA_HOME” E WS EBITH LW AT LERZER L FT

3. N> RILEN-Logstash IDKAD/NRAZEN L £ (< path_to_logstash >/logstash-X.X.X/jdk)
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\dministrator: cmd.exe - logstash-plugin install microsoft-logstash-cutput-azure-leganalytics

Microsoft Windows [Version 10.8.19844,2251]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32Z>cd \logstash-7.16.2\bin

C:\logstash-7.16.2\bin>logstash-plugin install microsoft-logstash-output-azure-loganalytics

Using JAVA_HOME defined java: C:\logstash-7.16.2\jdk

WARNING: Using JAVA_HOME while Logstash distribution comes with a bundled JDK.

DEPRECATION: The use of JAVA HOME is now deprecated and will be removed starting from 8.8. Please configure LS JAVA HOME
instead.

Validating microsoft-logstash-output-azure-loganalytics

Resolving mixin dependencies

Installing microsoft-logstash-output-azure-loganalytics

1521

AR o, B

LS JAVA_HOMEZ%fEA 9 %355 (JAVA_HOMEISIEHMRD/=8) . AT LPATHERIC/N VR
ILENTZIDKDIBFADHIEE T ZHRENDHD. TD/NRIFjdk\binT #IL X —%IELTVLWIHRELDH
D£Y (LS _JAVA HOMEZH C IFBHEDXT) o

dministrater: cmd.exe - logstash-plugin install microsoft-logstash-output-azure-loganaly

M ! ersion 18.0.19844.2251]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>cd \logstash-7.16.2\bin

C:\logstash-7.16.2\bin>logstash-plugin install microsoft-logstash-output-azure-loganalytics

Using JAVA_HOME defined java: C:\logstash-7.16.2\jdk

WARNING: Using JAVA_HOME while Logstash distribution comes with a bundled JDK.

DEPRECATION: The use of JAVA_HOME is now deprecated and will be removed starting from 8.0. Please configure LS_JAVA HOME
instead.

Validating microsoft-logstash-output-azure-loganalytics

Resolving mixin dependencies

Installing microsoft-logstash-output-azure-loganalytics

1521 E
19/12/2022 2

LS JAVA HOME%EH Y %355 (JAVA_HOMEIIIEHMRED /=) . O X T LPATHEEIZ/N VR
ILENTZIDKDIBAADIEE T ZHEHLHD. TD/NRIFjdk\binT # ILX =% L TVWIHREHLH
D%d (LS JAVA HOMEZH  IFBHRD ZET) ,
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Bl Administrator: Command Prompt - C:\logstash-7.16.2\bin\logstash.bat -f C:\logstash-7.16.2\confighCAS_AzureSentinel_LogStash_Config.conf - 0 x

Microsoft Sentinel 7—2 7w U % W8T 3

Citrix Analyticsh 53X E I N7 T —X D\ Log Analytics T — I AR—IARDEYRAXZ LAY
T—TILNCEBICAAIN=DE S D 2SR T 5121E (Microsoft Sentinel & Citrix AnalyticsD#iE &
DEMIC DL TIE. Microsoft Sentinel integrationZ 2B L T 72 & W)

1. Azure portal > Microsoft Sentinel > B)AT— I AR—AZEFBR > T—RX AR I Z > [CEE
L. Citrix Security AnalyticsZZRLTo U v oL 9,

2. J:%B@/\\—_C“;‘%IiZ?—QZ%EEEE l/ i-a_o

3. 7—UT7vIDTTIE. BB T IILEZ—%2FERALTT—X2EZIH5ICRUIILAD>L. UR
DAV T—R—BRZEIETET X9, BHRZEIF I BICId. Azure portal > Microsoft
Sentinel > F—4A %44 > CITRIX SECURITY ANALYTICS > 7—9 Jw oL £ 7,
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1. Azure portal > Log Analytics7—2I ZR—X (IBHL. ELVWT—IXR—IAZKERL F
T

2. EAIONRILT, OF #&ERL. T—TIL 2 TOTFICH D HREZLOAT DT —TIL 2R
LE¥d,

3. ARZLOATRMT—TINZERL. TTs X —TERAZ2 ) v LFTJ, (LogAnalytics
T—PZAR—XATOKQLY T VICEAT B HAA > RIZDWVWTIE. Log AnalyticsFa2— k1 7L
ZBRLTIETL),

4. RiT =20V vILET,

Horme © Log ke

Log Analytics work... r-] cas-sentinel-workspace | Logs *
[T — Lag Ansytics werkaguace
- Create T Open recyde bin i Seanch & New Query 1* + 7 Fesmack 0T Ouedes | 0 [
TRl | ™ Own v P corsertingbworty,,  Sclect scope EEE voeoeoe Last7days | sawe 2 hars | Nowssrtrue  — Bxport
Wama B Aanitylog Tbes  Ouerlos  Functions i€ L “;';“"‘"-““ R -~
PR— e comteod (WM -
P s or Grow by: Sal
[
& Cerlapn o
2 Favorite: *
r ] d ‘“" Results  Cha
Caunt
£ + LogManagement o -
P o + Miarosoft Sentinal * m §
= o -t .
- o ustom Legs EE Citrix Analytics_indicator EventDetsils C1
] » @
] v e Use In exbtor
L =
# B Soq prewles Gata
t
-4
& o
E Legacy soivity kg conrecior
I Legaty stoage sccount foge
M Legacy computer groups
Page | 1 23 3381 ol

229


https://learn.microsoft.com/ja-jp/azure/azure-monitor/logs/log-analytics-tutorial

ISRTq v oY —FEHE
p=

Elasticsearchi®Z#. ElasticsearchANDT—XRIT I XR— b, £lEFT4—RKNvIIZDWT
lZ. mailto:CAS-PM-Ext@cloud.comE THERBIWVEHELLCIET L,

LogstashT >< > %R L T. Citrix Analytics for Security’ Elasticsearch & @ S £ 9%
CDEHEICEL D, Citrix ITIRIED S 1 —H—F — X ZElasticsearchiC T2 7R — b L TEE
7. BEBOEF a2V T EHICETEIEDFNVERZFZICNTET XY, £k,
Elasticsearchz 85t H—E X%, Kibana*LogRhythm®D & 5 RSIEME fEAEHHE TER
THREHTEET,

EHEOHRE. SIEMICEEEINBZNIBEAT —XDBEICOVWTHFLLIE. EFa) 70 BRE
FUARY FNEEOEEZSRLTIRLTEL,

iR M
e DB LDBIDDT—RY —XTT—RUWBZAFVICLET, THUIZEKD. Citrix Analytics for
Security™h'Elasticsearchi&# 7Ot X = IR 2 DICRILBE £ 9

« MFOIVRRAV DRy bT—TDFFAIVZAMIZGENTUVS C EZRERLTIIZE L,

IVRERA> KED—>3> BupES) — 3> T TR FEER) —
=
KafkaZ7 O—H— casnb-0.citrix. casnb- casnb-
com: 9094 eu-0.citrix.com: aps-0.citrix.com
9094 19094
casnb-1.citrix. casnb- casnb-

com: 9094 eu-1l.citrix.com: aps-1.citrix.com
9094 19094
casnb-2.citrix. casnb- casnb-

com:9094

casnb-3.citrix.

com:9094
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Elasticsearch £ (89 3
1. ME>T—RIVAR—F ICBHLE T,

2. THOVFRE €U2a> T A—H—RENRT-REEELTTV AV FZER L E T
CDTHIY I RMEICBBEBRRET 71 ILOERICERINE T,

Account set up []

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration file required fior SIEM integration.

USER NAME PASSWORD * COMFIRM PASSWORD *

3. NAT—RHBUTOEREZFH L TWES L ZREBLTIEEL,

Password must :

Be 6 to 32 characters long.

Contain at least one upper case and one
lower case letter.

Contain at l2ast one number.

Contain at least one of these allowed
special characters _@#5%a&".

Mot contain spaces.

4. BE #U w2 LT, Logstash SRE T 71 ILZERL £ 3

Step 2-Get configuration details

After you click Configure, Citrix Analytics prepares a configuration file. Download the configuration file and specify the required details during configuration on SIEM.

Configure

5. SIEMEEt Y > 3 > h SElastic SearchZ 7 #:&R L. 771/l 2Xo>O0—RLET,

« Logstashi&E 7 71 JL: LogstashT—RNET > > % EH L T, Citrix Analytics for
Securityh' S Elasticsearchi A XY b ZXET B OHDHRET —F (ASI. T ILEZ— H
htooay) EaFEFNTUVET, LogstashiRE 7 7 1 ILDEIEIC DLW T, Logstash R
FaXhEBRLTLEEL,

e JKST7 71 IJL: SSLEFICHEBRIIBBENSENTULE T,

&

INS5DT 7 IILCIIEEBHRIEEINTVE T, TEBHAICKREL TILE L,
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https://www.elastic.co/guide/en/logstash/current/configuration-file-structure.html
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SIEM Environment

Step 3-Choose one SIEM environment

A Configure one SIEM service at a time. If you configure multiple SIEM services simul Ly, you might face
Splunk | ‘ Azure Sentinel (Preview) Elastic Search
Step 4-Prepare for Elasticsearch integration
From Citrix Analytics. download the Logstash file and kafka.client. jks file.

o+, Download Logstash Config File

ok, Download JKS File

6. Logstashz &R L 9,

.

a. LinuxX7zi3windowsKE X b <Y< ViCLogstashz 1 > XA —JLL Y, BIfFDLogstash- >

ARV RAZERTHLHBTEET,

b. Logstashz 1 > A r—J)LLIERRA IS VT BESNIETA LI FUICLTOT7 71

ZBEL ¥,

RIS VOESE T71ILE

Fv IR CAS_Elasticsearch_LogSt
ash_Config.config
kafka.client.truststore.jks

Ja4>RIX CAS_Elasticsearch_LogSt

ash_Config.config

kafka.client.truststore.jks
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Debian & U RPM /X
T DEE: Jete/
logstash/conf.d/

Zip BKU targz 7—HA
AN =¥
{extract.path}/config

Debian & & U RPM /X
T DB /etc/
logstash/ssl/

Zip B&K U targz 7—HA
PAOL =
{extract.path}/ssl

©s
\logstash-7.xx.x\confi
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https://www.elastic.co/guide/en/logstash/current/installing-logstash.html
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Logstash ¥ Y X =L\ T =2 DT 74N DT+ LU FUBEIZDWVWTIE. Logstash
REaXDhZBRLTIIZEL,

c. Logstash BRE7 71 I ZRE. RDBRIEZITVE T,
. Z71ILDASTEI> VI, ROBHR=EASTLFT,

e NAT—R:RET 71 L% % $ 3 7=IC Citrix Analytics for Security TIERE L 7=
FHOYEDINRT— K,

« SSL FSRX MR NP DIBFR: SSL U 54 7> MERE DB, k. mA LT
> £ kafka.client.truststore.jks 7 7 1 JLDIFFAT I,

input {
kafka {
bootstrap_servers => " - - - - . - - * -
topics => [ - - ]
group_id => -
session_timeout_ms => 60000
auto_offset_reset => "earliest"
security_protocol => "SASL_SSL"
sasl_mechanism => "SCRAM-SHA-256"
ss1_endpoint_identification_algorithm => ""
sasl_jaas_config => "org.apache.kafka.common.security.scram.ScramLoginModule required username='/" . . ' password='<your password>';"
ssl_truststore_location => "/etc/logstash/ssl/kafka.client.truststore.jks"

)

i. 7Z71ILOBIEIS 3T KRR MY Y FT-IZElasticsearchPETEINTWDE I S
ZAZA—DT7 RLRAZANDLET,

J

}
output {

elasticsearch {
hosts => ["<your logstash host : port>"]
index => "citrixanalytics-%{+YYYY.MM.dd}"
¥
}

d. Citrix Analytics for Security/h* 5 8LIEE A7 — X Z ElasticsearchlZXE T B I1CId. KA Y
SrEBEEELE T,

RENTTT L5, Citrix AnalyticsdD 7 — A h'Elasticsearch TR R TCEF 2 Z & 2R L £ 9,

Ka

T—REXDF /A T%2YIDERSB

Citrix Analytics for Securityh5&E 7 7 1 )L Z #{&H 9 % . Elasticsearch\D T — FELX DG RIC A
D%,

Citrix Analytics for Securitym 5 D7 — REREXZFLET B ICIE -

1. BE>T—RIVAR—FIBHLET,

2. FoREREBNCTBICE. MILREVELTICLET, FIAL TR, F—RERR
BICAMICHE>TWVWET,
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“ Data Export @ D) Enabled (data transmission is turned on)
| Aocount set up L] ‘
SIEM Enviranmant &

Step 3-Cheose ane SIEM environmant

dh  Configure cne SEM sorvice 32 time. If vou cordigure multinle SIEM serdoes simultaneously, you might face configuration issuos.

Azure Sentinel (Preview] Elastic Search Others

Step 4 - Pregare for Azune Sentinel integration

1. Fram Gitris Anatylics, cenlond ihe Logstash configuriian Tils acel Safka.clisnt. tataters ks Tila.

2. G towarar A portal and srsbis Ao Secina

3. On te Data conneciors page in Azure Sertingl, seanch for the Gliri Analytles (Sacurity) connecter and select Open connestor page.

4, Cupy the Worspuss [0 snd Primeey Kuy aed e s wlues in the corrssponding fiulds in e downlosded Logstesh condigurstian fily

o, Cownlged Lpgtach Corip File

by Prikn K5 Filu

Step %-Contigure Logstash

1 Iotall Lagtae amd &2 Sansingt aput alug-in for Lagstash for Legitish o a Linis e s Widews hisl misine,

2. In the Logst:

. 18 s b o
e Mogatanhicaniig! draciony,

A. 1f you huwow usee o Windows ozt maching 1o retsll Logstash. place the kafka fiim aand b L iguration filein the Coliogetash-Towxloonfig folder.

5. Ressan Lagsiash to send ihe procsased data fram Citdx Snaaics i Azure Sentine

anfigaraticn flie, add your password and fruststore Location in the gt s2ction
i Lirw hisel iscivies b inetall Lagetash, ol th it prvsataborn jls s i the debeilagstashisslidiractory and place the Logstash sasfiguration fila i the

Step G-View Citrix Analytics Workbook in Azure Sentinel Workspace

Sxarch for Citnx and select View smied workbook

For detailed instruztions, see the Azure Sentinel integration documertation.

HERDICODEE T« Y RIBRTENE T, XTI T ET1 ZFLETBICIE. T—FE
REFITICTEIRE>ZIVVILET,

A\ Are you sure you want to turn off data transmission
for SIEM?

This action stops Citrix Analytics from sending any new data events to
SIEM. All your settings and configurations will be retained.

( Turn off data transmission )

T—REXEBEBMICTBICIE. MTIILREZVZFUICLET,

«
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Kafka¥ 7= ¥ LogstashR— XD F— X ARV 2 EFERL -
SIEMiR&

Citrix Analytics for Security™ SIEMIR&IC & D Citrix Analyticsh 5 SIEMERIRIC A —H — T —&% %
IVRR—MLTEEMTEZECHTE BBOEF2) T ABICET LD FRVERERFSC
ENTEFY,

MEDFR L. SIEMICEEETNET—RARNY +DEAT (VRIAVHA beT—2Y—RA
N2 B) OFHICOVTIE. EFa )T BREIVARY FEEOHREZEBRLTIIZE L,

Citrix Analytics for Securityld. RD2DD XN ZX L (SIEEMBKEINITRBEATHR— I TWLS)
ZNLTSIEMY U 2= 3 e ETEET,

1. KafkaI > FR-A > MEH THEHE

2. KafkaR—XDEL D AHIC & B LogstashT — 4 7 0O —H — R H TES

AUEESRAF

e DHCEBIDDT—RY —XTT—RUWBHAICLET, ZHUZKD. Citrix Analytics for
SecuritylFSIEMY — )L DREZFRIETET £ 75

e MDIYVRRAVEDRRY M IT—TDHFRVIMIEENTVWBRZEZERLTLIETLY,

IVRRAVE XRKEV—-C3Yy BupES) -3y T T RKFEREER) —
o3y
KafkaZ O—Hh— casnb-0.citrix. casnb- casnb-
com: 9094 eu-0.citrix.com: aps-0.citrix.com
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com:9094
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KafkaZ L TSIEMY—E X LT3

Kafkaldd —F>YV =XV I Tz T7THD. T—2DITILRA LA M) =V J|IERAINE
9, Kaftkax B T2 8. UT7INEALT—REDHLT. EOBRBA YA+ EFEZIEHT
TEY, FIS. TRBT—RZ/S5 KFRRELEBDKatkaz FHALTUVE T,

J —2 I\ > RKafkald. Citrix Analyticsh'KafkaL> KRR > &N L TSIEMER L ) 7ILEZA
LT—R2T4—RFZ2HETEBZLSICTEIAMLI FILL AV —TT, SIEMAKafkaL> RRA >
FzHR—ELTW3RHEIE. LogstashiiEET7 7ML TIREINTVWB /NI X—R L IKST 74
JLEFIIPEMT 7 1 LN DIERBE 5% 6/ L T. SIEMZ% Citrix Analytics for Security & $i & L £
ER

KafkaZ R L THE T BICIE. UTDNSA—EHRBRETT,

B e RET— 2

d—H—4% Kafkalc & > TIREINS 'sasl.username':
d—%—%. cas_siem_user_name, ,

W 5 L 7= LKafkatr —/N\—o "bootstrap.servers':
R Mo cas_siem_host, |,

cEwORIVZAT> D BT TV HCEIDEToNT 'client.id':
7241472 kDo cas_siem_topic, ,

JII—T74lD OAvya—<v—Ic&>THE "group.id':
INFXyE—DZFHmAD cas_siem_group_id, ,
1eDICRHELR T IV — T4

t¥alUF«7OK3)L TXalF«7ORILD% 'security.protocol':
fllo "SASL_SSL', |,

SASLAHA =X L X a7 REEIZRET B "sasl.mechanisms':
®HIC. BEEBSICFERIN "SCRAM-SHA-256", ,
BEREEX =X Lo

SSL+Z R MR ST DGFR SERE 7 7ML ZRETE S 'ssl.ca.location':

BFfo V247 MRS R ca_location
ANTDNZAT—RIFFT

>a>THH. BOXFICT
BEHEESINTVETD,
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RBit% A RET—56

vl ayRALTI L KafkaDfERRICT 1T > 'session.timeout.ms"':
FDEEERHT BTDICE 60000, ,
BEnsty>a>aA4L7

7 ko
EEIEAAANIEAVES FIEAA 7t v FHRVEE 'auto.offset.reset':
Iov fEYIN—FTa 3> 'earliest', |,

Mo T—R2%ZHETIEDE
EZEEL XY, latest.
earliest. none7s & DfE% 5%
ETEET,

R RERDDY > TILTY,

{'bootstrap.servers': cas_siem_host,

'client.id': cas_siem_topic,

'group.id': cas_siem_group_id,

'session.timeout.ms': 60000,

'auto.offset.reset': 'earliest',

'security.protocol': 'SASL_SSL',

'sasl.mechanisms': 'SCRAM-SHA-256',

'sasl.username': cas_siem_user_name,

'sasl.password': self.CLEAR_PASSWORD,

'ssl.ca.location': ca_location
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Account set up o

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration fila required for SIEM integration.

USER NAME PASSWORD * CONFIRM PASSWORD *

Reset Password

Step 2-Get configuration details

After you click Configure, Citrix Analytics prepares a configuration fila. Download the configuration file and specify the raquired details during configuration on SIEM.

ADRD/INT X —A2—|F. LogstashsRE 7 7ML THIETE X9, RET77MIILE24 U >vO—RY
BICIE. BE>T—RITIVRR—F >SIEMRE ICBEIL. EDOME T %ZEIRL T Logstasha®
EBI7IIDAOI>A—R%2 7))y LET,

SIEM Enwironment

Step 3-Choose one SIEM environment

A Configure one SIEM service at a time. If you configure multiple SIEM services simultanecusly, you might face configuration issues.

Splunk Azure Santinel (Praview) | l Elastic Search ‘

Step 4 - Prepare to integrate with other solutions that use the Logstash event pipeline

From Gitrix Analytics, download the Logstash configuration file and kafka,client, truststore.jks file,

ok Download Logstash Config File

o Ty KS Fi

&, Download PEM File

Step 5-Configure Logstash

. Install Logatash on a Linux or a Windows hoat machine or uze an axiating Logstash ingtance.

On the Logstash configuration file, add your password and truststore location in the input section, And ereate the output section in the file based on your reguirement.

If you have used a Linux host machine to install Logstash, place the kaffa.client. truststera jks file in the /ete/logstash/ssl/diractory and place the Logstash configuration file in the
fete/logstashicontigs directory,

If you have used a Windows host machine to install Logstash, place the kafka.client.truststore. Jks file and the Logstash configuration file in the C:\logstash-7xx.x\config folder.
Restart Logstash to send the processed data from Citrlx Analytics to your configured output plug-ins,

m =

For detailed instructions, see the integrate Citrix Analytics with ether solutions using the Logstash pipeline documentation..

REMDFMBICDOVTIE, BRZBRLTET L,

T—8270—

SRRl T — X2 MBS, Kafkath—/N—18]d 7' 00— 7 — (Citrix Analytics for Security”Z 27 K) &
KafkaZ 54 7> FDBTIThNE 9, IRNTOTA—H—/IANBI 517> FDBEEIE. BRHAE
SASL_SSLEFaUF« 7O ZFERAL. REAT7IERICIF0UMR— 22—y b LF
ER

Apache KafkalZld. SSLEEStZzER L THREFDT— X ZBs{t 5 7dnt*a )7V
K=V bDHDFET, BESHEMICHRD. SSLEFFAZENREINTWVWBRIEE. Ry T —2
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BHOT—R2XEIIESLIN. REINE T, RVNCREDII VDAD. SSLEHTEEIN
BNTy b EESILTZENERF>TVETD,

I
UTFD22D L ANILOFREENFIARIEET o

1. TLS/IZ 247> et —IN—F,

c USA TR —N—ITXBEINBTLSILIRD Y —/N\—ZFEE (\FEHE) .
o VSAT Y MR—=REBAEXIIWAMEREEIIHR— SN TUWEEA (197> MR
REEAAZENNERISE) o
2. TOPICSIZY RRA Y bADT IV RFIHD =D 1 ——R/INAT—R

c FEDISATY MR EDBEE N Y IDSDAFHTABRNDZELSICTS
o SASL/SCRAMIZ. BB EFERETZ/-HDIC. TLSESbr eblicaA——/I/INRT—
REBSEXA A XL LTERAINE T,

SSLIC &k B HEB{b £ SASLISSLE K U'SASLIPLAINTEXTIC & 2 EREE

T 7 # )L b TlE. Apache Kafkal&PLAINTEXTTEE L. IRTDT—RIFFEXTEEIN. IL—
A—DOWETNHIDT—E ATV ZHmAHED e TE XY, Apache KafkalZld. SSLEES1L

ZERALTEEFDT—2 % %ﬂ:a‘étﬂmu T4 AVR— Y FDHD £, BELEBMIC
L. SSLAFFAEZEEICHRET S LT T—RIFBSLIN. v T —URBHATERLIORED
NE9d, SSLEStZFERT . RPLREDI D VEITHEREINZINT Y b EES{LT 356
NERFLET,

WAHRASSLES{EAMER SN TWSced. A—H—R/INXT—FOT A1 VIINEEEICH L TR
2T

FSEEEF DA THD. T—2ETO—H—DT 1 R LTIRESILINTLWERVWEXTT,
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aGVsbgBgd29ybGO
HTTPS User gZWHE a3y » Website
Username: admin aGVsbgBgd29ybGO
Password: ****** gZWH
aGVsbg8gd29ybGO Username: admin
BZWH... Password: ******
S5L encryption

VAT MBRTIE. V54TV MM XA RNTIKST 7AILEPEMT7 71l (RS XX
R7IKST7AIUHDSEEEINIHD) MBETY, oD T 7o ILIE. DRIV =223y
MR & SIS, Citrix Analytics for Security GUINNS XD Y O— R TE X,

SIEM Environment []

Step 3-Choose one SIEM environment

A Configure one SIEM service at a time, If you configure multiple SIEM services simultaneously, you might face configuration issues,

Splunk Azure Sentinel (Preview) | | Elastic Search

Step 4 -Prepare to integrate with other solutions that use the Logstash event pipeline

From Citrix Analytics, download the Logstash configuration file and kafka.client.truststore jks fila.

& Download Logstash Config Fil

«*, Download JKS File

vz Download PER File

Step 5-Configure Logstash

1. Install Logstash ona Linux or & Windows host machine or use an existing Logstash instance,
2. On the Logstash configuration file, add your password and truststore location in the input section. And create the output section in the file based on your requirement.

3. If you have used a Linux host machine to install Logstash, place the kafka.client.truststore.jks file in the fetc/logstash/ssl/directory and place the Logstash configuration file in the
Jeteslogstash/configs directory.

4. If you have used a Windows host machine to install Logstash, place the kafka.client. truststore.jis file and the Logstash configuration file in the C:\legstash-Txx.x\config folder.
5. Restart Logstash to send the processed data from Citrix Analytics to your configured output plug-ins.

For detailed instructions, see the integrate Citrix Analytics with other solutions using the Logstash pipeline decumentation..

LogstashZ £F L 7=SIEM#i &

BFEUVDSIEMAKafkaL > RRA > b EHR— bk LTULWARWESIE. LogstashT—RIRET >
VEERATE £, Citrix Analytics for Securityh*5LogstashTHR— SN TWBHA TS5 1>
DVWTNINCT—ZARY R ERETETET,

LTFD+E o3> Tld. Logstash EH L TSIEM% Citrix Analytics for Security & $i 59 3 7=9IC
ROSVBELHZFIBICOWTHBELED,
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LogstashZ A L TSIEMT—EX BT S
1. BE>T—RIVAR—KMIBEHLET,

2. PAOYFRER—D T, A—HF—RBENRXT—FRZEELTTAU Y b 2ERLET, D
THOY ME REICHBERDIEBRI 7ML 2#EHT B OICERATNE T,

Account set up L]

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration file required for SIEM integration.

USER NAME PASSWORD * COMFIRM PASSWORD *

3. NAT—RHBUTOEREZFH L TWES L ZREBLTIEEL,

Password must :
« Be 6 to 32 characters long.

« Contain at least one upper case and one
lower case letter.

« Contain at least one number.

« Contain at least one of these allowed
special characters _@#5%a&".

= Mot contain spaces.

4. Configure% &R L T. Logstashi®E7 7 1 ILZEM L £ 95

Step 2-Get configuration details

After you click Configure, Citrix Analytics prepares a configuration file. Download the configuration file and specify the required details during configuration on SIEM.

5. Others® 7% #ERL T RET7MINLEXTo>O—RLEY,

» Logstashf&@E 7 71 JL: D7 71 JLICIE. LogstashT—RUNET > > % FHH L TCitrix
Analytics for Security 54 XY FZXKETBT2HDEHT—F (AS. TZ1IILE2— B
o2 aYy) FENTVET, Logstashi&E 7 7 1 ILDIEEIC DLW TIE. Logstash B
FaXbEBRLTIIEEL,

¢« IKSTF7AIL: CDOT 7 ILICIE. SSLERICHERIAENZTENTULE Y, Logstashz
ERALTSIEMZRME T %G, COT77MIHRETT,

s PEM77AI): CDO7T 71 ILICIE. SSLERICHERIAENSENTULE T, KafkaZzfE
FALTSIEMZ#HME T 3HE. COT71ILHBETT,

-
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INSDT 7 ILCIIKREBRIEEINTVE T, T2 TEFaT7RBAICKRELT
<IETLy,

Step 3-Choose one SIEM environment

N
/% Configure one SIEM service at a time. If you configure multiple SIEM services simultaneously, you might face configuration issues.

Splunk ‘ | Azure Sentinel (Preview) | | Elastic Search |

Step 4 -Prepare to integrate with other solutions that use the Logstash event pipeline

From Citrix Analytics, download the Logstash configuration file and kafka.client.truststore.jks file.

2 Download Logstash Config File

o Download JKS File

2 Download PEM File

6. Logstashz B9 %:

a. LinuxZF7zidwindows R X k¥ ilLogstashz 1 > X b—JLL £ (Citrix Analytics for
Security CDEEMEN T I M EINTN—2 3> (v7.17.78 K TUv8.5.3) o BifEDLogstash
TIVRR VA2 ERTZCHTETET,

b. Logstashz 4 VX R—=JLLTcARA RIS VT, BESNITA LI FUICLTO T 701

ZzEEL XTI,
RN VOEH 771I% T4 LI FJUNRZR
DFrv o CAS_Others_LogStash_C Debian® & U'RPM/\ v

onfig.config T DB /etc/
logstash/conf.d/

ZipB L Utargz7—H1
PAOL =
{extract.path}/config

kafka.client.truststore.jks Debiand &K T'RPM/\
T—IDIFE: /etc/
logstash/ssl/

Zipb LV targz7—Ho

T DIFE:
{extract.path}/ssl
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KA VOEE T71I% T14LI RINR
J14YRUX CAS_Others_LogStash_C C:
onfig.config \logstash-7.xx.x\confi
9
kafka.client.truststore.jks C:

\logstash-7.xx.x\confi

g

c. Logstashg%E 7 71 JLICId. KafkaDEREEEER. LogAnalyticsT7 —49 AR—XID. 771X
'JﬂF—tt?:“(D#EM’ BAZFENTVET, ThoORERIEERZ L —>TFI L
THRELBVWCEZE#HOLFT, EZRET D7-0IC. LogstashF—X b7 Z{ERAL
T. TNZNOEZFOF—ZEML. RE77MILATEF—LEEALTBRTEE
9, LogstashF—RX b7 . ZNHRED LX) T EEDLSICFEILTEZIHICDOWVWT
DEMBRICOVTIF. BEBREDTHD—I Ly bF—A R T7ZBRLTLLES
LYo

d. Logstashi®E 7 71 ILZRAE. UTZRITLE T,
T771IDAAEI>avIc. UTOBREASILET,

« NRT—R:RET 71 L% %HT 3 7= IZCitrix Analytics for Security TIEREL L 7= 7
'7\/ I\OJ/\OZU_ I\o

« SSLFS R MR NP DGR SSLY 1 7 MEERRE DG, Thid. KA MY 2L
MDkafka.client.truststore.jks 7 7 1 JLDIHFAT 9o

input {
kafka {
bootstrap_servers => - - - . - - -
topics => [* -
group_id =>
session_timeout_ms => 60000
auto_offset_reset => "earliest"
security_protocol => "SASL_SSL"
sasl_mechanism => "SCRAM-SHA-256"
ssl_endpoint_identification_algorithm => ""
sasl_jaas_config => "org.apache.kafka.common.security.scram.ScramLoginModule required username=' - - password="<your password>';"
ssl_truststore_location => "/etc/logstash/ssl/kafka.client.truststore.jks"

T7AILDEAEI S 3> T T—REXETDHFA/NIEXIFFHFHEZAALLET, HS
TST4 2 DFMICDOWVTIE. LogstashRF a XY FEBBLTLIEEIL,

MDRAZRY bE. EAPRO—HNLOT T 7AIICEZIATFNEZEEZRLTVWET,
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output {
file {
path => "./citrixanalytics-%{+YYYY.MM.dd}.log"

e. Citrix Analytics for Securityh 5SIEMY —E X IMIBFEA T — R ZIXET BICIE. RA MY
SrEBEEELE T,

RENTT LS. SEMY—EXICAZ A > L. SIEMTCitrix AnalyticsT— X # s L £ 9,
T—REXDT /1% T

Citrix Analytics for Securityh'sE 7 7 1 L= #Efwd B . SIEMOT—XEENF VICHRD £9,
Citrix Analytics for Security 5 D7 — R EXx % E1ET B IS ¢

1. BE>T—RAITIVAR—FMIBHLET,

2. NONWREEFTICLT. T—HEmEZEMICLET, T 74 TR T—REXRIZEIC
ﬁ&b‘:@gfb\iio

“ Data Export @ Enabled (data transmission is turned on)
l Azcawnt set up L]
SIEM Envirarmant &

Step 3-Cheose ane SIEM environmant

db  Condigure cne SEM sorvice 3t a time. If you cordigure muliiple SIEM serdces simultaneoosly, you might face configuration Issuos.

Axure Sentinel (Preview) Elastic Search Others

Step 4-Prepare far Azure Sentinel integration

1. From Cirrie Analytics, dewnlond i1 Logstash contiguration la sl Safke. sliot tstatee v fila.
2. G o yaur Az portal and sk Anuw Secdingl

3. O the Dats eonNEEtors page in ALre Sentingl, seanch for the Gty Analytles (Security) cannacter and salect Open connestor page.

4, Copy the Vorapuss (D and Primsry ey aod sntes Ui wluss in the carresonding fielis in e o nkeced Logstesh configurstian fil

b, Bownloed Lopgtesh Sordie Fle

4, Briiaend JKS Filw

Step S-Contigure Logstash

1 Insiall Lagetash amd Asvro Serzinel cutput plog-n for Lagstash Tor Legatssh o a Livus o o Wiedens hist mashios,

2. In the Logstash configaration flie. add yeur passwerd and fruststore Lecation in the ngut soctin

T 18 s v s 8 Lice hiset i b inetall Lagetsk, nlass the kafkes,elisst truststorn jks fils i the fabeilagstashissligivnctary and placs the Legstesh soofiguestion fila i the
fwleTogsiashicunfiyf draciory,

A. I you hmee uzed a Windows host mechine 1o retall Logstash. place the kafka fibe and the Log sioen filer in the Exliog Famsiconfig folder.

5. Restan Logstash b send the processed data fram Citdx Anaiyties to Azure Sontine

Step &-View Citrix Analytics Workbook in Azure Santinel Woerkspace

Szarch for Sitnx and select View soved workbook

For detailec instruztions, see the Azure Sentinel irtegration documentation.

HERDI-ODEED 4 Y RIUDNRREINET, T—REEXEATICTEIARE2>E20 ) v oL
T BEXT7I9T14ET2BLELET,

ISIEMXEA 7ESE ] (/len-us/citrix-analytics/media/siem-turn-off-warning.png)
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T—RXEZBEBMICTRICIE. MIIILRE EZFICLET,
p3

SIEMREICRE T 2ZIE. SIEMADT—A TV RR—b, £ET14—RNYvIOREEZE
59 3I1C1E. mailto:CAS-PM-Ext@cloud.comiZE#& L TL 2 E LY,

Citrix Analytics®SIEMRIF 7 —4& LY A7R— Mz

Citrix Analytics for Security™ (&, €F a2 ) T BRE L VAR FEE (SIEM) T —E X DG
#AIREICL £ 9, COHAICE D, Citrix Analytics for Security |d SIEM % —E X ICF — & % iX(E
L. #OtFxa) 70 VRIRREZBIET ZDICRIE XTI,

IRTE. Citrix Analytics for Security ZIAT®D SIEM H—E X ERETEET,

« RTZVY

NA4oOVI7 s 72a-IILE>FxRIL

c IZRTAVIY—F

Kafka¥X 7zldLogstashR—Z2A DT —RX AR T R ZFEH T 5 € DDSIEM

F=RIUVAR—=bATarid. REO T T/ O—NILICFRIBRAIBEICED F LTz, T—2Y —
ARV NERTRTBICIF. BE>ST—HIIRR—=L>T—EAY—=XARY NMIBEIL £

Citrix Analytics for Security 7' SIEM ' —E RXICEET BV RV A A b T—2IF. RO2EET
ER

c UZTAIHA RARY N (FT I RITIZK—F)
« F—RBY—ZARY (AT aVIIRE—R)
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Data Events for Expart

Fisk Insighl B

) Fiu irciight vt an enatiiad by defatt

s !_-\"__,___]

SIEMAIFTU R4 1 b 57—4

THIYRERELSIEMEY 7Yy TIHRRT T8, 774N MDT—2Ey N (DROA 254
FRY ) DSIEMBRICRNIAAIRD E T, VDAIVA A TF—2Ey MIlE. 2—HF—1
RGRAATARY b, A—HF=FOT7AINARY . BLOVRIA O —E2—TS5— b HE
EFNE9, CNSIFE. Citrix AnalyticsO#EWFEE 7ILI) AL A—F—1T8IDTICK > T 21—
PF—AIRY b ZFRALTERINE T,

A—H—DURIA A bT—21Ey bZIF. UTHEENFET,

c URUZAT7DEE: A—H—DI)RAIRAT7DEE%* "L EFd, A—H—DUXIXAT7D
ZENMNIULT, COZEENERDEIEGTHEMT 3D 10%ZBIX TRV LIEE. T—2Id
SIEMHY—E RISEETNE T,

s VROA VS —A—0DBE: 1—H— I L TRV A—SNEVRIA T —2—D5

c VDROAITSHH—R—ARV O VRV A VP r—2—|CEERIFonfca——a R
> ko Citrix Analyticsid. & XA 5 —2—DFREICDZTHRAL0004ED 1 RN MEE%
SIEMH—E XIZEELEFT. CcNSDARY MIREIBISEEINE T,

e A—HY—DXVZATARY b A—H—DRED ') XU X077, Citrix Analytics for Security
&, CTOT—RE12BFBC CICSIEMY —E XIZEFEL £ 95

e A—HY—FATFAI: A —-TFOT7AILT—RIF. UTFICHETETET,

o A—HY—F ) A —-DEELTERLT7 S —2 3>, Citrix Analytics for
Securityld. DT —4& % Citrix Virtual Apps™H SEIE L. 1285 Z C ICSIEMY—E X |(C
*XELET,
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o A—H—FNA R: A—H—(ICEEFIF 5T /N1 X, Citrix Analytics for Securityld.
DT — A % Citrix Virtual Apps$ & U'Citrix Endpoint Management™h SES L. 1268
CICSIEMY—ERITEELE T,

o A—HY—DHA: 1—F—HRRBITKRE SN 7-#™H. Citrix Analytics for Securityld. Z D
7 — X % Citrix Virtual Apps and Desktops™ ¥ & U*Citrix DaaS (|HCitrix Virtual Apps and
Desktopsth—E X) H5EME L £, Citrix Analytics for Securityld. Z DIE#HR% 1265
CICSIEMYF—ERISEEFELE T,

o A=Y=V SATFY MNP A—H—FTNARDIZA4T7> ~MP7 KL X, Citrix Analytics for
Securityld. D7 — & % Citrix Virtual Apps and Desktops# & U*Citrix DaaS™ (|HCitrix
Virtual Apps and Desktopsth—E X) HS5EEL. CDIEHRZ12EE C CICSIEMT—E X
ICIXfELE T,

F—=RAY)—RARY NDEAREZR T CIZINERTETHRVESIZ. RELBSIEEERILHD
FtHA. FEHICOVWTIE. TEFXFaU T DHOBEEO-ILOEE] #BBLTLIETL,

ROFTIE. BEEFREREZUDENCHE>TVWET, UATAVFARARYMNETFTIHIL L
TE&}JL:@O—CL\&?O

“ Data Export & @) Enabled (data transmission is turned an)

Data source events ]

DEFAULT EVENTS Risk insight events

As part of your SIEM environment, the risk insight event data source are svailable and turned on by default. To learn more

Risk Insight v abaut each procassad data, refer to the p data for SIEM doo

0 Fisk insight events are enabled by default.

DROA A FARY DR F—FH

KDY 3 > Tld. Citrix Analytics for SecurityiC &K > TEBRINBDWEBEAHT —XDXAF—TIC
DVWTEHAL Y,
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A5

UTDREF—=IH U TILISRINTWVE T« —IL RfEIE. B ETHHTENTT, RED
Ta4—LREE. 2—F—FAT 7). A—HF—ARY b BLVVRIA ST —2—
ICEDSWTEARD 7,

UTOHRIF. IATOI—HF—TOT7(IILTF—R A—HF—URIRAT7. 5LVURY
ZAT7DEBEDAF—IE2ETHBED T 1 — L FRICDWVWTEHBAL TLWE T,

JZ14—ILE% Bl

entity_id IY>T4 T4 ICBEEMITSENID,. CDIHE.
IVTAT41FI——-T

entity_type VDAV DHBIVTA T4, CDHFH. TV
TATAIREA—F—T,

event_type SIEMY—EXIZXEFEINZ T — X DIELE,
B . A—Y—0DiFfFR. 12— —DT7T—2FEH
B, ¥R —D7 N1 X771 ER.

tenant_id BEED—EDID,
timestamp saDA—Y—7 07«1 ET+ DHE,
version MEBINT—RDODXF—IN—T3>, R

EDODRF—IN—232IF2TT,

A—HF-TAOT7AIT—EIXF—

d1—%-AO7r—>3>XAF%—Y

{

"tenant_id": "demo_tenant", "entity_id": "demo_user'", "entity_ type":
"user", "timestamp": "2021-02-10T15:00:00Z", "event_type":
"userProfileLocation", "country": "India", "city": "Bengaluru", "cnt": 4,

"version": 2
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1—4%-—-0O7—>3>07«—)L FERA

T4—ILR% A

event_type SIEMY—EXIZXKEFEINZT—2DFEE,
DFE. ARV b RAFF2A——oOsr—
>3>TY,

country aA—Hy—hOd1 > LEE,

city aA—H—h0Os 1 > LiEm,

cnt BEPFETEOOT—> 3 VICT7oERE
TLT:EI%(O

A—F—-DI5147> MPX*—T

"client_ip": "149.147.136.10",

Teme?s 8,

"entity_id": "r2_up_user_1",
"entity_type": "user",

"event_type": "userProfileClientIps",
"tenant_id": "xaxddaily1",

"timestamp": "2023-09-18T10:45:00Z",

"version": 2
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D547 MPD T« —)L KDEHEB

T1—ILR% A

client_ip A—HF—=FNAADIPT7 KL R,

cnt B\ELREEURIC - =D TN RIZT Y
X L/TC@%&O

entity_id IToT4 T4 ICBEEMIFSNTID, CDHE.
IYTATAIEI—H =TT,

entity type JRODBHBLYTATA. CDBE. ARV
cEAFEA——DIZA47> FPTY,

event_type SIEMY—E XIZEXEINBZ T —2DFEE, A
1—H4—0FFR. - —DT7—2FHE.
Fllda—4—0F N1 R 77t A ER.

tenant_id BEED—EDID,

timestamp sbaED1—Y—70 7«1 ET+ DHE,

version WMIBINTT—2DRAF—IN—23>, ]

EDRAF—IN—3 2032TY,

A—Y-T—2ERAERF—V

"data_usage_bytes": 87555255, "deleted_file_cnt": 0, "downloaded_bytes":
87555255, "downloaded_file_cnt": 5, "entity_ id": "demo@demo.com",
"entity_type": "user", "event_type": "userProfileUsage",
"shared_file_cnt": 0, "tenant_id": "demo_tenant", "timestamp":
"2021-02-10T21:00:002", "uploaded_bytes": 0, "uploaded_file_cnt": 0,
"version": 2
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A—Y—T—R2ERAEDT « —)L R

T714—ILE% A
data_usage_bytes A—H—PMERLET—2E (N1 ~E
fiI) o THhiF. A—H—DFo>O0—rREL
U7y 7Aa—REINfAR) a—LDEFTY,
deleted_file_cnt A—H—|C&>THIFRENT T 71 ILDE,
downloaded_bytes A—H—PA4orvO—RLET—2=,
downloaded_file_count A—H—PAo>O—RLET71ILDOE,
event_type SIEMHY—EXIZXKEFEINZT—2DFEE,
DHZE. ARV bE2A FFA—H—DFERK
MTOT7AILTY,
shared_file_count A—H—HHELET7T1ILDOE,
uploaded_bytes A—H—HT7yFO—RLET—RDE,
uploaded_file_cnt A—HY—HA7yvTO—RLET 71 ILOE,

A—H—-FNAXXF—T

"cnt": 2, "device": "user1612978536 (Windows)", "entity_id": "demo",
"entity_type": "user", "event_type": "userProfileDevice", "tenant_id":
"demo_tenant", "timestamp": "2021-02-10T21:00:00Z", "version": 2

A—H—FNAZAD T 1 — )L REEA.
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T1—ILRE A

cnt BELFETT /N RICT7ERENE
o

device TN ZD%H,

event_type SIEMHY—EXIZXKEFEINZT—2DFEE,
DIFE. ARV A FREA—H—DTNA
A7 T RBHRTT,

A—HB—-FFTIDRAF*—T
{
"tenant_id": "demo_tenant", "entity_id": "demo", "entity_type": "user",

"timestamp": "2021-02-10T21:00:00Z", "event_type": "userProfileApp",
"version": 2, "session_domain":
"'99e38d4881361621828d4823edd120b4f32d724396a7410e6dd1b0",

"user_samaccountname": "testnameeikragz779", "app": "Chromeeikragz779",
"cnt": 189
}

A—HF=7FVDT«—IL KD,

Z14—ILR% EEA
event_type SIEMY—EXIZXKEFEINZT—2DTEE, C
DIFE. ARV NE2A FFDA—F—DFNA
AT RBEHRTI,
session_domain dA—tH—hpOsx>Licty>a>alb,
user_samaccountname Windows NT 4.0. Windows 95. Windows

98. LAN Manager’& & OBID/N—2 3 > D
WindowsD 27 54 7> hE LUV —N—DO
JH . TDE&HIE. Citrix StoreFrontA\dD
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T1—ILR% A

AJ# >, &V E— bWindows< > A
OO7FVIERTNE T,

app A—HF—DBTFICA LTIV r—3>00
£l

cnt BELEETT U Tr—23>vIil7oE2E
1’17’:@%5(0

A—H—JRAOVXAT7DAF—V
{
"cur_riskscore": 7, "entity_id": "demo", "entity_type": "user",
"event_type": "userProfileRiskscore", "last_update_timestamp":

"2021-01-21T16:14:292", "tenant_id": "demo_tenant", "timestamp":
"2021-02-10T20:45:00Z2", "version": 2

A—H—UXIXAT7DT 1 —IL FEiH,

Z1—ILR% B

cur_riskscore dA—HY—(l8bYToENREDI) XV RO
7o DZXUZ2A7IE. A—H—0DT7 05«4 E
TAICBEETZIBEBODEKREICILL TOHNS
100X TEILLE T,

event_type SIEMHY—EXIZXKEFEINZT—2DTEE,
DIFE. ARV A FEA—F—D )R
AA7 T,

last_update_timestamp A—H—DU RV AAT7HREICEF NS
B0
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TJ14—ILR%

S&"

B

timestamp A—H—DURIZAATARY FHRES
. SIEMY—E XICXEINB3RK, CDA
Ry MMI12EREIC CICSIEMY —E RISEES

nxd,
JROZXATEEIFX—Y
71
{

"alert_message": "Large risk score drop percent since last check",
"alert_type": "riskscore_large_drop_pct", "alert_value": -21.73913,
"cur_riskscore": 18, "entity_id": "demo_user", "entity_type": "user",
"event_type": "riskScoreChange", "tenant_id": "demo_tenant", "timestamp":

"2021-02-11T05:45:00Z2", "version": 2

}
HrFI2:
{

"alert_message": "Risk score increase since last check", "alert_type":
"riskscore_increase", "alert_value": 39.0, "cur_riskscore": 76,
"entity_id": "demo_user", "entity_type": "user", "event_type":
"riskScoreChange", "tenant_id": "demo_tenant", "timestamp":

"2021-02-11T03:45:00Z2", "version": 2

DROZAATEED T 1« — )L REHA,
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B

S&"

TJ14—ILR%

alert_message JROZATEBICH L TRERIND XY
‘t’_\\/‘\o

alert_type ToS—rNURIZOATDEMICLZHD
M VRV ZAT7DEEDOKBRETICLD
b ERLEY, A—H—DUXURATD
ZHIULETHD. COEMEDNED K SHE
BTH>THEBMT 3. F7IF10%ZBZ T
BETLIEE. T—RIFSIEMY —E XITEE
Ihxd.

alert_value 2RO ZAT7EBICEID HTon&KE, 1
2 XAT7EBEIF. A—H—DREDY XY
Z2OAT7EVBID) RV RXATDETS, 77—
MMEIZ-1000'5100F TEILL £,

cur_riskscore A—H—ICBIDEToNRENI XU X0
7o VDROZRA7IE. 22— —0D7757+4E
TAICEETZBHOEKREICLL TONS
100X TEILL £,

event_type SIEMY—EXICXEFEINZ T —XDEET
o CDFE. ARV RAFIFA—HF—D)
AIZAT7DEETY,

timestamp A—H—DURIAAT7 DRFDEEHLRH

t__knTC EE%O

VROAISr—8 2% —<

JROA DT —RAFX =TI 41075 —3 T —RAFx—TE8AT—4RY FEFHR
F—VYD2DODE P TEREINTWVWET, URIA T —RICEDWVWT. AF—TYHRD T4 —)L
REZDEAEFNICIECTEILLET,

RDOKRIF. IRTDA VDT —ZY IV —XF—RICHBEITEZ T —ILRFBZTRLTVET,

TJ14—ILR% SR

data source Citrix Analytics for Security IC7— X ZXES
285, iz IL: Citrix Secure Private
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TJ14—ILR%

data_source_id

entity_type

entity id

event_type

indicator_category

indicator_id

indicator_category_id

indicator_name

indicator_type

256

S&"

B

Access™. Citrix Gateway. & & U Citrix Apps
and Desktops.

T—RY —XIEEMITSNID, ID1=
F)wORTF—bJxA. ID2= )Wy
AIVRERAVEIRZZAY M ID3=2
Yy IR T IVr—oa VX F7YRTFRY
Yy PR ID4= Ry IR X7 I3
AR—k TR

DROVDBHBLIUVTATA. A—F—TH3H
BEMED B D £,

DZRODBHZT T4 T ICEEMIFONT
IDo

SIEMY—E XIZEEINZ T —XDOFEE,
DIFE. ARV NEA LIV RTA T —
Q _@HET?O

VROA D=2 —DATd) R LET,
VROADIr—2—3. REShIIVF
KAV b RESNI—H— T—4F
B AMBBEOWIT MDD XTATIVIC
TIN—TFENET,

JROA 2 —2—|ICEEMIFoN—=
DIDo

J2OA T —2—hA7JVICEERITS
fn7ziD, ID1=7—%F%E. ID2=REZ
. ID3=R@EINf1—4¥—, ID4=1RR=F
SNFEIVRERAIV B

VROA 2T —2—D%A. NAZLUZX
TA2VT—2—DFE. COREIET VY
TR —DEREICERINET T,

VROATr—2—0T7T7x)L & (AR
#) DARXZLHhERLET,
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B

S&"

TJ14—ILR%

indicator_uuid DROA DT —R—A >R XIEEA
IF5NFc—EDID,

indicator_vector_name DROA2r—2—ICEEIToNniU X
IR MINZRLET, DRIRT MUK T
INAAR=ZADV) RT7ATr—3—, 5Fh
RNR=2ZADVRVATr—2—, OJF 5%
BR=ZDVRIA Tl —2—, IPR—ID
JDROA VTl —R—, T—EAR—=XDI) R
DAVIT—R—, T7AIR—=RADIRY
AITT—E— BLUVEOMDIRTA >
J—2—T79,

indicator_vector_id )2 RT NLICBENIFSNTID, ID1=
TINAAR=ZADYRIA T r—32—, ID2
= BFANR—AD) RO AV Jr—42—, ID3=
A F VERBR—ZADIRIA T —
A=, ID4=IPR=ZADIRIA T lr—
R—. ID5=T—ZR—=ADVRIA >
T—R—.ID6=T7AINR=ADIRIA
IO —=R2—, IDT=FDMDOIRIA>T
r—A2—, 1D 999 = FBEARHE,

occurrence_details J2ROA T —2—D ) H—%EICET
25l

risk_probability A—H—ARYMNIEET S T DABEM
ZRLEJ, EIFONS10XTEILLES, B
ARZLIROATr—2—Dia. R
S—R=ADA VT —R—THB1=0.
risk_probability (£ 1.0 T 95

severity JDZAUVDEREZRLEY, &, . 50OWVT
nHT9,

tenant_id BEED—EDID,

timestamp DROAVTr—2—D M) A—N1-H
bal:=3 708
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T1—ILRE A
ui_link Citrix Analytics 1 —H'— > X —TJ 14 X LD
A—HY—RA LA Ea— D)V,
observation_start_time Citrix Analyticsh' 21— —7 0571 ET7+1 D&

ReMBIBRLD S XA LRIV TETD
Kifil. COHEFRICEEREEIRE SN
e VRIADr—a—hr)A—Chn
9o

RDOFXIF. IRTDA I T—R—ARY FFHRAF—TICHIBET S 71— L RRAICDWVWTEREA
LTWET,

SI':"E

T1—ILR%& BH

data_source_id T—RY—XIZEIDHET5NTWVWABIDTY, ID
1 (& Citrix Gateway. ID 2 (& Citrix Endpoint
Management. ID 3 (& Citrix Apps and
Desktops. ID 4 |& Citrix Secure Private
Access T,

indicator_category_id JROA Tl —2—AT7JVICBEEMITS
NrcD, ID1=7—2FE5HL. ID2=HEB
ZR. D3=R@EShic1—H—. ID4=18
EXNIVRERIV L

entity_id JRODHBDITT1 74 ICEEMITOENT
IDo

entity type DAV DBHBDITUTATAo A—F—THBH
BEMDHBD XY,

event_type SIEMY—ERIZEXEINZ T —XDFEH,
DIHZE. AR NRA NIV RIA T —
A—ARY FDEHTT,

indicator_id DROA T —2—|CEERIToN—=
DD,

indicator_uuid DROA T —2—A VX2 XIZBEEN
IF5NT—EDID,
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B

S&"

TJ14—ILR%

indicator_vector_name D2OA 2 —2—ICEEMITENTU R
IR MIERLET, VRIRTMILIE. T
NARR=ZDV R AT —3— 5
R=ZADVRIAYTlr—2— QT F K
BR—=RDYRIAVTr—2— IPR—ID
JROA VTl —R—, T—EAR—=ZD) R
DAl —R—. T7AINR=AD XY
A== BLUVEDMDIRT A >
Dr—2—T79,

indicator_vector_id )R ONRT NVICEEEMIFSNFID, ID1=
TINAZAR=ZRAD) AP A T —2—, ID2
=BFAIR—ZADYROA VT r—R—, ID3=
OJF VKBMR—=ZAD ) RIA I —
R—. ID4=IPR=XDIRIA T ir—
R—. ID5=FT—ER—=IADVRIA T
T—R—.ID6=TF7AIR=ZAD)RIA
VI —R2— ID7T= DD RITA Y
r—A2—. XUV ID 999 = FAFRA

tenant_id BEED—EDID,

timestamp DROAVTr—2—D M) A—N1-H
bal:=3 708

version MBENT—2DR*—IN—T3>, ]
EDRF—IN—I321F2TT,

client_ip A—HF—=F N1 ADIP7 KL X,

&

« BET—RBDT 4 — L MEDNFIATEHWVGSE. BIDHTSNBEIF-999TY, FIX

&, "latitude": -999 . "longitude": -999 .

s XFHF—RBDT 1 — )L MEDSFEATETHWVES. BIDH TSN BEIFNATTY, X
(. "city": "NA" . "region": "NA"
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Citrix Secure Private Access ) X914 I r—A2—X%—<
TS5y OV XMIBEREINICURLAD TV XAHAITIRIA Sy —2—X%—<

LY —H—HIY—2%—T

"tenant_id": "demo_tenant",
"indicator_id": 401,
"indicator_uuid": "8f2a39bd-c7c2-5555-a86a-5cfe5h64dfef",
"indicator_category_id": 2,
"indicator_vector": {
"name": "Other Risk Indicators",
"id": 7 %},
"data_source_id": 4,

"timestamp": "2018-03-15T10:59:58Z2",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Insider threats",
"indicator_name": "Attempt to access blacklisted URL",
"severity": "low",
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"data_source": "Citrix Secure Private Access",
"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",
"occurrence_details": {

"observation_start_time": "2018-03-15T10:44:59Z",

"relevant_event_type": "Blacklisted External Resource Access"

A= —A Y FFHlXF—<

"tenant_id": "demo_tenant",

"indicator_id": 401,

"indicator_uuid": "c421f3f8-33d8-59b9-ad47-715b9d4f65f4",

"indicator_category_id": 2,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"data_source_id": 4,

"timestamp": "2018-03-15T10:57:21Z7",

"event_type": "indicatorEventDetails",
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"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"domain_name": "googleads.g.doubleclick.net",
"executed_action": "blocked",
"reason_for_action": "URL Category match",
"client_ip": "157.XX.XXX.XXX"

MDOERIE. TSV IIRMIBRINFCURLAND 77 RAFHTOH I —IAF— AR ME
HMAEX—VICEBED 74 —ILRAICDOWVWTEHBALTULET,

714—ILE%

SI':IE

B4

observation_start_time Citrix Analyticsh' 21— —7 0571 ET7 1 D&
BERBLIERIDNSRALARZRTETD
B, COHAERICEEREENMBH INT
aas VRAOAVSr—2—hrUA—CN
£7,

executed_action TZv o)A MIBEBERINFURLICERTN
170> 3>, 7oavicld Téfaly ¢ 17
Ovo1 PEaFEFNnxd,
reason_for_action URLICT V>3 >%=ERYT 5EH,
BEBRTF—RA7>O0—ROVRIAITITr—3—DA*¥—T

1S r—8—DlEIAFX—T
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"tenant_id": "demo_tenant",
"indicator_id": 403,
"indicator_uuid": "67d21b81-a89a-531e-af@b-c5688c2e9d40",
"indicator_category_id": 2,
"indicator_vector": {
"name": "Other Risk Indicators",
"id": 7 3%,
"data_source_id": 4,

"timestamp": "2018-03-16T10:59:592",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Insider threats",

"indicator_name": "Excessive data download",

"severity": "low",

"data_source": "Citrix Secure Private Access",

"ui_link": "https://analytics.cloud.com/user/",

"indicator_type": "builtin",

"occurrence_details": {

"observation_start_time": "2018-03-16T10:00:00Z2",
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"data_volume_in_bytes": 24000,

"relevant_event_type": "External Resource Access"

AT —E—A Y FOFlRAF—<

"tenant_id": "demo_tenant",

"indicator_id": 403,

"indicator_uuid": "67d21b81-a89a-531e-af@b-c5688c2e9d40",

"indicator_category_id": 2,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"data_source_id": 4,

"timestamp": "2018-03-16T10:30:002",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"domain_name": "www.facebook.com",
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"client_ip": "157.XX.XXX.XXX",

"downloaded_bytes": 24000

KOFRIF. BRELET—XA4TOVO—ROBEIXF—ICARY AR —TICEBED 71—l
RZICDODWTERBELTWE S,

TJ14—ILR% SR

observation_start_time Citrix Analyticsh 21— —70 571 E5T+1 D&
BERBLIERIN S RA LRZVTETD
Bfl. COHAERRICEBREENRH SN
e WAOAISr—2—hrUH—CN
EE I

.

P

UrO—RENFET—ZDONA MED

o

data_volume_in_bytes

il

relevant_event_type A—H—AREDERATHZRLET,

domain_name T—=ANATO—RINTER XL >DE
Bo

downloaded_bytes AovO—REINT—20E (N1 L&
fiI)

RBRF7YyIA—FBIURIA ST —2—DRAF¥—T

VST —E—HIY—DRF—T

"tenant_id": "demo_tenant",

"indicator_id": 402,

"indicator_uuid": "4f2a249c-9d05-5409-9c5f-f4c764f50e67",
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"indicator_category_id": 2,
"indicator_vector": {
"name": "Other Risk Indicators",
"id": 7 %},
"data_source_id": 4,

"timestamp": "2018-03-16T10:59:59Z7",

"event_type": "indicatorSummary",
"entity_ type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Insider threats",

"indicator_name": "Unusual upload volume",

"severity": "low",

"data_source": "Citrix Secure Private Access",

"ui_link": "https://analytics.cloud.com/user/",

"indicator_type": "builtin",

"occurrence_details": {

"observation_start_time": "2018-03-16T10:00:00Z",

"data_volume_in_bytes": 24000,

"relevant_event_type": "External Resource Access"
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AIr—a—ARY MDA F—Y

{
"tenant_id": "demo_tenant",
"indicator_id": 402,
"indicator_uuid": "c6abf40c-9b62-5db4-84bc-5b2cd2cOca5f",
"indicator_category_id": 2,
"indicator_vector": {
"name": "Other Risk Indicators",
"id": 7 %},
"data_source_id": 4,
"timestamp": "2018-03-16T10:30:00Z",
"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",
"version": 2,
"domain_name": "www.facebook.com",
"client_ip": "157.XX.XXX.XXX",
"uploaded_bytes": 24000
}
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RORIGZ. FBLAET7YyTO—REICEHATZ I —XAF—T AR FMFEHXF—TICEBTD
T4 —I)LREZICDOVWTEHBLTWET,

SI':IE

71—JLR% B4

observation_start_time Citrix Analyticsh 21— —7 0571 E57+1 D&
BERB LIRS XA LARYTETD
B, COHAERICEEREENMEBH I
aas VROA VS r—2—hrUHA—CN
£7,

data_volume_in_bytes Ty 7O—RENT—2DE (N1 &
fiI) o

relevant_event_type A—HY—ARV I DERA THETRLET,

domain_name T—=RADBTYvTO—RINZREX1 VD%

Ao

Vv 7AO—RFENBT—2D/NA FEBUD

o

uploaded_bytes 7’
%

Citrix Endpoint Management U X9 A > —R2—X%—<

SIANT LAV EEZIL— MEESNIETNA ABREA VD5 —4—2%—T

YD —E—HIY—ZE—T

"data_source": "Citrix Endpoint Management",
"data_source_id": 2,
"indicator_id": 200,

"indicator_name": "Jailbroken / Rooted Device Detected",

"entity_id": "demo_user",
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"entity_type": "user",
"event_type": "indicatorSummary",
"indicator_category": "Compromised endpoints",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",
"id": 7 3},
"indicator_type": "builtin",

"indicator_uuid": "aa872f86-a991-4219-ad01-2a070b6e633d",

"occurrence_details": {3},

"risk_probability": 1.0,

"severity": "low",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-13T17:49:05Z2",

"ui_link": "https://analytics.cloud.com/user/",

"version": 2

A YV — (R MEHRF Y

"indicator_id": 200,

"client_ip": "122.xX.xX.xxx",
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"data_source_id": 2,

"entity_id": "demo_user",
"entity_type": "user",
"event_type": "indicatorEventDetails",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"indicator_uuid": "9aaaa9el-39ad-4daf-ae8b-2fa2caa60732",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-09T17:50:35Z",

"version": 2

TS5y I AMMIERINETTIRRHSNT IR

AV —B—HIY—RF—T

"data_source": "Citrix Endpoint Management",

"data_source_id": 2,

"indicator_id": 201,

"indicator_name": "Device with Blacklisted Apps Detected",

"entity_id": "demo_user",
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"entity_type": "user",
"event_type": "indicatorSummary",
"indicator_category": "Compromised endpoints",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",
"id": 7 3},
"indicator_type": "builtin",

"indicator_uuid": "3ff7bd54-4319-46b6-8b98-58a9a50ae9a7",

"occurrence_details": {3},

"risk_probability": 1.0,

"severity": "low",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-13T17:49:232",

"ui_link": "https://analytics.cloud.com/user/",

"version": 2

A YV — (R MEHRF Y

"indicator_id": 201,

"client_ip": "122.xX.xX.xxx",
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"data_source_id": 2,

"entity_id": "demo_user",
"entity_type": "user",
"event_type": "indicatorEventDetails",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"indicator_uuid": "743cdl13a-2596-4323-8da9-1ac279232894",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-09T17:50:39Z2",

"version": 2

EENRATNA ZADBEHINhELE

AV —B—HIY—RF—T

"data_source": "Citrix Endpoint Management",

"data_source_id": 2,

"indicator_id": 203,

"indicator_name": "Unmanaged Device Detected",

"entity_id": "demo_user",
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"entity_type": "user",
"event_type": "indicatorSummary",
"indicator_category": "Compromised endpoints",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",
"id": 7 3},
"indicator_type": "builtin",

"indicator_uuid": "e28b8186-496b-44ff-9ddc-ae50e87bd757",

"occurrence_details": {3},

"risk_probability": 1.0,

"severity": "low",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-13T12:56:30Z",

"ui_link": "https://analytics.cloud.com/user/",

"version": 2

A YV — (R MEHRF Y

"indicator_id": 203,

"client_ip": "127.xX.xX.xxx",

273



CITRIX ANALYTICS FOR SECURITY™

"data_source_id": 2,

"entity_id": "demo_user",
"entity_type": "user",
"event_type": "indicatorEventDetails",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"indicator_uuid": "dd280122-04f2-42b4-b9fc-92a715c907a0",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-09T18:41:30Z2",

"version": 2

Citrix Gateway) 294 O 75—H4—DAF—<

EPAXF v VKRB X044 O —2—DAF—<

AOF—8—H4IV—DIAF*—<

"tenant_id": "demo_tenant",
"indicator_id": 100,

"indicator_uuid": "3c17454c-86f5-588a-a4ac-0342693d8a70",

"indicator_category_id": 3,
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"indicator_vector": {
"name": "Other Risk Indicators",
"id": 7 3%,

"data_source_id": 1,

"timestamp": "2017-12-21T07:14:59Z2",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "EPA scan failure",
"severity": "low",

"data_source": "Citrix Gateway",

"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"event_description": "Post auth failed, no quarantine",

"observation_start_time": "2017-12-21T07:00:00Z",

"relevant_event_type": "EPA Scan Failure at Logon"
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A= —A Y X F—<

"tenant_id": "demo_tenant",
"indicator_id": 100,
"indicator_uuid": "3c17454c-86f5-588a-a4ac-0342693d8a70",
"indicator_category_id": 3,
"indicator_vector": {
"name": "Other Risk Indicators",
"id": 7 %},
"data_source_id": 1,

"timestamp": "2017-12-21T07:12:00Z2",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"event_description": "Post auth failed, no quarantine",

"gateway_domain_name": "10.102.xx.xx",

"gateway_ip": "56.xX.xXXX.Xx",

"policy_name": "postauth_act_1",

"client_ip": "210.91.xx.xxx",

"country": "United States",
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"city": "San Jose",

"region": "California",

"device_os": "Windows 0S",

"cs_vserver_name": "demo_vserver",

"vserver_fgdn": "10.xxX.XxX.xx"

"security expression": "CLIENT.O0S(Winl12) EXISTS",

"vpn_vserver_name": "demo_vpn_vserver",

CDOXRIF. EPARF v VKRB A VAP —2—DY I —XF =T ARV FFZAF—T

ICEBED 7« —IILR&ZFHBALTVET,

J14—ILR%

event_description

relevant_event_type

gateway_domain_name

gateway_ip

policy_name

country

city

region

cs_vserver_name

gflrl

B4

SRR DKBPIRE S I —T R LB L. EPAR
F v KRB DERZHAL I,

EPARF v VEREANRY bDRA THERLE
ER

Citrix Gateway® K XA > %,
Citrix Gateway D IP 77 kL X,

Citrix Gateway THRIN TS EPA XF v
VRS —%,

A—H=7I 71 ETehRESTNTIZE,
A—Y =707+ ET« MRHSTNIE,
A—Y=70T4 ET 1D RE I NI,

A>T Y Ay FREBY—/N\N— D%\,
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T1—ILRE A
device_os A—H—=FNAADARL =T VT XT
Lo
security_expression Citrix Gateway THEHEINTWStFxal) 7
o
vpn_vserver_name Citrix Gateway {184 —/N\— D% Fi,
vserver_fqdn Citrix Gateway k8 —/\—DFQDN,

BRIBGEEAERRI) RGO Tr—22F—<

1S —YIY—RF—T

"tenant_id": "demo_tenant",

"indicator_id": 101,

"indicator_uuid": "4bc0f759-93e0-5eea-9967-ed69de9dde9a",

"indicator_category_id": 3,

"indicator_vector": {

"name": "Logon-Failure-Based Risk Indicators",

"id": 3 },

"data_source_id": 1,

"timestamp": "2017-12-21T07:14:59Z2",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,
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"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "Excessive authentication failures",
"severity": "medium",

"data_source": "Citrix Gateway",

"ui_link": "https://analytics.cloud.com/user/”,
"indicator_type": "builtin",

"occurrence_details": {

"observation_start_time": "2017-12-21T07:00:00Z",

"relevant_event_type": "Logon Failure"

AT —EARY MR ¥ —T

"tenant_id": "demo_tenant",

"indicator_id": 101,

"indicator_uuid": "a391cdla-d298-57c3-al7b-01f159b26b99",

"indicator_category_id": 3,

"indicator_vector": {

"name": "Logon-Failure-Based Risk Indicators",
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"id": 3 },
"data_source_id": 1,

"timestamp": "2017-12-21T07:10:00Z",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo-user",

"version": 2,

"event_description": "Bad (format) password passed to nsaaad",

"authentication_stage": "Secondary",

"authentication_type": "LDAP",

"auth_server_ip": "10.xxx.X.xx",

"client_ip": "24.xXX.xXXX.Xx",

"gateway_ip": "24.xXX.XxX.xx",

"vserver_fqgdn": "demo-fgdn.citrix.com",

"vpn_vserver_name": "demo_vpn_vserver",

"cs_vserver_name": "demo_cs_vserver",

"gateway_domain_name": "xyz",

"country": "United States",

"region": "California",

"city": "San Jose",

"nth_failure": 5
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IDOFERIE. BREIGFEIEBROY I — XX —TEARY FFHAX X —VICEBD 71 —IL KR4I
DVWTEBBLTWE T,

SI':IE

71—JLR% B4

relevant_event_type

event_description

authentication_stage

authentication_type

auth_server_ip

gateway_domain_name

gateway_ip

cs_vserver_name

vpn_vserver_name

vserver_fqdn

nth_failure

country

city

region
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RAEELBEY R 51 DT — 82—

1V —8—HTY—2F—T

"tenant_id": "demo_tenant",
"indicator_id": "111",
"indicator_uuid": "83d68a6d-6588-5b77-9118-8a9e6a5b462b",
"indicator_category_id": 3,
"indicator_vector": {
"name": "Location-Based Risk Indicators",
"id": 2
+
"data_source_id": 1,

"timestamp": "2020-06-06T12:14:59Z7",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "Impossible travel",
"severity": "medium",
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"data_source": "Citrix Gateway",
"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"relevant_event_type": "Impossible travel",

"distance": 7480.44718,

"observation_start_time": "2020-06-06T12:00:00Z",

"historical logon_locations": "[{\"country\":\"United States\",
\"region\":\"Florida\",\"city\":\"Miami\",
\"latitude\":25.7617,\"longitude\":-80.191, \"count\":28%}, {\"country\":
\"United States\",

\"latitude\":37.0902,\"longitude\":-95.7129,\"count\":2}]",

"historical_observation_period_in_days": 30

A YV —B— (R MEHRF Y

"tenant_id": "demo_tenant",

"indicator_id": "111",

"indicator_uuid": "83d68a6d-6588-5b77-9118-8a%e6a5b462b",

"pair_id": 2,

"indicator_category_id": 3,
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"indicator_vector": {
"name": "Location-Based Risk Indicators",
"id": 2

+

"data_source_id": 1,

"timestamp": "2020-06-06T05:05:00Z",

"event_type": "indicatorEventDetails",
"entity_ type": "user",
"entity_id": "demo_user",

"version": 2,

"client_ip": "95.xXX.XX.xX",

“ip_organization”: “global telecom 1td”,

“ip_routing_type”: “mobile gateway”,

"country": "Norway",

"region": "Oslo",

"city": "Oslo",

"latitude": 59.9139,

"longitude": 10.7522,

"device_os": "Linux 0S",

"device_browser": "Chrome 62.0.3202.94"
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distance

historical_logon_locations

historical_observation_period_in_days

relevant_event_type

observation_start_time

country

city

region

latitude

longitude

device_browser

device_os

ip_organization

ip_routing_type
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"tenant_id": "demo_tenant",
"indicator_id": 102,
"indicator_uuid": "0100e910-561a-5ff3-b2a8-fc556d199ba5",
"indicator_category_id": 3,
"indicator_vector": {
"name": "IP-Based Risk Indicators",
"id": 4 3},
"data_source_id": 1,

"timestamp": "2019-10-10T10:14:59Z7",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 0.91,

"indicator_category": "Compromised users",

"indicator_name": "Logon from suspicious IP",

"severity": "medium",

"data_source": "Citrix Gateway",
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"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",
"occurrence_details": {
"relevant_event_type": "Logon",
"client_ip": "1.0.xxx.xx",
"observation_start_time": "2019-10-10T10:00:00Z2",

"suspicion_reasons": "brute_force|external_threat"
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"tenant_id": "demo_tenant",

"indicator_id": 102,

"indicator_uuid": "4ba77b6c-bac0-5ad0-9b4a-c459a3e2ec33",

"indicator_category_id": 3,

"indicator_vector": {

"name": "IP-Based Risk Indicators",

"id": 4 3},

"data_source_id": 1,

"timestamp": "2019-10-10T10:11:00Z",
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"event_type": "indicatorEventDetails",
"entity_ type": "user",
"entity id": "demo_user",

"version": 2,

"suspicion_reasons": "external_threat",

"gateway_ip": "gIP1",

"client_ip": "128.0.xxXx.xxx",

"country": "Sweden",

"city": "Stockholm",

"region": "Stockholm",

"webroot_reputation": 14,

"webroot_threat_categories": "Windows Exploits|Botnets|Proxy",

"device_os": "Windows 0S",

"device_browser": "Chrome"
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TJ14—ILR%

webroot_threat_categories

device_os

device_browser

country

city

region
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"tenant_id": "demo_tenant",

"indicator_id": 109,

"indicator_category_id": 3,

"indicator_vector": {

"id": 3 3},

"data_source_id": 1,

"timestamp": "2020-04-01T06:44:59Z2",

"event_type": "indicatorSummary",
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"indicator_uuid": "dc@174c9-247a-5e48-a2ab-d5f92cd83dof",

"name": "Logon-Failure-Based Risk Indicators",
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"entity_type": "user",
"entity_id": "demo_user",
"version": 2,

"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "Unusual authentication failure",
"severity": "medium",

"data_source": "Citrix Gateway",

"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"relevant_event_type": "Logon Failure",

"observation_start_time": "2020-04-01T05:45:00Z"
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"tenant_id": "demo_tenant",

"indicator_id": 109,

"indicator_uuid": "ef4b9830-39d6-5b41-bdf3-84873a77ea9a",
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"indicator_category_id": 3,

"indicator_vector": {
"name": "Logon-Failure-Based Risk Indicators",
"id": 3 },

"data_source_id": 1,

"timestamp": "2020-04-01T06:42:00Z",

"event_type": "indicatorEventDetails",
"entity_ type": "user",
"entity_id": "demo_user",

"version": 2,

"event_description": "Success",

"authentication_stage": "Secondary",

"authentication_type": "LDAP",

"client_ip": "99.xXX.XX.xx",
"country": "United States",
"city": "San Jose",
"region": "California",
"device_os": "Windows 0S ",
"device_browser": "Chrome",
"is_risky": "false"
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"tenant_id": "demo_tenant",

"indicator_id": "110",
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"indicator_uuid": "67fd935-a6a3-5397-b596-636aa1588c",
"indicator_category_id": 3,

"indicator_vector": [

{
"name": "Location-Based Risk Indicators",
"id": 2

+

{
"name": "IP-Based Risk Indicators",
"id": 4

+

{
"name": "Other Risk Indicators",
"id": 7

}

1,

"data_source_id": 1,

"timestamp": "2020-06-06T12:14:59Z7",

"event_type": "indicatorSummary",
"entity_ type": "user",
"entity_id": "demo_user",

"version": 2,
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"risk_probability": 0.71,

"indicator_category": "Compromised users",
"indicator_name": "Suspicious logon",
"severity": "medium",

"data_source": "Citrix Gateway",

"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"observation_start_time": "2020-06-06T12:00:00Z",

"relevant_event_type": "Logon",

"event_count": 1,

"historical observation_period_in_days": 30,

"country": "United States",

"region": "Florida",

"city": "Miami",

"historical logon_locations": "[{\"country\":\"United States\",

\"region\":\"New York\",\"city\":\"New York City\",

\"latitude\":40.7128,\"longitude\":-74.0060,\"count\":9}1",

"user_location_risk": 75,

"device_id": "",
"device_os": "Windows 0S",
"device_browser": "Chrome",

"user_device_risk": 0,
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"client_ip": "99.XXX.XX.xX",
"user_network_risk": 75,
"webroot_threat_categories": "Phishing",

"suspicious_network_risk": 89

A YVT—B— (R FOBMRF—T

"tenant_id": "demo_tenant",

"indicator_id": "110",

"indicator_uuid": "67fd6935-a6a3-5397-bh596-63856aa1588c",

"indicator_category_id": 3,

"indicator_vector": [

{
"name": "Location-Based Risk Indicators",
"id": 2
+
{
"name": "IP-Based Risk Indicators",
"id": 4
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3
{
"name": "Other Risk Indicators",
"id": 7
}
1

"data_source_id": 1,

"timestamp": "2020-06-06T12:08:40Z",

"event_type": "indicatorEventDetails",
"entity_ type": "user",
"entity_id": "demo_user",

"version": 2,

"country": "United States",
"region": "Florida",
"city": "Miami",

"latitude": 25.7617,

"longitude": -80.1918,

"device_browser": "Chrome",
"device_os": "Windows 0S",
"device_id": "NA",
"client_ip": "99.xxX.XxX.XXx"
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"tenant_id": "demo_tenant",

"indicator_id": "313",
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"indicator_uuid": "c78d1dd4-5e70-5642-ba6f-1cdf31bc6ab2",
"indicator_category_id": 3,
"indicator_vector": {
"name": "Location-Based Risk Indicators",
"id": 2
+
"data_source_id": 3,

"timestamp": "2020-06-06T12:14:59Z7",

"event_type": "indicatorSummary",
"entity_ type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "Impossible travel",
"severity": "medium",

"data_source": "Apps and Desktops",

"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"relevant_event_type": "Impossible travel",

"distance": 7480.44718,
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"observation_start_time": "2020-06-06T12:00:00Z",

"historical logon_locations": "[{\"country\":\"United States\",
\"region\":\"Florida\",\"city\":\"Miami\",
\"latitude\":25.7617,\"longitude\":-80.191, \"count\":28%}, {\"country\":
\"United States\",
\"latitude\":37.0902,\"longitude\":-95.7129,\"count\":2}]",

"historical_observation_period_in_days": 30

VDT —E—ARY MR E—T

"tenant_id": "demo_tenant",

"indicator_id": "313",

"indicator_uuid": "c78d1dd4-5e70-5642-ba6f-1cdf31bc6ab2",

"pair_id": 2,

"indicator_category_id": 3,

"indicator_vector": {

"name": "Location-Based Risk Indicators",

"id": 2

iy

"data_source_id": 3,

"timestamp": "2020-06-06T05:05:00Z2",
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"event_type": "indicatorEventDetails",
"entity_ type": "user",
"entity id": "demo_user",

"version": 2,

"occurrence_event_type": "Account.Logon",

"client_ip": "95.xxX.xX.xx",

“ip_organization”: “global telecom 1td”,

“ip_routing_type”: “mobile gateway”,

"country": "Norway",

"region": "Oslo",

"city": "Oslo",

"latitude": 59.9139,

"longitude": 10.7522,

"device_id": "devicel",
"receiver_type": "XA.Receiver.Linux",
"os": "Linux 0S",

"browser": "Chrome 62.0.3202.94"
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ip_routing_type
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"tenant_id": "demo_tenant",

"indicator_id": 303,

"indicator_category_id": 1,

"indicator_vector": {

"id": 5 3},

"data_source_id": 3,

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"timestamp": "2018-04-02T10:59:59Z",
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"indicator_uuid": "fb649ff7-5b09-5f48-8a04-12836b9%eed85",

"name": "Data-Based Risk Indicators",

"indicator_category": "Data exfiltration",

"indicator_name": "Potential data exfiltration",
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"severity": "low",
"data_source": "Citrix Apps and Desktops",
"ui_link": "https://analytics.cloud.com/user/ ",
"indicator_type": "builtin",
"occurrence_details": {
"relevant_event_type": "Download/Print/Copy",
"observation_start_time": '"2018-04-02T10:00:00Z",

"exfil data_volume_in_bytes": 1172000

A= —A Y FFHlXF—<

"tenant_id": "demo_tenant",

"indicator_id": 303,

"indicator_uuid": "fb649ff7-5b09-5f48-8a04-12836b9%eed85",

"indicator_category_id": 1,

"indicator_vector": {

"name": "Data-Based Risk Indicators",

"id": 5 },

"data_source_id": 3,
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"timestamp": "2018-04-02T10:57:36Z",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"occurrence_event_type": "App.SaaS.Clipboard",

"file_size_in_bytes": 98000,

"file type": "text",

"device_id": "dvc5",

"receiver_type": "XA.Receiver.Windows",

"app_url": "https://www.citrix.com",

"client_ip": "10.XXX.xX.XXx",

"entity_time_zone": "Pacific Standard Time"
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occurrence_event_type
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file_type
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app_url
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"tenant_id": "tenant_1",

"indicator_id": "312",
"indicator_uuid":

"indicator_category_id": 3,

"indicator_vector":

"name" :

FEHOT AV RIA VI —B—DRE—T

"Other Risk Indicators",
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"id": 7

iy

"name":"Location-Based Risk Indicators",
"id":2

iy

"name":"IP-Based Risk Indicators",
"id":4

iy

"name": "Device-Based Risk Indicators",
"id": 1
+
1,
"data_source_id": 3,

"timestamp": "2020-06-06T12:14:59Z7",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "user2",

"version": 2,

"risk_probability": 0.78,
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"indicator_category": "Compromised users",
"indicator_name": "Suspicious logon",
"severity": "medium",

"data_source": "Citrix Apps and Desktops",
"ui_link": "https://analytics.cloud.com/user/ ",
"indicator_type": "builtin",

"occurrence_details":

"user_location_risk": 0O,

"city": "Some_city",

"observation_start_time": '"2020-06-06T12:00:00Z",
"event_count": 1,

"user_device_risk": 75,

"country": "United States",

"device_id": "device2",

"region": "Some_Region",

"client_ip": "99.xX.XX.xx",

"webroot_threat_categories": "'Spam Sources', 'Windows Exploits', 'Web
Attacks', 'Botnets', 'Scanners', 'Denial of Service'",

"historical logon_locations": "[{\"country\":\"United States\",
\"latitude\":45.0,\"longitude\":45.0,\"count\":12}, {\"country\":\"United
States\",\"region\":\"Some_Region_A\",\"city\":\"Some_City_A\",
\"latitude\":0.0,\"longitude\":0.0,\"count\":8}]",

"relevant_event_type": "Logon",
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"user_network_risk": 100,
"historical observation_period_in_days": 30,

"suspicious_network_risk": 0

A YVT—B— (R FOBMRF—T

"tenant_id": "tenant_1",

"indicator_id": "312",

"indicator_uuid": "1b97c3be-abcd-efgh-ijk1l-1234567890",

"indicator_category_id": 3,

"indicator_vector":

[

{
"name": "Other Risk Indicators",
"id": 7

s

{
"name":"Location-Based Risk Indicators",
"id":2

s
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{
"name":"IP-Based Risk Indicators",
"id":4

+

{
"name": "Device-Based Risk Indicators",
"id": 1

+

1,

"data_source_id": 3,

"timestamp": "2020-06-06 12:02:30",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "user2",

"version": 2,

"occurrence_event_type": "Account.Logon",
"city": "Some_city",

"country": "United States",

"region": "Some_Region",

"latitude": 37.751,

"longitude": -97.822,

"browser": "Firefox 1.3",
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"os": "Windows 0S",

"device_id": "device2",
"receiver_type":

"client_ip": "99.xxX.XX.XXx"

TJ14—ILR%

historical_logon_locations

historical_observation_period_in_days

relevant_event_type

observation_start_time

occurrence_event_type

country

city

region

latitude

311

"XA.Receiver.Chrome",
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B

S&"

TJ14—ILR%

longitude A—H—HO7F > LIBmOREZRLE
ED

browser dA—H—HMER L fcWeb T 5 U,

0s A—tH—FNARADARL—FT4 VT RT
L

device id dA—4—HMEBR L TWBT /N1 XD%A,

receiver_type A—HF—DFTNARICA VA R—=ILTNTLS
Citrix Workspace 77 1) & 7z |&Citrix Receiver
DRA T

user_location_risk A—H—HOJF > LIGEmogbLIDL
RNIVERLET, BOLIDOLANIL (K) 0
~69. EHOLIDLAJL (F) :70~89, 5F
HLETDLAIL (&) :90~100

user_device_risk A—H—HOTF > LT N1 ADFEHLLE
DLARIVERLET, #OLIDLAIL
(&) :0~69. EHLLTDOLARI (F) 70
~89. BEHLIDLANJI (F) :90~100

user_network_risk A—H¥—AOsA4> Ly hoO—0F I
TRy FOROLIDLARNILZRLET, 5
HLIDLARI (K) :0~69. EhLTDL
NJL (F) 1 70~89. hLIDLAIL
(&) :90~100

suspicious_network_risk Webroot IPERT > T U TR T4 —FRIC
BEOKIPBRLANILZRLET,. BRELANI
(&) :0~69. BRI LANJL (F) :70~89.
BELANIL (&) :90~100

webroot_threat_categories Webroot PR > T2 TR 71— RIC
EDSWVWTIP7 FLZWSBHEINTBRORE
FrrLlEd, BRATIVICIE. ANLY —
A, WindowsTZ X F0O4 k. WebXE,
Ry bRy by RFvF— T—EXEA.
LEaT—>3>v. Zav>d. 7OF.
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TJ14—ILR%

Microsoft Active Directory-f > 7 —% —

YT — =4I —DRF—T

"data_source":
"entity_id": "demo_user",
"entity_ type": "user",
"event_type": "indicatorSummary",
"indicator_category":
"indicator_id": 1000,
"indicator_name":
"indicator_vector": {
"name":
"id": 4 3},
"indicator_type": "builtin",
"indicator_uuid":
"occurrence_details": {3},
"risk_probability": 1.0,
"severity":

n lOWll ,

"tenant_id": "demo_tenant",

"IP-Based Risk Indicators",
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"Microsoft Graph Security",

"Compromised users",

"MS Active Directory Indicator",

"9880f479-9fbe-4ab0-8348-a613f9de5eba",
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"timestamp": "2021-01-27T16:03:46Z",
"ui_link": "https://analytics-daily.cloud.com/user/",

"version": 2

YV —E—A RV FED R~

{
"entity_id": "demo_user",
"entity_type": "user",
"event_type": "indicatorEventDetails",
"indicator_id": 1000,
"indicator_vector": {
"name": "IP-Based Risk Indicators",
"id": 4 3%,
"indicator_uuid": "9880f479-9fbe-4ab0-8348-a613f9de5eba",
"tenant_id": "demo_tenant",
"timestamp": "2021-01-27T16:03:46Z",
"version": 2
}

HRAZLIRGA O F—2—DAF—T
UFDEosa>TlE ARZLIRIA YO T—E—DAX—=TICDOVWTHEBL XIS
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p=3

IR7E. Citrix Analyticsid. Citrix DaaS$ & U*Citrix Virtual Apps and Desktops®D 71 X X Ly1)
IAVOT—2—|ICBBETBET—FZSIEMT—ERICEELTUVWET,

RDKRIF. ARAILVRIA VDT —2—HF I —DRXF—IDT 1 —I)LRZZRLTLE
ER

TJ1—ILR%

g{l{l

B

data source Citrix Analytics for Security ([T — X ZXfE9
2HETY, Hle LT, Citrix Secure Private
Access. Citrix Gateway. & & U Citrix Apps
and Desktops B ED'H D £,

data_source_id T—RY —XIBEHERITFTSNTWBID, ID1=
ShUYORTF—=bTTA. ID2=K0y
JRAIVRRAVEIRIAY M ID3=2
NIV ORTIVr—23 VX TR TRY
by 7R IDA=>R)Y IR EFaT7 75
AR—k 7O

entity_id VRODBHBILY T+ T4 IBEENITOENT
IDo

entity_type JRODHBIVTATA4. CDFH. TV
TATAIREI—F—TY,

event_type SIEMYF—EXIZXEFEINZT—2DIEE, C
DFBE. AR SRAFEVRIA T —
g—d)ﬁgf‘?o

indicator_category DROA VS —2—DATdV%ERLET,
JROA Tl —2—F. BEINLIVER
RAY b BEINI—HY— T—2F
By XRIEREBBEBROWVWITNADD) T HT
JUICHEEINFT,

indicator_id JROA T —2—ICEBEMIT e N-—=
DID,
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TJ14—ILR%

indicator_category_id

indicator_name

indicator_type

indicator_uuid

occurrence_details

pre_configured

risk_probability

severity

tenant_id

timestamp

ui_link

version
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A—H—ARY MNMIEET D) XTI DOAEEME
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MRORIF. DRARLI)ZRDA DT —R—ARY FFEHAXF—VE2ETHBED 7 —ILRR&ICD
WTEBAL TWE 7o

TJ1—ILR%

g{l{l

B

data_source_id TF—RY —XIEERITSENTWSBID, ID1=
SRIYORT—bTJxTA4. ID2= Ry
JRXAIVRRAVEIRIAY M ID3=
NI ORTIVG—23 > X TPYRTRY
by 7R ID4=> MY IR EF2T TS
AR—kT7O1X

indicator_category_id JDROATr—2—A7dVICEENRITS
fNfclD, ID1=7—%#F5HL. ID2 =R
Z®E. D3=REShic1—H—. ID4=18
ETNfIVRARAIVE

event_type SIEMY—EXIZEXEINZ T —XDIEE,
DJBE. AR SRA LIV RIA T —
R—ARY NDFEMTTI,

tenant_id BEED—EDID,

entity_id DRODHBDIT>T+4 T4 ICBEEMIT SN
IDo

entity_type DAV DHBIVTA T4, CDHEIEI—
-'j:_-t‘-\_a_o

indicator_id DROA T —2—|CEERIToN—=
DD,

indicator_uuid DROA DT —2—A >R XIZBEEN
IF5NT—EDID,

timestamp ROATlr—2— M) H—n-BT
iS22 8

version MEBINT—RDODXF—IN—T3>, ]
EDOREX—IN—=32132TT,

event_id A—H—a R MMIBEEMIT S 7=ID.
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T1—ILR% A

occurrence_event_type tyraryoadrao. vty g ieE. 7h
DY NOTFIBREDIA—HY—ARY FDR
1 7ZR"LFET,

product WindowsHg Citrix Workspace 77 1) 72 &' Citrix
Workspace7 77U DA TZRLETo

client_ip A—HF—=F N1 ADIP7 KL X,

session_user_name Citrix Apps and Desktopstz v > 3 > |ZBET
IFesnTwWaa—H%—%,

city A—H—=T7IT1 ETa HRESNIET D%
o

country A—Y =771 ETs HRETNI-ED%
EI

device_id A—H—hMER L T=T /N1 XD %I,

0s_name A—HF—=FNARIZA VA =I)LENTWVWBF
RL=T+4 VI RAT Lo FAICDWVTIEL

TApps and DesktopsD ¥z )L 7 —E X&)

ZBRLTLETL,

os_version A—H—DTNARIZA VA M=ILTNTWVS
ARL—=—TFTa VI RATLDN—=2 30T,
FMICOWTIE, 77V EeTRIO MY TD
TILTH—EXRER] ZBRLTLIEEL,

os_extra_info A—HF—DTNARCA VA R=ILETNTLS

FRL—Ta4 VI AT LICEE[ITSNTWV
ZENMOFMTT, FMIcOVWTIE. 770
ETRAIV MYy FOEILITH—ERRR] =&
BLTLEEEW,
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Citrix DaaS# & U'Citrix Virtual Apps and DesktopsDH XA RALYI AT A > Tr—R—

IS — =BT —2E—T

{

"data_source": " Citrix Apps and Desktops",

"data_source_id": 3,

"entity_id": "demo_user",

"entity_type": "user",

"event_type": "indicatorSummary",

"indicator_category": "Compromised users",

"indicator_category_id": 3,

"indicator_id": "ca97a656ab0442b78f3514052d595936",

"indicator_name": "Demo_user_usage",

"indicator_type": "custom",

"indicator_uuid": "8e680e29-d742-4e09-9a40-78d1d9730ea5",

"occurrence_details": {

"condition": "User-Name ~ demo_user'", "happen": 0, "new_entities": "",

"repeat": 0, "time_quantity": 0, "time_unit": "", "type": "everyTime"},

"pre_configured": "N",

"risk_probability": 1.0,

"severity": "low",

"tenant_id": "demo_tenant",

"timestamp": "2021-02-10T14:47:25Z2",
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"ui_link": "https://analytics.cloud.com/user/ ",

"version": 2

vy avadF AR DA IS T—E—ARY MR F—V

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:052",

"indicator_uuid": "e@abfcb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "Session.Logon",

"product": "XA.Receiver.Windows",

"client_ip": "103.xX.XXX.xXxx",

"session_user_name": "usero@l",

"city": "Mumbai",
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"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

"launch_type": "Application",

"domain": "test_domain",

"server_name": "SYD04-MS1-S102",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

TORIF. Ly a>rOdFA AR EDARY MEHAFXF—TICEED 714 —JLREICDOWT
SEALTUVWED,

T4 —ILR% A

app_name EEgcni7 V=3 > ETRY
~ v 7@’%@‘]—0

launch_type FrVr—oarvEkiETsAo by Fowng
nhrznrRLET,

domain DOTRbEXRELEY—N—DRX1TY
%o

server_name H—N—%

session_guid TOTa Tty a3 >DGUID,
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Ty alviERARY FDA DR —ARY FEERF—T

"event_type": "indicatorEventDetails",
"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity id": "demo_user",
"entity_ type": "user",

"indicator_id": "9033b2f6a8914a9282937h35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z",

"indicator_uuid": "eO@abfchb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "Session.Launch",
"product": "XA.Receiver.Windows",
"client_ip": "103.XxX.XXX.XXX",
"session_user_name": "userol",

"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",

"os_version": "7601",
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"os_extra_info": "Service Pack 1",
"app_name": "notepad",

"launch_type": "Application",

ROFTIF. Ly aviBHARY FOARY FEFEHXF—TICEED 71 —JL R&ICDUWTEREA
LTWET,

TZ1—ILR% BT
app_name RSN T7 TV r—>a > ERiETRY
oy 7’0)%%&0
launch_type TV r—oar ERIETRI MYy TOWT
nhHrzxrL%xd,

FHIY ATA VAR FOA IV TT—R—A R IR F—V

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z",

"indicator_uuid": "e@abfchb4-fd41-4612-ad59-ef7567508ac0",
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"version": 2,
"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",
"occurrence_event_type": "Account.Logon",
"product": "XA.Receiver.Windows",
"client_ip": "103.XxX.XXX.XXX",
"session_user_name": "user@1i",
"city": "Mumbai",
"country": "India",
"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

}

KORIE. FHOYFOTA VAR RDAANY AR F—TICEBED 7« —ILRZIZDWT
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"event_type": "indicatorEventDetails",
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"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z2",

"indicator_uuid": "e@abfcb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "Session.End",
"product": "XA.Receiver.Windows",
"client_ip": "103.xX.XXX.XxXX",
"session_user_name": "user01",
"city": "Mumbai',

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

"launch_type": "Application",

325



CITRIX ANALYTICS FOR SECURITY™

"domain": "test_domain",
"server_name": "test_server",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

ROFRIF. oo asvi@TARYFOARY FEFEHAXF—TICEED 71 —JL R&ICDUWTEREA
LTWET,

TZ1—ILR% BT

app_name RSN T7 TV r—>a > ERiETRY
oy 7’0)%%&0

launch_type TV r—oar ERIETRI MYy TOWT
nhHrzxrL%xd,

domain DOTRAMZXKELIET—N—DRX1Y
%o

server_name H—N\N—D%Hl,

session_guid TOTq4 Tty 3 >DGUID,

FTTIVEBAR DA OT—2—ARY MR X —T

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_ type": "user",
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"indicator_id": "9033b2f6a8914a9282937h35ce497bcf",
"timestamp": "2021-03-19T710:08:05Z2",

"indicator_uuid": "eO@abfchb4-fd41-4612-ad59-ef7567508ac0",
"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "App.Start",
"product": "XA.Receiver.Windows",
"client_ip": "103.XxX.XXX.XXX",
"session_user_name": "usero01l",
"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

"launch_type": "Application",

"domain": "test_domain",

"server_name": "test_server",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

"module_file_path": "/root/folderi/folder2/folder3"
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KORIF. FTIERBANRY FDAARY FFHER T —VICEBD 71 —IL REICDWTERBBL T

WEd,

714—ILE%

app_name

launch_type

domain

server_name

session_guid

module_file_path
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nhzrLEI

DOTRAMEXELIEY—N—D XY
%o

-U-_/\_OJ%ETJ-O
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"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"timestamp": "2021-03-19T710:08:05Z2",
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"event_type": "indicatorEventDetails",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"indicator_uuid": "e@abfcb4-fd41-4612-ad59-ef7567508ac0",
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"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "App.End",
"product": "XA.Receiver.Windows",
"client_ip": "103.xX.XXX.XxXX",
"session_user_name": "usero1i",
"city": "Mumbai',

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

"launch_type": "Application",

"domain": "test_domain",

"server_name": "test_server",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

"module_file_path": "/root/folderil/folder2/folder3"

ROTRIF. FTTIRTARYEDARY FEHRFT—TICEBED 71 —IL REICDWTEHBEL T
WE7J,
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T1—ILR% A

app_name SN 7 I r—a > FkETRY
oy 7@’%@‘]—0

launch_type FrVr—arvEkiETsAo by Fowng
nHreEer~LE,

domain DOIRAMEXRELIEY—N—DRX1>
%o

server_name H—N\N—D%&Hi,

session_guid TOTa Ttw3>DGUID,

module_file_path FRAINTWE 7 U r—>3>DINA,

T7ANATYO—FARY CDA DT —2—ARY AR *—T

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z",

"indicator_uuid": "e@abfchb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",
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"occurrence_event_type": "File.Download",
"product": "XA.Receiver.Windows",
"client_ip": "103.XX.XXX.XXX",
"session_user_name": "usero@l",

"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",

"os_extra_info": "Service Pack 1",
"file_download_file_name": "File5.txt",

"file _download_file path": "/root/folderl/folder2/folder3",

"file_size_in_bytes": 278,

"launch_type": "Desktop",

"domain": "test_domain",

"server_name": "test_server",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

"device_type": "USB"

MORIE. T7AINETVO—RARYCDARY FEFEHZAF—VICEAED 71 —JL R&ICDOW
TEHEALTWLWE T,
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T4 —ILE% BLEZ
file_download_file name Ao O—R7 74 D%HE
file_download_file_path T7AIUDR T O—-REINBIEE/INZ,
launch_type TV 5= ERIETRI MYy TOWT
nhrerLEz

domain JOIRbZEELIET—N—DRFX1Y
%o

server_name F—N—%

session_guid TOTa Tty 3 >DGUID,

device_type 771D >O—-REINT/NAIDFE
FzrmLET,

FRANRY bDA T —2—ARY Nl ¥ —Y
{
"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937h35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z2",

"indicator_uuid": "e@abfchb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

332



CITRIX ANALYTICS FOR SECURITY™

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",
"occurrence_event_type": "Printing",

"product": "XA.Receiver.Windows",

"client_ip": "103.xX.XXX.xXxx",

"session_user_name": "usero1i",

"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",

"os_name": "Windows NT 6.1",

"os_version": "7601",

"os_extra_info": "Service Pack 1",

"printer_name": "Test-printer",

"launch_type": "Desktop",

"domain": "test_domain",

"server_name": "test_server",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",
"job_details_size_in_bytes": 454,
"job_details_filename": "filel.pdf",

"job_details_format": "PDF"

MDOERIE. EIRIANRY FDOARY FEEFEHAF—VICEED 714 —JLREICDOWTEHBLTWE T,
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T1—ILR% A

printer_name RS 3 JICEBRSNT) V2 —D%H,

launch_type TV r—2a> & ERETRI My FTOWTY
nHrErRLET,

domain JDOIRAMZXRELIEY—N—DRX1>
%o

server_name H—N\—D%&Hil,

session_guid TOTa Tty a>DGUID,

job_details_size_in_bytes T7AIIRT A INA—REDHRT 3 T DY
1 X

job_details_filename RS NT=7 71 ILD%HEI,

job_details_format BRI 3 7 DR,

T TUSAASEBARY bOA I ZT—R—ARY M ¥—T

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z2",

"indicator_uuid": "e@abfcb4-fd41-4612-ad59-ef7567508ac0",
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"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",
"occurrence_event_type": "App.SaaS.Launch",
"product": "XA.Receiver.Windows",
"client_ip": "103.XxX.XXX.XXX",
"session_user_name": "user@1i",

"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",

"os_version": "7601",

"os_extra_info": "Service Pack 1",

"launch_type": "Desktop",

RORKRIE. 7T)SaaSEENAARY FDARY FFHXF—TICEBD 71 —IL F&ICDWTERRA
LTWET,

SI':IE

71—JLR% B4

launch_type FrVr—avEkiETsAo by Fowng
nheERLET,

TUSAASKRT AR DA IS —2—A R FMFlIXF—<

7
{
"event_type": "indicatorEventDetails",
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"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z2",

"indicator_uuid": "e@abfcb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "App.SaaS.End",
"product": "XA.Receiver.Windows",
"client_ip": "103.xX.XXX.XxXX",
"session_user_name": "user01",

"city": "Mumbai',

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",

"os_extra_info": "Service Pack 1",

"launch_type": "Desktop",
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IRORIEZ. 7TVSaaSIRTARY FDARY R F—TICEBD 71 —IL F&ICDWTERRA
LTWET,

SI':IE
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nheERLET,
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Security Performance Compliance Semtings Help Search
“ User name not empty CVAD
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Timeline Details:
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Oet 31,2022 1238
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1. Splunk > FILWERRICBHIL£9, REIIVIC. ROV IV ZANLTEIFTLED,

index=<index configured by you> sourcetype=<sourcetype configured by
you> AND '"<tenant_id>" AND "<indicator name configured by you on CAS>"
AND '"<user you are interested in>"
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SIEMEEICRARIER TR b
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Apps and Desktops events

Secure Pnivate Access events

Device Posture service events
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Data Consumption by SIEM

Data consumption status @

® No history of data export
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Data Consumption by SIEM

Data consumption status ()

e No active consumption detected
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Data Consumption by SIEM

Data consumption status @

» Exported over 7 days ago

p=3
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Data Consumption by SIEM

Data consumption status @

® No history of data export

SIEM configuration is required. Go to
Configuration tab and follow the steps to
set up your account and SIEM environment.

SEEMOEY b7y IHRET LTVWTH, PV T TREENBHEINEFEATLI-FI37H
UEFICIIRAR—FINELEOREICSRINTWVWERESIC. T—ED 7071 FITHENT
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Data Consumption by SIEM

Data consumption status @

® No history of data export

ﬂ Test SIEM Connection

Navigate to SIEM environment Setup stage to
use the send test data button to verify if your
connection has been set up successfully.

2. PUOT1 7HHE
s PUOTa7HELRHINE L. CORREIZ. SEMTT7 I 71 7B EH I
cZRLET,

355



CITRIX ANALYTICS FOR SECURITY™

Data Consumption by SIEM

Data consumption status ()

e Active consumption detected
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'F—RIT U RR—bUA4 v T4 R3] (len-us/citrix-analytics/media/data-export-quick-
guide3.png)
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IC& D, BBREDSIEMT—4A T U XR— bKafkabEY IICTRAMAARY FHEEXETZ L
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Fleo IR -DFHLWVWT—FY —XZBARNICA VY R—FTr>J L. £0RI—HF—77
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ED

SIEM Environment Setup v ~

Step 3-Choose one SIEM environmant

A Configure ane SIEM sarvice ol a time, If you canfigurs mulliple SIEM services simultansausly, you might face sanfiguration issues,

A citrix Analytics Kafka topics retain events for a maximum of 7 days only, To avoid or prevent potential data loss, it is recommended to
setup a data poll interval that does not excead T days.

Azure Sentinel [Preview) Elastic Search J | Others

Step4 -Copy Citrix Configuration Details

Copy the configuration file and specify the required details during cenliguration en Spunk,

Username: splunkAdmin_ 1xx3vbjeSeba

Hoat(s): caznb-0citrbecom:A094,casnb-1.citrix. com@094, casnb-2 citric com:0094, casnb-3 citrix com:054
Topic name: cas.siemueTabads3-a488-4e5b-bfd7-a032856df 2fa

Group name: splunkAdmin_ioedvbjGSoda-group

StepSs -Follow the steps described below:
1. Download and install the Splunk add-on in the Splunk envirenment.

2. Configure Splunk add-on by providing the Citrix Analytics configuration file datails on the Add Data page of the Splunk environmant.

For detailed instructions, see the Splunk integration docurmentation.

a Test SIEM Connection

Step 6-Send test data to check successful SIEM integration [optional)

Click the Send test data butten for sending a test data to your SIEM environment. This test dete helps to verlfy if the SIEM connection has been successtully set or not.

Send test data

COMBEZT AT BICIE. A—HF—ETRAMT—E2EZXEREZ>Z 0 ) v I TIHENHD F
T CHNUSEDEI—DTRARARY FHEFIN. BEREDSIEMT—4 I XR— hKafka b+
EvIICEKEINET, COTRAMARYMERTOERICIE. ROV U= 3y MIRT
L3I0 RRIADHWBHBEDHBD £,

EA Test SIEM Gonnection

Step 6-Send test data to check successful SIEM integration (optional)

Click the Send test data button for sending a test data to your SIEM environment. This test data helps to verify if the SIEM connection has been successiully set or not.

i A Y "
\_ »sending testdata )  Processing may take up to 1 minute

TRAMRY b TF—2HEEDKafka b Ew ZICERICETIAENIBE. SIEMESEHRINL
CCERTHMA Yy E—UDRRREINE T, BIRLIZIRE (Splunkd & USentinel) ICIGL T B
EEFT)ZIAE—L. SEMIRIBETTAMRY FEBERTEET,
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Q Test data has been sent to your SIEM environment
The test data has been generated successfully for SIEM export and can be checked using the following query :

Query:
index=<index configured for data input> sourcetype=<sourcetype created/configured for data input=| spath Copy Query ID

event_type | search event_type="CasSiemTestEvent"

If the test data is displayed, your connection has been set up suceessfully. After 10 minutes, check the consumption status under the Summary tab for active consumption.
It this is not the case, please refer to the data export quick guide for assistance in case the test data is unavailable.

0 Test data has been sent to your SIEM environment
The test data has baen generated successfully for SIEM export and can be checked using the following query :

Query:

CitrixAnalytics_misc_CL | where event_type_s contains "CasSiemTestEvent" Copy Query @

If the test data is displayed, your connection has been set up successfully. After 10 minutes, check the consumption status under the Summary tab for active consumption.
If this is not the case, please refer to the data export quick guide for assistance in case the test data is unavailable.

Elasticsearch K U0 ZFDMDIRIBODIZES. ROBIIX v E—IHWRRINE T,

0 Test data has been sent to your SIEM environment

The tect data has been generated suceessfully for SIEM expart. Check your SIEM expert queue far this specific event type = “CasSiemTestEvent”

If the test data is displayed, your connaction has been set up successfully. After 10 minutes, check the consumption status under the Summary tab for active consumption,
If this is not tha case, please refer to the data expert guick guide for assistance in case the test data is unavailable.

x

TAMRYIDEREINBZ . TRART—REZZXEERZ NIRO24REEMICHED, 21—
P—DNREIVNCH—VILEZEDERZERDRY TT7y ITHRREINE T, RFORINZ 1 L
A THB524/%. RA2VHEMIERD, I—H—IIBEKEXTINTE XY,

EM integration (optienal)

clata to your SIEM environment. This test data helps to verify if the SIEM connection has been successfully set or not.

FRRARY b F—ANBEREOKatka b Ey ZICERICBETAFNAVEE. RORY U —
S ay MIRT &S0, KBX vE—UNERENET, 1— #—cﬂ%%%vx M BTIICT—
REBERETEET,

n Test SIEM Connection
Step 6-Send test data to check successful SIEM integration (optional)

Click the Send test data button for sending a test data to your SIEM environment. This test data helps to verify if the SIEM connection has been succesafully set or not.

Send test data

An error has occurred ®
Please try sending the test data again.
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Z2RZENTVET, T—270O0-DMELEL7HE. SummaryX JICHEIL. llast exported
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Reset Password

NEW PASSWORD

CONFIRM NEW PASSWORD
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Cil'n)-( ‘ Analytics for Security

Password reset was detected

o What you need to know:
A password reset was detected for the SIEM export account. Please
update your SIEM environment with new password to avoid losing

critical VDI in-session events and security insights.

Customer name: freshsiem
Organization |D: int40b94891

What happened?
Password reset/change has been detected for the SIEM export account on 04
Apr, 2023 at 04:08 UTC.

What do you need to do?
1. Reach out to your SIEM administrator to update yeur SIEM

environment with the new password.
2. Check the consumption status to ensure that the password reset has

not caused any disruptions to active data flow.

Check the Data Flow Status

For more in product guidance on SIEM integration troubleshooting, please

leverage Citrix Analytics for Security Data Export Quick Guide workflow.

Regards,
Citrix Analytics for Security team
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Clh‘lx ‘ Analytics for Security

Data Flow Stopped 24 hours ago

A Impact:

We have detected that data flow has stopped from Citrix Analytics
service into your SIEM environment in the last 24 hours. Further
disruption will lead to loss of critical VDI In-session events and
security insights.

Customer name: CAS-SIEM-TEST
Organization ID: int511e492f

What happened?

In the last 24 hours, no Risk insight or Data source events have been exported
to your SIEM. Last event export reported at: 04 Apr, 2023 at 04:20 UTC.

What do you need to do?

« Check SIEM environment for any firewall issues

» Check for credential mismatch issues between Kafka account setup
and your SIEM environment

« Ensure you have turned on data processing for requisite data sources

« Ensure you have adequate user activity for your Citrix deployment

Troubleshoot Data Flow Issues

For more in product guidance on SIEM integration troubleshooting, please
leverage Citrix Analytics for Security Data Export Quick Guide workflow.

Regards,
Citrix Analytics for Security team
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Cll-rlx ‘ Analytics for Security

Data Flow Stopped 7 days ago

0 Impact:

We have detected that data flow has stopped from Citrix Analytics
service into your SIEM environment in past 7 days. Further disruption
will lead to loss of critical VDI in-session events and security insights.

Customer name CAS-SIEM-TEST
Organization ID intS11e492f

What happened?

In the last 7 days, no Risk insight or Data source events have been exported to your
SIEM. Last event export reported at: 29 Mar, 2023 at 04:20 UTC.

What do you need to do?
# Check S|EM environment for any firewall issues

¢ Check for credential mismatch issues between Kafka account setup and
your SIEM environment

# Ensure you have turned on data processing for requisite data sources
# Ensure you have adequate user activity for your Citrix deployment

Troubleshoot Data Flow |ssues

For more in product guidance on SIEM integration troubleshooting, please leverage
Citrix Analytics for Security Data Export Quick Guide workilow.

How can you benefit from the SIEM integration?

You can enhance the value of your SIEM by integrating it with Citrix Analytics for
Security. This integration enables you to correlate your users' data with the data
available in your SIEM environment along with deeper insights into your
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lel'lx ] Analytics for Security

Data Flow Stopped 30 days ago

0 Impact:

We have detected that data flow has stopped from Citrix Analytics
sarvica into your SIEM environmeant in past 30 days. Further disruption
will lead to loss of critical VDI in-session events and security insights.

Customer name: CAS-SIEM-TEST
Organization ID; intS11ed4 92§

What happened?

In the Last 30 days, no Risk insight or Data source events have been exported to
your SIEM. Last event export reported at: 06 Mar, 2023 at 04:20 UTC.

What do you need to do?

* Check SIEM environment for any firewall issues

¢ Check for credential mismatch issues between Kafkes account setup and
your SIEM environment

¢ Ensure you have turned on data processing for requisite data sources

+ Ensure you have adequate user activity for your Citrix deployment

Troubleshoot Data Flow Issues

For more in product guidance on SIEM intagration troubleshooting, please laverage
Citrix Analytics for Security Data Export Quick Guide workflow.

How can you benefit from the SIEM integration?

You can enhance the value of your SIEM by integrating it with Citrix Analytics for
Security. This integration enables you to correlate your users' data with the data
available in your SIEM environment along with deeper insights into your
organization's security posture.

( Explore SIEM integration )

Regards,
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A—H—ARY M ERRELUV T IILR) VT TEEX Y, Citrix Analytics GUIDNSEEEZ I 1) v D
L. BRRYIRICVIVZAALET, FHRICOVWTE. TEIILTH—EXRROERAE %=
BRLTLIEEL,

BEOTYTL—rZFERALT. AXRZLIVRIA VD2 —2fT528HTEET, X
BLVRIA DT == TBICI13. EFaAUTA >HARRILVRGAIDr—2—>4
ITVr—2—DERICEELF T, FHICOVWTIE. TAXZLIRIA VDT —2—D1ERK
ZBRLTLIET L,

Sigma> ¥ R F ¥ DEMA

Sigmald. 7FURMHATARY b 2EBRTZDICERATEDZTFAMM—IDI T % ERK
I3HD. A—HF—TLVR)—BFA—TOITRFyERATHD. BHOEERZETZICLFE

T Sigma I A2 F v ZSIEMY —)LDI TV FEBICEIET BICIE. WS DD DELBDZHFENDHD

F9,

« Sigmah' et BCLIY —JL & Python SDKZFERTE £9, Sigma>d X F v DFMICDWLT
& TIL—ILDERAZE] 2BRLTIEEL,

« uncoder.io®Sigma Translation Engine’x &'\ R ZIRET I LMY —ILZFERATE XTI,
SESFRURTAITA MIOVTIE UTORBBNRE LT YT —Z—DI—RT—R
ZzERLTLETL,

o KEGEDT Z Y

o REGRDARL—T4 VI RAT L

« REZRDWorkspace7 TUN—- 3>

o O X MADKREZEDARL —FTo0 VI RXT LA

o REGRDIPT RLRFIET TRy

o RERDRET T

« EBRTRV by T4

s FEDT TVr—> 3> D8R

« SaaS7 7 H 5 DEIRI(/ja-jp/security-analytics/example-sigma-signatures-for-security-insights/

data-exfiltration.html#printing-from-saas-apps)

« SaaS7 U TDU ) v FR— R DOfER(ja-jp/security-analytics/example-sigma-signatures-for-
security-insights/data-exfiltration.html#clipboard-usage-on-saas-apps)
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https://github.com/SigmaHQ/sigma#rule-usage
http://uncoder.io

BEINFEIVRRAIVEF

KRERBDT I
CHUE. I—F-PEEOITRY S —THATATUAW, EhidtFal T BBUENH3TS
SYOBEPN—VIVNSAVTFIVIETIE AL &S L LI L SICRELET,

5F
F—=RY =R T ) TR kw7 (Workspace App)

CASo TV

Event-Type = "Session.Logon" AND Browser-Name !~ "<Browser-Name>"

Session.Logon I N> kME. I—H—DERBRZAADLTT IVEE TR by Ty 3>
iIcAgdF>LiceEIChUA—CNET,

Sigma>J X F ¥
author: Citrix
date: 2023/01/31
description: This occurs when a user accesses content from an authorized
browser which might cause an undesirable event or action through the
internet.
detection:
condition: index_selection and selection and not filter
filter:
- browser_name|contains: '<Browser-Name>'
index_selection:

source: cas_siem_consumer://<env>_<tenant_identifier>

selection:

- occurrence_event_type: Session.logon
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logsource:
product: citrixanalytics
service: security

title: Access from unauthorized browser

REBOARL—=T1 VT RAT L

SHUE. I—F—PEEOITRY S —THAITATOAEN, Eridt®al 71 BBIENSZH <
L—F4 YT Y RTLOBEP NV Y ER DTN RICTI/EALES L LI L SICREL F
%

FHA
F—=RY—=R: 7TV T AU kw7 (Workspace App)

CASZ 1Y)

Event-Type = "Session.Logon" AND 0S-Name ~ '"<0S-Name>" AND 0S-Version =
"<0S-Version>" AND 0S-Extra-Info = "<0S-Extra-Info>"

Sigma>J X F ¥
author: Citrix
date: 2023/01/31

description: This occurs when a user attempts to access apps from servers
with blocked listed operating systems.

detection:
condition: index_selection and selection
filter_null: []
index_selection:

source: cas_siem_consumer://<env>_<tenant_identifier>
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selection:
occurrence_event_type: Session.logon
os_name|contains: '<0S-Name>'
os_version: '<0S-Version>'
os_extra_info: '<0S-Extra-Info>'

logsource:
product: citrixanalytics
service: security

title: Unauthorized operating systems in block list

REBIPPZRLAFRERZYTRY R

. - —DPHEBOITR) =L >TREER =T NPT R L A FCIZEEAL S T2
TRALESELIGBBICHEELE T,

23
F—=RY—=R: T )T AU kT (Workspace App)

CASZo TV

Event-Type = "Session.Logon" AND Client-IP = "<XX.YY.ZZ.*>"

Sigma>J X F ¥

author: Citrix

date: 2023/01/31

description: This occurs when a user accessing content from an
unauthorized IPs which might cause an undesirable event or action through

the internet.

detection:
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condition: selection and not filter_null and filter
filter:
- client_ip: '<IP>'
filter_null:
- client_ip: null
selection:
- occurrence_event_type: Session.Logon
logsource:
product: citrixanalytics
service: security

title: Access from unauthorized IP

FA) X MNOREBRARL =T VI RT LA

chidF. - —DFAVIMDARL —FT9 VI RATLZRA T2 —N—m57 T
T—=2aoIlT7IVEALESC LIEBRICEELE T,

23

F—=RY—=R: T )T AU kT (Workspace App)

CASo Tl
Event-Type = "Session.Logon" AND 0S-Name !~ "<0S-Name>" AND 0S-Version !=
"<0S-Version>" AND 0S-Extra-Info != "<0S-Extra-Info>"

Sigma>J R F ¥

author: Citrix

date: 2023/01/31
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description: Unauthorized operating systems outside allow list
detection:

condition: selection and not filter_null and not filter_os and not
filter_os_version and not filter_os_extra

filter_os:

- os_name]|contains: '<0S INFO>'

filter_os_version:

- os_version: '<0S Version>'

filter_os_extra:

- os_extra_info: '<0S Extra Info>'

filter_null:

- os_name: null

- os_version: null

- os_extra_info: null

selection:

- occurrence_event_type: Session.Logon
logsource:

product: citrixanalytics

service: security

title: Unauthorized operating systems outside allow list
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FKREEBDWorkspace 7 TUN—2 3>

chE. A—HY DY R—FEINTVWEWVWI A7 > N\N—2 3 > DWorkspace 7 TUICT 71 R
LEDSELIEBERICRELE T, COLSIAIFTE. A—F—3I54T7>V b2 R—bThTW3
N=23 U7y TTL—RIBREDNHD I, FMICOVTIE. MR- TVWEI 51
TYEN=23arv) #BRLTKEEL,

F—=RY—=R: T )T AU kT (Workspace App)
CAS oIl
Event-Type = "Session.Logon" AND Client-Type IN ("Windows'", "Macintosh",

"Unix/Linux") AND Workspace-App-Version != "20*" AND Workspace-App-
Version != "21*"

Sigma YT RF ¥

author: Citrix

date: 2023/01/31

description: Unsupported Workspace app versions
detection:

condition: selection and not filter_null and filter_product and not
filter_product_version

filter_product:

- product: ['Windows', 'Mac', '<Other type>']

filter_product_version:

- product_version|contains: ['<Product Versionl>', '<Product Version2>']
filter_null:

- product: null

- product_version: null
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selection:

- occurrence_event_type: Session.Logon
logsource:

product: citrixanalytics

service: security

title: Unsupported Workspace app versions

NEE R

FELBTRIU MY T4
_hiF. A—5—PE@BECIFRAINEVWT RV by TZEFLLSELIECTICRELET,

FHA
F—=RY—=R: 7TV T AU kw7 (Workspace App)

CASZ 1Y)

Event-Type = "Session.Logon" AND Session-Launch-Type = "desktop" AND App-
Name ~ "<Desktop Name>"

Sigma>J X F ¥

author: Citrix

date: 2023/01/31

description: Unusual desktop names
detection:

condition: selectionl and selection2 and not filter_null and

filter_app_name

filter_app_name:
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- app_name|contains: '<App Name>'
filter_null:
- app_name: null
selectioni:
- occurrence_event_type: Citrix.EventMonitor.AppStart
selection2:
- launch_type: 'desktop'
logsource:
product: citrixanalytics
service: security

title: Unusual desktop names

BED/OtXEER

. A —DERIINNIBZIRET7TVr—>a>zl8BLICCEICHEELET, D
BHIE. BEDRET TV ITr—>a oERARRZERIT S THHARMELHD XY,

F=RAY =TIV ETRI My (Ey>aryLd—Fa %)

CASZo TV

Event-Type = "Citrix.EventMonitor.AppStart" AND App-Name IN ("<App-
Name-1>", "<App-Name-2>")

Sigma>J R F ¥
author: Citrix

date: 2023/01/31
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description: Monitor specific process
detection:
condition: selection and not filter_null and filter_app_name
filter_app_name:
- app_name: ['<App-Namel>',6 '<App-Name2>']
filter_null:
- app_name: null
selection:
- occurrence_event_type: Citrix.EventMonitor.AppStart
logsource:
product: citrixanalytics
service: security

title: Monitor specific process

AEBREBT TV
SN A—F—DREBRET FUICT IR LI EEICRELET,

BHi
F—=RY—=R: 7S T XY kT (Workspace App)

CASZo T

Event-Type = "App.Start" AND App-Name IN ("<App-Namel>", "<App-Name2>")
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Sigma>J RF v
date: 2023/01/31
description: Unauthorized virtual apps
detection:
condition: selection and not filter_null and filter_app_name
filter_app_name:
- app_name: ['<App-Namel>', '<App-Name2>']
filter_null:
- app_name: null
selection:
- occurrence_event_type: App.Start
logsource:
product: citrixanalytics
service: security

title: Unauthorized virtual apps

T—2EF5HL

SaaS7 7 U H 5 DEHIF
Zhid. EIRIDEFFRI SN TUVWAWSaaST7 T —oa b s 7 7LD RIS NS EICHE L
£9, SaaST7 TV =2 a3 > TOMRBREICKZBENRT—2F5H LEaRHE L E T,

T—RY—R: 7S T XY kw7 (Citrix Enterprise Browser™)
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CASZo TV

Event-Type = "App.SaaS.File.Print" AND SaaS-App-Name = "<App-Name>"

Sigma>J X F ¥
author: Citrix
date: 2023/01/31
description: Printing from SaaS apps
detection:
condition: selection and not filter_null and filter_saas_app_name
filter_saas_app_name:
- saas_app_name: '<App-Name>'
filter_null:
- saas_app_name: null
selection:
- occurrence_event_type: App.SaaS.File.Print
logsource:
product: citrixanalytics
service: security

title: Printing from SaaS apps

SaaS7 U TDU Uy T R—RDER
_hiE. EFEDSaaST7 =g rohst)IDERD,. JE—. £IEEBEDHFITOT7 T4 ETo

MIONTIBRICHEELE T, Uy TR-FigFeERT ST BBADSaas” 77—
A hoDBENLT—IFEHLERELE T,
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FHiH
F—&RY—R. 7)) &7 XY kw7 (Citrix Enterprise Browser)

CASZ 1Y)

Event-Type = "App.SaaS.Clipboard" AND Clipboard-Result = "success" AND
Clipboard-Operation IN ( "copy" , "cut" )

Sigma>J RF ¥

author: Citrix

date: 2023/01/31

description: Clipboard usage on SaaS apps
detection:

condition: selection and not filter_null and
filter_clipboard_details_result and filter_clipboard_operation

filter_clipboard_details_result:
- clipboard_details_result: 'success'
filter_clipboard_operation:
- clipboard_operation: ['cut', 'copy', '<Other Operation>"']
filter_null:
- clipboard_operation: null
- clipboard_details_result: null
selection:
- occurrence_event_type: App.SaaS.Clipboard
logsource:

product: citrixanalytics
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service: security

title: Clipboard usage on SaaS apps
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Geofence settings X

Safe locations e Risky locations | 5

Risk indicator for safe geofence is ON

The safe locations geofence uses CVAD-Session started outside
of geofence risk indicator to identify users who logged on from
outside the safe locations geofenced areas.

To apply actions on the users (outside the safe locations
geofenced areas), create a policy from the Settings option.

Learn More &
United Kingdom < Afghanistan <
Aland Islands X

Search locations to add to the safe locations geofence
(} Search for country name

Clear all
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-
Geofence settings 4
View your pj{rn'u'n'frﬂ areas on the map and ident ‘.-,- the users
who have logged on from inside and outside of the geofenced

Safe locations | 3 Risky locations o

A We detected that the CVAD - Session started within
risky geofence risk indicator was previously deleted
from your account. If you enable the geofence settings,
the risk indicator is created again. The values of the
country field in the risk indicator gets updated
according to the settings.

Risk indicator for risky geofence is OFF m

The risky locations geofence uses risk indicator to identify users
who logged on from inside the risky locations geofenced areas.

Learn More
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L] Access Assurance
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SEATIVAREBEZEFH LR, VRIA VDT —2— D&M
Event-Type = \"Session.logon\" AND Country != \"\" AND Country ~ \"\"
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Logon Network @

14 a5 14 25 0
Total IP Addresses Total Subnets Total Proxy Types
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Security Performance Settings Help Search

“ m Adam MaXWEH C S, Userinfo  Actions Last1Hour

Risk Timeline Excessive file sharing ()
Source: Citrix Content Collaboration

Risk Score & e s

= o — . WHAT HAPPENED

6 share links were created from 8:00 AM and 9:00 AM. This exceeded the Al-based

Selecter Durat threshold for this period.
4/8/2018
EVENT DETAILS - EXCESSIVE FILES SHARED Event Search
09:15:00 AM Expire all Shared Links Action applied
# of Share Links
1
09:00:00AM (] Excessive file sharing
0
08:20 AM 0830 AM 08:40 AM 0850 AM
TIME SHARED SHARE ID OPERATIONS TOOL NAME
5/8/18 08:17:.00 AM 5ca7d311-40af-1cd... Create SFWebApp
5/8/18 08:25:00 AM 176b2375-f91b-e39... Delete SFWebApp
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Security Performance Settings Help Search
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Risk Timeline — Excessive file sharing (i

Source: Citrix Content Collaboration
Risk Score

& oo racs

WHAT HAPPENED

6 share links were created from 8:00 AM and 9:00 AM. This exceeded the Al-based
threshold for this period.

4/8/2018

EVENT DETAILS - EXCESSIVE FILES SHARED Event Search
09:15:00 AM Expire all Shared Links Action applied ‘
# of Share Links
1

09.00:00AM | Excessive file sharing I I I I I

‘ . - o
0BAS00AM | { Excessive access to sensitive files (DLP ... ‘ 08:20 AM 08:30 AM 08:40 AM 08:50 AM

l TIME SHARED SHARE ID OPERATIONS TOOL NAME
0B3000AM | Excessive access to sensitive files (DLP ...

‘ 5/8/18 08:17:00 AM Sca7d311-40af-1cd... Create SFWebApp
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View the risk factors associated with the user that contributed to their risk score. You can see the
risk score details taken as the maximum over the selected time period, along with the latest score
and corresponding risk indicator count. Upon navigation to the User Timeline from either the main
landing page or the Risky Users page, the time selection is preserved from the source page. For

more information about the risk factors, see Citrix user risk indicators.
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“ Andrew Jackson e O Userinfo Adtions v Last1 Month v
Risk Timeline Device with blacklisted apps detected
Source: Citrix Endpoint Management
Risk Score @ Cther Pk vl et

- WHAT HAPPENED

c 000000000000 0%0 000 =000~ - _ o
R R R R R R N LR T 6 devices with blacklisted applications detected between 9:30 AM and 9:45 AM.

Selected Duraticn

4/8/2018
EVENT DETAILS - BLACKLISTED APP DEVICE ACCESS
09:51:00 AM 0 - Start session recording Action applied 5:30 9:31 932 9:33 9:34 935 936 5:37 9:38 939 540 941 542 943 T4d 545
Device wiBlacklisted App Detected ™ . * e @
094800 AM 0 - Notify administrater(s) Action applied
TIME DETECTED BLACKLISTED APPS  DEVICE DEVICEID os
09:45:00 AM ; ’
| Device with blacklisted apps detected 2018-05-08..  complastics..  N/A XenMobileS..  ANDROID
2018-05-08 com_devolve. NfA XenMobile 5. ios
09:45:00 AM 1 Unmanaged device detected
2018-05-08 ... com.facebo.. NfA XenMobile.5... ANDROID
2018-05-08 .., com.testddé..  N/A symphonyrw..  ANDROID
093000 AM Excessive access to sensitive files (DLP ...
2018-05-08 _ ‘com_plastics... NfA XenMobile 5. ANDROID
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TNARADEE, ARV EDRELICRRNZRTITEEXT,

Device with blacklisted apps detected
Sowrce: Citrix Endpeoint Management

@ Cther Bek Indicsans

WHAT HAPPENED
& devices with blacklisted applications detected between 9:30 AM and 9:45 AM.
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EVENT DETAILS - BLACKLISTED APP DEVICE ACCESS

9:30 931 932 9:33 934 935 9:36 37 9:38 939 G40 F:41 9042 5043 Fdd 45

Device w/Blacklisted App Detected ™ ™ e " 0 @
TIME DETECTED BLACKLISTED APPS  DEVICE DEVICE ID os
2018-05-08 ... com.plastics... MR XenMaobile.s.., ANDROID
2018-05-08.. com.devolve.. M/A XenMobile.s.. ios
2018-05-08 ... com.facebo. M/A XenMobiles..  ANDROID
2018-05-08 ... comtest.das.,.  MN/A symphonyrw..,  ANDROID
2018-05-08 ... com.plastics... MNSA XenMobiles... ANDROID
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“ Georgina Kalou c 5 Userinfo  Adions LastLmonth v
090700 AM o Start session recording Action applied Jailbroken or rooted device detected (:
Source Citrix Endpoint Management

® it Bisk re s

WHAT HAPPENED

084500 AM =] Excessive access to sensitive files (DLP ...
4 jailbroken devices detected between 7:00 AM and 7:15 AM.
08:36:00 AM o 1 Notify administrator(s) Action applied
EVENT DETAILS - DEVICE DETECTED
08:21:00 AM o 1 Notify administrator(s) Actio 5pplied 70 71 72 73 T4 75 76 77 78 79 710711712 713 714 715
Jailbroken/Rooted Device Detectad . . .

0B:02:00 AM o < Notify administrator(s) Action applied

TIME DETECTED DEVICE DEVICE ID os
OB0000AM Excessive file downloads

2018-05-0B07:07..  N/A ¥enMoblleServer..  ANDROID

2018-05-08 07:10. N/ XenMobile Server... ANDROID
07:4500AM EPA scan failures

2018-05-0807:10..  N/A XenMobileServer..  ANDROID

2018-05-08 07:12... N XenMobileServer..  i0S
07:1500AM | Jailbroken or rooted device detected |
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Jailbroken or rooted device detected
Source: Citrix Endpoint Management

B Crwr Pekindizsmere

WHAT HAPPENED

4 jailbroken devices detected between 7:00 AM and 7:15 AM.
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EVENT DETAILS - DEVICE DETECTED

O F1 72 T3 T4 TS TR T TA OTH 710711 712 713714 TAS

Jailbroken/Rooted Device Detected - - -
TIME DETECTED DEVICE DEVICE |3 as
2018-05-08 07.07... WA ¥enMobileServer... ANDROID
2018-05-08 07:10... M/A ¥enMobileServer...  ANDROID
2018-05-08 0F:10.. WA XenMobile Server.... ANDROID
2018-05-08 07:12,.. WA, ¥enMobileServer..,  i0S
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R—DIY M) ZEIRTZ . WIHTDEMBRNRILDEARAS VIR EINE T,

“ m Lemuel Kildow C S Userinfo  Actions ~ LastlMonth

Risk Timeline EPA scan failures (i

Source: Citrix Gateway
Risk Score ® coter e

WHAT HAPPENED

2 2 22885 a o & post logon EPA Scan Failures reported from 9:30 AM and 9:45 AM.
Seected Duaton
X
4/8/2018
EVENT DETAILS - SCAN FAILURES
05:45:00 AM EPA scan failures # of Failures

1
09:30:00 AM | Logon failures I I I I I I
[}

09:35 AM 09:45 AM
05:00:00 AM : Excessive file downloads
TIME CLIENT IP GATEWAY IP FQDN EVENT DESCRIl  POLICY NAME  SECURITY EXP}
050000 AM | Excessive file sharing 2018-05-.  210913.  116401.  10.1023.  Postaut.  postauth.  CLIENTO..
2018-05-. 210913, 116.40.1... 101023, Postaut.., postauth.. CLIENTO..
09:00:00 AM Excessive file/folder deletion 2018-05-, 210913, 116.40.1.. 10,1023, Postaut.., postauth,.  CLIENTO..

c ABRECoTh T2 3 VICIE EPARF v VR RV A VDT — 2 —DEBEBHEAR
INFEY, oy ERLIPBBPRICRE SN OT T V8D EPA RF v YRMOBDHEEN
E3ER

EPA scan failures
Souince: Citrix GETEWE-}'

B Ciher Bk Indicaors

WHAT HAPPENED

6 post logon EPA Scan Failures reported from 9:30 AM and 9:45 AM.
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“ m Lemuel Kildow A €] Oy userinfo  Actions ~ LastlMonth

Risk Timeline Excessive authentication failures &
Source Citrix Gateway
sk Score e
WHAT HAPPENED

R R R R R R R R R R SR 5 logon failures reported between 9:15 AM and 9:30 AM

Selected Duration

4/8/2018
EVENT DETAILS - LOGON FAILURES
094500AM  ()— EPA scan failures 915 916 §17 918 919 G20 921 22 §:23 924 925 926 97 G228 929 930
Secondary . . e -
Primary .
09:30:00 AM Excessive authentication failures
TIME ERROR COUNT EVENT DESCRIPTION
030000AM  ()— Excessive file downloads 2018-05-08 0%:23.00 2 Maximum login failures reac...
2018-05-08 09:25:00 3 Bad|{format) passed to nsaaad
030000 AM ([ — Excessive file sharing 2018-05-08 09:26:00 4 Bad{format) passed to nsaaad
2018-05-08 09:28:00 5 Login not permitted
09:00:00 AM Excessive file/folder deletion 2018-05-08 09:30:00 & Bad|{format) password passe...

s BRI ot a viliF BERLCHBPRICRE LIERARBOBZzET. VRI1Y
DT - —OEBRLBENCHINTVET,

Excessive authentication failures
& Citrix Gateway

Logan.Falluns Bused Pl lasicanart

WHAT HAPPENED

5 logon failures reported between 9:15 AM and 9:30 AM.
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EVENT DETAILS - LOGON FAILURES

%15 %16 17 16 919 920 %21 922 %23 924 925 926 927 28 929 930

Secondary . . @ L]
Primary ™
TIME ERROR COUNT EVENT DESCRIPTION
2018-05-08 09:22:00 2 Maximum lagin failures reac...
2018-05-08 09:25:00 3 Bad({farmat) passed to nsaaad
2018-05-08 09:26:00 4 Bad{format) passed to nsaaad
2018-05-08 09:28:00 5 Login not permitted
2018-05-08 09:30:00 6 Bad{format) passwaord passe...
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Adam MaxwellD ') R 2 A LZ14 5. FAIEBEN) X V1 VO r—2—%&IRLET, UT
DBERZRTCEZXT,

s AR Ttz oL 3 VIliE. FAEBH XY FOBELHMENTHINTULET,

Impossible travel ()

Source: Citrix Gateway
@ Location-Based Risk Indicatars

'WHAT HAPPENED

Impossible travel between the specified locations detected on 1 Apr from 05:00 AM to 05:14 AM.

s AV —A—DOFt I a VIl - OJF > LISER. &g s00 74 U E0
. BXV2DDGAEOERMNTZH TN TUVET,

INDICATOR DETAILS
Event 1: Logon on 1 Apr, 22 05:01:00 AM
Location: Bengaluru, Karnataka, India

Event 2: Logon on 1 Apr, 22 05:02:00 AM
Location: Oslo, Oslo, Norway

Time Interval: 1min

Distance: 7480 km(s)

s OJ# VG - BXR30BME T2 3 »ilid. FARBEOGA & 11— —OEIRI DGR DO HIE
NAMEE 2 —DNRREINE T, BAOT—RIFBERHBICOVWTRTREINE T, HME LD
RAVE—ICh—VIZEEhEBR L. BHFANLOEHAT T U BERTTEET,

LOGON LOCATION - LAST 30 DAYS

:.'},3, o : (D Past Known Location @ Impossible travel location

o REJRETEE) - TRV FEFEHIE O 2 a2 Ilid. FARBEH AN MMIET B UT ORI EHT
NTVET,

443



CITRIX ANALYTICS FOR SECURITY™

o B OV 4 > OB ERBERLE Y,
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o P A—Y—-NOJF > LIBRERLEF T,

IMPOSSIBLE TRAVEL -EVENT DETAILS

Add or Remove Columns

TIME DEVICEOS CLIENTIP LOCATION

1 Apr, 22 05:02:00 AM Mac OS 95.34.6.6 Oslo, Oslo, Norway

1 Apr, 22 05:01:00 AM Windows 0OS 49.207.220.220 Bengaluru, Karnataka, India
Page 1 of 1
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Logon from suspicious IP |

Logon from suspicious IP ‘

Notify administrator(s) Action applied

Login failures ‘

First time access from new IP ‘

& user Info Actions v Llast1Month

Logon from suspicious IP (&
Source: Citrix Gateway
LY —

WHAT HAPPENED

1 logon reported from a suspicious IP address on 20 Jan, between 12:30 AM and 12:44 AM.

SUSPICIOUS IP: Event Search

LOCATION : Patras, Southwes! Greece, Greece
POTENTIAL ORG-LEVEL RISKS ~ Bruts force behaviour detectsd Unusual

COMMUNITY INTELLIGENCE ()

Proxy, Spam, Tor
Threat Score Known External Threats for This IP

dA—H—IZDoVWTHREINT: TERODLWIPASOOTF Y] WRIA VI T—R—%RRT BIC
iF EFaV7qs >3- (I8BBL. 21— —%BIRL FJ, Lemuel Kildow D X T XA Ly
FAUHS. A—F—ICDOVWTHRESINEHO TRbLWPhsOOTA>Y ) VRIAVD
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o MahEZo7=h T avicidk

FoLWPHhSOOTF>Y) URIA TSI —2—D

BEABIENCHINTVE T, . BRUCBERICRSESNTEEDLWPTY RL N5

DA A1 BHEIENET,

WHAT HAPFENED

1 logon reported from a suspicious IP address on 20 Jan, between 12:30 AM and 12:44 AM.

e THLWP) EU> a3 vilidk. XDBHBARTINET,

SUSPICIOUS IP:

LOCATION : Patras, Southwest Greece, Greece

POTENTIAL ORG-LEVEL RISKS

COMMURNITY INTELLIGENCE @

86 I

Threat Score

Brute force behaviour detected

Proxy, Spam, Tor
Known External Threats for This IP

Event Search

Unusual access by multiple users
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SUSPICIOUS IP: Event Search

LOCATION : Patras, Southwest Greece, Greece

POTENTIAL ORG-LEVEL RISKS |Mone Detected

COMMUNITY INTELLIGENCE @

Mo malicious activity reported for this IP address in external threat feeds

o AT aZTAA TV I VR ABIPEBRA VTV R T4 —RTRU XD LER
SNEIP7RLADERAATCERAT I ZiRMHE L £ 9, Citrix Analyticsid. &' X T
IP7RLRICVZRVZAATZEIDETEY, VRV RXATII8ONBIHMED £,

ABPBREA VT I)OTVA T4 —RTIPPRLRAICEBHA Y TIS TV ADFBTER
WSS, ROAXYE—IUHRFEINFET,

A4 >71) 2 x> R T 1 — K7 L(/en-us/citrix-analytics/media/gateway-logon-from-

suspicious-ip-no-feed.png)

e ARVKNDEMEY I aVICIE. BOLWH A Y1774 ET1 ICEAT 3 RDIBERIERT
INnx9d,

e L WIPH S DO 7 > (len-us/citrix-analytics/media/gateway-logon-from-suspicious-ip-
event-details.png)
o Bfflle MOL WO A > A>T 0T+ ET v DO,

o DSATYRIP, & LWHA VAU T7 0T EToICERIN-A——FT /N1 XDIP
7 RLZ,

o FINAROS, TS5IHDARL—FT 4 VTS RT L

o FNARTSYUH, BOLWHA VAV TIT1 ETaICERINT-WebT 594,
A—HY—ICBRATEZ3 77> aVidATTH?
A—HY—=TAHTY MWL TRDT7I7a>v%EHRTTEEXET,

447



CITRIX ANALYTICS FOR SECURITY™

« DAYy FUXMIEM. FROBENGEROILOHICI—F—ZBER/LILWVEEIE. V4 vF
DR MICEMTEET,

- BEEEANDEH, 1—H—THUYFTEERLIEEODLWI VT ETA DB o1BE. T
RTELEIFERINCBEEBICEFA—IIBHNXEINE T,

« A—Y—0OJA 7, A—F—HITAHTOEHSATFTEINDB L. Citrix GatewayFIEEH
A—Y—0OJAT770>3>%0)7$%FET. Citrix Gatewayz= /T LTV Y =TI
TEFtHA

 A—HY—0Ov Y BEREEICLD I —THU Y A Oy I INIHE. GatewayS g
EDNTHOYboOY U %EKRT S E T, Citrix Gatewayz NN L TUY —XICT7IERATEFE
Ao

7O IaVEENDZFETER T D AEDFMCOVWTIE. RUS—e 7023 z5RLTL
20,

7oL arEFEBTIA—HY—ICEATRICIE. -0 FOT7 7AILICHEH L. BYIRU XY
AT —R—"FIRLEY, 7o2arAa—Nno702a>%z&RL. @Rz vILZF
ER

VROA D=2 —% b H—937—2Y —RBREL DT —2Y —XICEET
37023 EBRTEET,

FELOTA>
P
C COURTAITT—a—lE, TERLEREBEMNSOTIER] YRIA I

T—2—ICKHBBDTT,

o MBECIIBLIBFANSDTIVER] VRIA VTS —RZ—|ICEDICRYS—IF. ¢
RT IREROTA > VRIASTr—2—1CBNICY VI ENET,

448



CITRIX ANALYTICS FOR SECURITY™

Citrix Analyticsid. A—H—HERT 237 /\1 X, HA. XY M T—JICL>THRETER
INZ3EBOIVTHFIALERICEDWVWT, EFFLRBERERZETNZ - —D0OJF
v LEFT,

RELZOJAYOIVRIA T Tr—2—EWDO MU H—ShEdThH?

DROA O —2—F. UTOEBERDEAEHLEICE>TRUA—NET, FERIEZ. 1D
ZHFICEDVWTBENICARETHD I ECRBINE T,

ER eSS

A 4 I—H—&. BEBBICERINT/NA
ACIZBRBIER R OTNA AN 607 F
YLFET. TNARDERIF. TNAZADAR
L—=Tq Y0 XRTLEFEREINTWETSY
HFICEDWVWTWE T,

i
ﬂ
ot
$

BERIBA aA—H—PBEEMBICOTA > LD
ROWEHEIZEHASOOTF >,

FOEHELIZEIE. I GBE308E) D
O # ViGFrh S HIIBRYIZIE L,

BEIHMICEDEHR X IZEHN SO+ >
Liza—%—hrOFHdR/NETH 3.

HE
ﬂ

By bD—2 A—H—HBEIHMICER L DRV
IP7RLZADS50OTF >,

A—H—hNBEHMBICEARALIZZ DR
IPHTxy khs0Ov %>,

BEIBBICZEFDIPY TRy hHhB50OTF >
L7za—4Y—hArOoxfids/\BRTdHh 3,

IPE &, ZFDIP7RLRIF. AZa=-74BRE1>T")
SITYVRT4—RTHBWebrootick>THY
AT CHEAIEINT WS,

Citrix Analytics 3 &, i 1—H—H50D %

DIP7 RLZADSDIEFICEFEHLLWLWOTH >
TI9T14ETo 2B LE LT

449



CITRIX ANALYTICS FOR SECURITY™

REBLROATA VIR OA S —3—%9d 3 5%

AVRDT7—=2RT - FSTF—2aMh sy THa o> dd31—— PRLIVvIRTT
IWEEZZTHEFLLD, RISBEMOEBEEZZFOT/NA A ZFERALTHEHBODY —XIZT7I7E2ALE
IH. BEIIABERLTVWAVRY FT—Ih5EHKELTUVED,

Citrix Analyticsid. BFRE R Y FT—J WS ERNROBEREDITEN L@ L TWS7H. D
AJA> AR MEREBHOELTREL. REGROJ AV VDRIADTr—2—% K1)
H=LET COVRIAVIDT—B—ETRL IV IRTTIDIRIEZALTA VIEBMT
N BICVRIROATHEODHETENET,

TELIVIRVIINDIRIZA LZRTTBICE. EFaUTe >A—HF—2FRLZF
T VRIDHBZDA—F—RAUHDS. A—F—DT7RL - IvIATTIIZZERLET,

Adam MaxwellDfEMRER A LZ 1 Vhb6. FBEBBATFVDOEEE”C VO r—2—zFRL £
T UTDBEHRIATRTINE T,

c DR ST EI T aVICiE BEREAFEANY FORZZECARERTITAET 1 DE
BHRBENREINET,

REROY # > TEDEE C - o hM(/en-us/citrix-analytics/media/suspicious-logon-gw-what-
happened.png)

« OJFVOFEME I avIlid. BERAFICHET 3RERT I T ET 1 OFMBHED
TINFT, EEERAFICIE. BOLTDLANILZRIZAATHEDETONE T, BE—DfE
REF7ZIT TR = —D5D0RVWIRIZRTHDTIFHD TEA. 2FHB Y XTI,
BHEOEREFOBRERERICEDVTHE SN E I,

BbLIDLARI E, N
0-69 COEBRIFERICRZ. FBrIZFRAGINE
Ao
70-89 COERIFHINNCERBICER. tHOEBERE

BOETHREORBLRBINE T,

90-100 COERIFST=<KHFLLUNEETHD. b
DERCEHLETIEBICABERABINE
ER

AREOJ F > D5l (/en-us/citrix-analytics/media/suspicious-logon-gw-details.png)

450



CITRIX ANALYTICS FOR SECURITY™

« OJ7F 28 - BERI0BMICIE. 1 ——DRBICHER S NIIHA CIRTEDIZFROMIZRI 7t
ME 21 —MRRENET, BADT —RIFBEEHEDOHLDHARRINE T, MR EDR1 >
B—Ilh—=VIZEbE3 L. BEFANSOEHOT A Y HERTTETET,

REROT A VIGZFRD M (/en-us/citrix-analytics/media/susp-logon-gw-locations-map.png)

* SUSPICIOUS LOGON- EVENT DETAILStZ 7> 3 V(I3 b LWOJF Y AARY MMIEY
BROB/WARTINE T

- B BEbLuwWOJ A >OEBERLET,
o FNAROS: A—H—FNAADARL —F4 VI RTFLERLET,
o TINA XA T 5 UH: Citrix Gateway\NDH 1 > VICFERINTcWeb T SO ERLET,

SUSPICIOUS LOGON -EVENT DETAILS
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Unusual authentication failure
Source: Citrix Gateway

Logen-Fatore.Bazed fns inde s

WHAT HAPPENED

1 logon failure from 1 IP address without any historic login success from this subnet.

EVENT DETAILS - LOGON SUCCESS AND FAILURES Event Search

@ Logon Failure @ Logon Success

02:40 02:45 02:50
October 14, 2020
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RECOMMENDED ACTION ~

You can apply one of the actions below in order to improve your security posture.
Notify administrator(s)
Citrix Analytics sends an email notification to all Citrix Cloud administrators. You can also select the administrators to whom

you want to notify.

@ Add to watchlist

When you want to monitor a user for future potential threats, you can add them to a watchlist.

For additional actions please refer to the Actions menu at the top.
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UNUSUAL AUTHENTICATION FAILURE DETAILS

EVENT TIME CLIENT IP LOCATION FAILURE REASOM

10/14/20 02:43:00 99.155.88.64 San Jose, California, United ... Bad(format) password pass...
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@ Other Risk Indicators

WHAT HAPPENED

Attempt to access blacklisted URL (0
Source: Citrix Secure Private Access

Access to 7 blacklisted URLS blocked on 14 Dec, between 02:30 PM and 02:44 PM.
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EVENT DETAILS
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i) & Adam Maxwell (&1 T Userinfo  Actions Lagt 1 Manth R
Risk Timaline Risk Summary > Unusual uplead velume ()
- Saurses Giirin Sacure Privaby Acosss
B Other Rk babcators
WHAT HAPPENED
4.97 MB of data vploaded on 5 lan, between 0800 AM and 0859 AM.
@ indicators maried ot hotpéul are hiddon + Filter
S Jan 2003 EVENT DETAILS (5 JAN. 2023 Evant Saarch
Uplaad Siem
asoam Unusual upload velume ‘
0758 &M Unusual upload velume J
] —_——
o050 AM | Unuaual upload veluris
EXCESSIVE DATA UPLDAD-EVENT DETAILS
o550 A Unusual upload veluma
TME COM AR WPLOAD SIZE -
5 lon, 23 015124 AM waw.dropba.zom JI020KE
0450 AM 1 Unusual upload veluma
S Jan, 23 08:60:64 AN www.dropbox com WBIGKE
& Jan, 23 08:50:47 AM  www.dropbox com 4B BT KB

o MADEC oDy /2 avicid. ERUBBERICTy 7O—-RENLT—2EZ ST,
VROAVITr—2—DBFRBHFENTRINE T,

Unusual Upload Velume
Source: Citrix Secure Private Access
B Cther Bk Indicanons

WHAT HAFPENED

286.43 MB of data was uploaded on May 8 between 7:45 AM and 8:00 AM.

o ARV EU o avicld, BERLULCEBEPICRELIBL4DT—27y O—KRA4AX
VEDEAALTAUREBILAEENT T, Floe FAIRVMIEATEAIXROFEBHRERTCE
95
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EVENT DETAILS (5 JAN 2023 Evant Scarch

Uplosd Sew

) | — e

EXCESSIVE DATA UPLDAD-EVENT DETAILS

TME M ALY UPLOAD SIZE
5 Jan, 23 08:51:24 AM  www.dropbox.com 330.20KB
S Jan, 23 08:80:84 AM  www.dropbox.com 328,39 KB
& Jan, 23 08:50:47 AM  www.dropbox.com 24B 57 KB

A—H—ICEATESR 772 aVIdATTH?

A—HF—DT7ATYMMIHLT ROT7I302RITTEED

« UAYFURXMIEM, FROBENBBREICOVWTI—H—ZBEHLLWEEIE. T4y F
X RSEMTEE Y,

- EBEADEN, 1Y —DT7hI Y TEERIBAREBLT VT4 ET« DB o1 H A
NTELEIFBRENICEEEICA—LBRNEEEINE T,

7O AVEENSEFETEMR I BHEDFMICOVWTIE. RUSP—e702 3 28R LT

=30,
A—H—ICFHTT7I7oa>EERATRICIE. - —07O7 71 ILICEEIL. BRI XD
AT —RZ—HFFEIRLET, P20axyA-a—h5670>3>%FER L. BRIV ILE
ER

=

VROADST—2—% ) A—F3T—%Y—XBAREL, HOT—2Y —XICEET
37023 eEBEATEET,

461



CITRIX ANALYTICS FOR SECURITY™

BEBT—240>O0—F
Citrix Analyticsid. Ry b7 —2JRADI—H—HEo > O—-RLECEARGT—RICEDOWTT—4
TORLRBEEZERE L. WETBR3VRIAOr—2—%=2r)A—LE7,

CDIVRIA D —2—F BEROI——DT7 TV 75— 3> XlcldWebt 1 b H SI1BF
BEDT—R%ZATYO—RLICCEICRESNE T,

BRABTF—2A0>0O0—RQURIAISTr—2—F0W O NUH—-ChFETH?

Secure Private AccessZ B L T. BREDH 3. fBER. XIERBEBWebT 1 bADT I

A HEINT-HEE, BRAA Y O—-Re7y7O—-RBRYE. A——DO70 71 ET14 %8
HATEEY, HBROI—HF—DT7FVIT—> a3 & lcldwWebt 1 b S T7F—42%2X 7> O—R
9% &. Secure Private Accessld TN 5 DA N k% Citrix AnalyticsICFRE L £ 95

Citrix AnalyticsiECNSIRTDAIRY b ZEBERL. I—HF—D7 074 ETAHNBEDITHEE
BBCEHHLIEBE. - —DURIRAT7EEHRLE T, BEAT—XATO—RD
DROA T —2—hRA—H—D)RIZA LA VICEBMENET,

BEBRTF—RATVO—RDOYRIA ST —2—ICEET S RVERAIZ. FOMMDOI X1
OO —2—T9d, URIVERODOFMMICOWVWTIZ. Citrix—H— XA —a2—%22BL
TLIEEL,

BEGT—RAOO—RQIRIA I Tr—2—223 T 35%E?

ad—H—dGeorgina Kalouh 7 77— 3 > Ffldwebt 1 EHSIBRBEDT—XEX TV
A— K L7 L% J. Secure Private Accessid 15D 1 R k% Citrix AnalyticsiC#RE L. Citrix
Analyticsi&Georgina KaloulCEBFI SN/ RV XAF7ZEDHE T A—HF—DUVRIRA LTV
ICBREBT—2H4 I O0—ROURIA VI r—2—TY b ZEBMLET,

Georgina KalouD ) RV 2 A L7 4 >H5. RESNTCBRBRT—2A U O0—-ROURIA >
=32 —EFIRTEET, IRV MOEAD., BFEP R XA VOFHREDARNY MIETS
M CbICRTRINET,

BREART—2LIVO— RO RIA VI —2—%RTTBICE. EFa T > A—HF—IC
BEHL. 1—F—EBRLET.

A LSA VHSBRIBT—RAIYO-—ROIVRIA VDT —2—TY b ZERT B & Xt
59 BEFMBIMRNARIDERA VICRREINE T,
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TELIVIRITIINDYRIZALTA VDS, FulgeB8q ) RO 227 —2—%FRL
9. ROBEAKRTEINET,

s Moo aUICiE. FABEBHARY FOBEABENTZHINTVETD,

Impossible travel @
Source: Citrix Virtual Apps and Desktops

@ Location-Based Rizk Indicators
WHAT HAPPENED

Impossible travel between the specified locations detected on 29 Mar from 05:00 AM to 05:14 AM.

s AT —A—DFtE I avICid. AP OTF 2 LG, &Ry 50774 VRO
B, $LV2DDGFREDERMNEZHINTVET,

INDICATOR DETAILS

Event 1: Account logon on 29 Mar, 22 05:03:00 AM

Location: Moskva, Moskva, Russian Federation

Event 2: Account logon on 29 Mar, 22 05:04:00 AM
Location: Hohhot, Nei Mongal, China

Tima Interval: 1 min

Distance: 5440 kmis)

s OJ# VG - BXR30BME TS 3 »ilid. FARBEOGA & 1—F —DOEIRI DGR DO HIE
WXy TE2—DRREINE T, HAT—FIFBEROBEOLDONKRTEINE T, YvTLED
RAVE—ICHA—VIZEDES L. BBEADSORFOT AV HERTTEED,

LOGON LOGATION -LAST 30 DAYS

. WA N Y
H o

Location Miami, Flarida, United States ‘/ -y P, 1 “)

o ¢

Total Logon 28

8.0 ' 4
@0 @ Past Known Location ® |Impossible travel location

A

465



CITRIX ANALYTICS FOR SECURITY™

o ROJRERE) - TRV MO I > 3 VICIE. FABEREIA AR MIET 3 RDIBHRHEEE S
nTVWE9,

o A BRI O 4 OB eRLETRLE T,

o DSATY NP A—H—FNAXADIP7RLXETRLFET

o pPFT A—Y—-HA0OJ A > LIS FrERLE T,

o FNAR: A—H—DTNARAELETRLET,

o AT AVRA T A—H =TT ETa v a QiAo TAOD Y NOTF U H%E
T~LES, 7hHobhOFA VAR ME A—F—DT7HT FADEEEAKRINL - &
FIChUAH—INET, —AH. Ly a>OdA 4Ry ME, A—F—HERBHRE A
AL, FTVEREFITRI My Ty avicQdAa > LiceEIC ) A—SNET,

o OS: A—H—FNAADARL—F4 VI RATLERLET,

o TSUY. T TS —2 3 ADTIERIEREINZWeb T SO ERLE T,

1BE30B D OY 7 > 5F(/en-us/citrix-analytics/media/impossible-travel-event-details.png)

A—HY—|BRATER72>3>0?
A—H—FAHIY MM LT ZOT7IS 3V ERTTIET

« DXy FUXMIEM. FERNBBENBRICOVWTAI—F-Z2HE5RHLILWVGEIE. V4V F
JXMSEMTE XS,

- EBEADEN, 11— —TAHUV Y TREILBARERTITAETA DB oIIHZE. IN
TEEIFBERENLEEEICA-IILBRINEEINT T,

e A—Y—OJH* 7, A—F—HT7AHI EHB5O5F T ENB L. Virtual Desktops Z 1T L
TUY—RIZTIERATERLBDET,

- Ty g VRO, 1——0 Virtual Desktops 7 AT Y b TERELBANY MOREELK
56, BEZIFROOI ALy a1 —TFUT1ET 1 DERERBETTET,
f=12 L. 22— —7* Citrix Virtual Apps and Desktops 7.18 U %= FH L TL3IFE. BEEIL
IA—H—QREOOATF >y a3 v ORREHNICHBE LI VELTEET,

7O AV EENSEFHTHMT 3HEOMMICOVNTIE. KU -T2y BEL
TLIEE L,

7o arEI1—H—ICFHTEATIICIE. I—HF—0TFO7 7ILICHEH L. BYIRURY
AT —R—"FIRLEY, 7o2arAa—Nno702a>%z&RL. @Bz vILZF
ER

466



CITRIX ANALYTICS FOR SECURITY™

p=3

VROADST—2—% N )A—F3T—2Y—XIAREL, HOT—2Y —XICEET
37023 eEBEATEET,

BENGT— 2R

Citrix Analytics (& 7— 2 REOBR|GEHITICEOWTT—2EB/mZzEH L. WIETBIVRI1>
Shr—2—% bJ)A—-LZFET,

BENBT —ZRBVRIAIOT7r—2—ICBBET B XAVBRIZ. T—FN—RDIVRITAY
VIr—82—T9, VRAIVEZRADFHFMICOWLTIE, TCitrix 21— —1 ZO’(/‘/"T—’S'—J =B8R
LTLETWY

BENRT—2RE) X010 > I —42—|F. Citrix Receiver I—H'—H RS T £fEFU >
R—ICT77ANER T YO—REBEXRLEISELECLEICNIA—SNET, COT—X
F A—AILRSAT Iy TENLRIAT. FREANBI ML =T RARADT 714D
Ao O—RBREDT7AINAD>O—RARY NTHBIEIEMDHD EFT, T—XIF. Vv
TR—=RFLEOAE—&ER—A LTI 3 2 FERLTRESESZ CCHTEZF T,

x
1) w FR—RiEIZ. SaaST7 U —2 3> DA THR—EINTLWET,

BENGT—2RRIRIA I r—2—BWO MUH—chETH?
- —HDRHEOHBRISBE BB T 7 ILE RS TERIITY VI —ICEXLIIBAISE

MzZITMBZ e TEERT, COVRIAVPr—42—F. 21— —-rO—-A)a>Ea—
R—TAE—&R—X MEF2FERLABRICH NI AH-NET,

Citrix Receiveri’'C DENEZ#&H 93 . Citrix AnalyticsiEC DAY b EZEL. ZHTD1—
HP—ICURXIROAT7ZEDETFET, BENGBT—FRR) R4 O7r—2—nN1—H—-DU X
IR LT VISBMENE T,

BENBT—2RRI RIS r—8—D0thAE?

tyiavicOdFa > L. BERERINFRZEBR 27 71ILZHRILEL S 52— —
Adam Maxwell®#Z X THEL &S5, CDOT7T7>3a>IlkbD. Adam MaxwelllZ¥mMFEZ 7LD X
LIZEDWVWT, B0 7 71 ILEXFEEZBRBL £ LT

467



CITRIX ANALYTICS FOR SECURITY™
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AR FDIEBAD., EEINTT 7L T 7AILDEXRICERIN-T/NA AR EDFFHE &
HICKRTRINE T,
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D7q >A—H¥—(IBHL. 22— —%EFRLET,

Security Performance Settings Help Search
« EE3 Adam Maxwell ¢ S vserifo Lot
rotenual vata exmivration ()
T Source: Citrix Workspace
Risk Timeline
WHAT HAPPENED
xxxxxxx e
There were 73 potential data exfiltration events on 4 Dec, between 04:00 PM and 04:59 PM. 784.35 MB of
ooooooooooooooooooooooooooooooo data was copied, printed, and/or downloaded during this time.
uuuuuuuuuuuuuu
4Dec, 2020
EVENT DETAILS (4 DEC, 2020) Event Search
2
172415 Log off user Actonapplied > | | o

165959 i { Potential Data Exfiltration ! B S J HJ L H
0 - |
S00PM  40SPM  4I0PM  415PM  420PM  425PM  4S0PM  435PM  440PM  44SPM  4SOPM  4SSPM  S00PM

POTENTIAL DATA EXFILTRATION - EVENT DETAILS

TIME -~ FLES FILETYPE ACTION

> 4Dec, 200437556 PM Not Available File Download
> 4Dec,200437:43PM Not Available File Download
> 4Dec,2004:37:40 PM Not Available File Download
> 4Dec, 20043737 PM Not Available File Download
> an 042137 P\ Not Availahle Eile Downlinad

« ARSI a3V TR BENABT — SRR FOBEZRTTEET, HED
HRICEIT 2T —2REANRY bOBZRTTEET,

WHAT HAPPENED

There were 73 potential data exfiltration events on 4 Dec, between 04:00 PM and 04:59 PM. T84.35 MB of
data was copied, printed, andfor downloaded during this time.

s ARV IMDFEMtE IS a > TR T—R2RROFITHI S TR EREATRREINE T,
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o U3V, ETINT—RFBEHLARY FOEE (IR, 4o>O—Rk, £7/id3
E_) )
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EVENT DETAILS

Events

]

D01 AN 0E:03 AM 08:05 Ak DBO7 AM 0E:0% AM 08:11 AM D813 AM

TIME FILES FILE TYPE ACTION DEWICES SIZE

08:01 AM  BARC-EMAIL-GIB_0003..  applicat..  Print SCAWW.. 17487 ..
08:03 AM  beneficiary, exclusivity, ..  applicat..  Print SCAWW..  11053..
0807 AM BARC-EMAIL-GIB_0003.., applicat.., Print SCAWW,. 103.47 ..
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° ?%15&3“7-:77’(“/@%&0
o RITEINITIT 3N
s FRINTTUIT—23 2,
o A—H—IMERLIT NI R,
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ADDITIONAL CONTEXTUAL INFORMATION
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2 2 I I
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App App
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| | |
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SCIAWWCO/ WinPC_SeanW
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o RDOBERERTCTCEET,
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Suspicious logon (O
Source: Citrix Virtual Apps and Desktops
@ Other Risk Indicators @ Device-Based Risk Indicators @ Location-Based Risk Indicators

WHAT HAPPENED

Suspicious logon activity detected on 2 Aug from 12:15 PM to 12:29 PM.
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MERINZ7o>a>) Eooavilidg. VRIOA VS —2—|BRATE3#HETI 3
UHRIRINE T, Citrix Analytics for Security™|g, 1—H—HH7=5F ) XTVDEKREICIS
CT7ooarzifE L £9, #HEFIEII. X070 a>D12FkIFEAEHE T,

o HIEEIBEHIT D

o JAwFIUZXKMIEMT S

o RS —ZENT B

HREFEHICEOSWTT 72 a Yz BIRTEEY, Fhld. TPI23>) XZa—NH560 &R

WKISCTEALEEWT 72 a Yy Z@RTBZICHTETET, FMICOVWTE. 7o arvze
FHTEAT 21 2E2RL TSV,

RECOMMENDED ACTION

You can apply one of the actions below in order to improve your security posture.

[ Notify administrator(s)
Citrix Analytics sends an email notification to all Citrix Cloud administrators. You can also select the administrators to whom
you want to notify.

@® Add to watchlist
When you want to monitor a user for future potential threats, you can add them to a watchlist.

For additional actions please refer to the Actions menu at the top.

MmJF> 0l o> avitid. FVRIVBRICHIGT 2RERT I T4 T+« OFEAL
BENRINE T, BURVERICIE. BOLIDLANIILEZRTAOTHEIDETONET,
B—)XJERLZITTIE. I—HF—HD5DEVWIRIZRTHDTIIHD FEA. 2FH%
DR UIE. BED) 27 EROMHEBRARICEOVWTUVET,

BbLTOLARIL e N
0~69 ZFOERIIEEICER. FBLIIRLINE
Ao
70~89 ZOERIFPPERICRZ. HOEREED

T THREEICFBLRLINT T

90~100 ZFOERIIFEFST-<HFLULUHLNEETHD., b
DEREEHOLE THEBICRBLRELAINE
Jo

REROT A > OFF#(/en-us/citrix-analytics/media/susp-logon-cvad-details.png)
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EFORADE—IZH—V I ZEDED L. BEAHNSDOEFAOT AV HERRITEET,
R OJ # > 5AR(/len-us/citrix-analytics/media/susp-logon-cvad-locations-details.png)
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ALTT7FIVERIETRI by Ty aoicOd x> L EICh)A—NET,

o PUSATYMNOBE: 1 —H—F N1 RIZA X =)L ENTL3Citrix Workspace 77 71
DEBEERLET. 1—H—FNAROFRL—F 4 VTS RFLIBEL T 9517
k DFEFEIFAndroid. iOS. Windows. Linux. MacZR &ICHD F£95

o OS: A—H—FNARADARL—T4 VI RATLETRLET,

o IS TN —2 a3 oADTIERIERAINDZIWeb T S0 ERLET,

o B A—Y -0 A LIEEBRETRLE D,

o PTATYRP: A—H—=FNAADIP7RLAZTRLE T,

o FNARX: A—H—DTF N1 X&%=RLET,

SUSPICIOUS LOGON -EVENT DETAILS

Add or Remove Columns
TIME LOGON TYPE CLIENT TYPE 0s BROWSER LOCATION CLIENT IP DEVICE

2 Aug, 2112:19:3  Account Windows Windows 10 Mumbai, Mahara BANI

A—H—ICERATEZ 73 >»?
A—H—FAIYMIRHLT ROTI > a v ERTTEET,

« Uy FURAMIEM, FROBBENBRICOVTI—Y—2ERLELVERRE. Y3y F
X REMTE XY,
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- EBEADEN, 11— —TAHUV Y TREILBARELRTITAETA DB oIIHZE. IN
TEEIFBERTNLEEEICA-IILBRINEEINT T,
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37023 EBRTEET,
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AT =B =T — RNy IREEFERATZ . VRIA D T—2—DREZHATHICT S
JRHITEET,
c BEOREICHZ AT —UXIHH B EHILIHBEIC T1RIID) ELT

e X aUTo LOBEDSBVEHIBTLISIBEIC TIRILICARWVL) E LT COBE. 1227 —
A—DRERFTIAINESTI—F—F A LA VD SERTICED, TORDHETIDT Y
D=2 —OREZMRNTBZ LA —DOU R ZATHEIFNICHABINET T,

475



CITRIX ANALYTICS FOR SECURITY™
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Was this risk indicator not helpful? P

A risk indicator marked as Not helpful will be excluded
from risk scoring in subsequent cycle. Additionally, it will
be filtered out from the User Risk Timeline by default.

This Risk Indicator will be marked as Mot helpful. Please specify a reason:

O MNoisy

Triggered indicator is suspicious or is an anomaly, but not risky

() False positive
Triggered indicator is not risky, due to incorrect event data or logic

(O Inconclusive
Can't determine if the events are risky and needs investigation.

Provide additional comments (optional)

I

AT =R —DRICIULBVWEI— T TNTIBE. ROBRIVRTEINE T,

s EDREDA I T =R —3RA LA UHEIRTFICHED T,

s DAV —E—DRENZEDERDOEHT) RIXAATHEDNSIHRATNBBRELT. U
A ZAT7HBRBINE T,
s TEFRALT74—FNYy I LTRESNIEMBRIZ. BTERTESLSICRFEINT T,

T4 ILA—DRR
RIS T-TBWENY =0 N1 —2—1F. T T A MTIERRICED £,
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Security Performance Compliance Settings Help Search
. . . -
“ m 2. kevin.smith@citrix.co... 5y Userinfo  Actions Last 1 Month RV
c
Risk Timeline Risk Summary > Risk Score Summary
F a5t 2 Weoeks
. Total hnd:
Oc
Y §heators marked not heloful are hidden Filter Why is this user tagged as high risk 7

The high righ score is based on the following combination of risk factors. On the Risk Temeline, click
Filter and select the risk indicators that you want o view

25 Aug. 2022
@ Custom Rigk Indestors 1)
P G MNotify administrator(s) Action soolied
Risk Breakdown (i
22 hag., 2022
L
M Q Motify administrator(s) Bt appled

15 Aug. 2022 %

IRTDAVIOT—Z—%RERITBICIE. TN E—Z2T7 Vv I LET, RRENBZAIRV D
T4 NE—T4 Y RIT, RICALTEBEWVWER—I SNV RIA D T—2—%RRZFICL
95
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Filter Events X

'J—“ - .
{\\/ .‘;‘I Show risk indicators marked as not helpful

Timeline Events

l Search... 4

> [) Device-Based Risk Indicators

> [ ] Location-Based Risk Indicators

L

() File-Based Risk Indicators

L%

() Other Risk Indicators

[ ] Custom Risk Indicators

() Timeline Actions

Appf#’Filters

ATIAVICEDVWTA DT —R—ZRERTETET, It BAN—XDIERTDURTA >
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p=3
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DIRTHEEIZ. Microsoft Entra ID 15 L £ 95

Microsoft Graph Security |&. Azure AD Identity Protection X 7c|d Microsoft Defender for
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BLET,
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BHE
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Brown ICEHFI SN XV XAAT7ZEIDETE Y, £ BYIBRI X TA > D47 —5—H Maria
Brown M) AT XA LZA VICEMENE T,

a2 —4—d Microsoft Graph Security J 27 A > —2—T Y M) ZRRTDICIE. EF2U
Tq >A—H— [CBEL. I ——ZFBRLFET,
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A—F—IEATES 73y
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a3 ERTIBEEITHATETEZEA.
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ARAZLIVRIA DT —2—

Citrix Analytics for Security™|Z . RD2FEED ) X0 A 2T —2—n"HBD XY,

e TIFILMDVRIOA IS —Z— CNED IR IA T —2—|F. EHFEZ 7)) X
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ARBZLIROA I —2—%ERT BBIE. I—XT—REDVWT M) A—%HC N>
X—R—ZEETETET, A—HF—ARYIMERLRGEE—T B . Citrix Analyticsid 71 X
BLIVRIA S ——% R H—L. 2—HF—DIURIZALSAVICRRLET,

RDT—RY)—=RADARZLI)RIA I —2—=ZER L £,

Citrix Gateway (¥ kU w I X 75—k x4)

« Citrix Secure Private Access™ (Y b w I 2Fa27 TS53AR—Kk 7O ™)

Citrix Virtual Apps and Desktops™Z# > L X X

Citrix DaaS (2 k1) w2 X DaaS) (IB#5 Citrix Virtual Apps and Desktops 7 —E X)

« Citrix Secure Browser (¥ cJw O X277 T5T1)

FRBNECNTEARELVRIA I Dr—5—

Citrixi&. Citrix1 > 7 XS FvDEF2) T ZBERTBDICRIID. FRIBH INIRKM
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IO —OREEBERARKICET S BEHRNMRTINE T, DAFLIVRIADT—2—%1F
BRI BICIE. THRRLVRIA VDT —2—0DFmI 2BRBLTIETEL,

Indicators Policies

11 Custom Risk Indicators

NAME SEVERITY DATA SOURCE POLICIES RISK CATEGOR STATUS MODIFIED

Demo - 3 times Invalid Credentials for 10.62.136.135 GW in 1 day E High Gateway 0 () Feb 14, 2020, 10:58
Action Block Access Control E High Access Contro 0 Data exfiltration a» Feb 17,2020, 1329

-

Event-Type = Account Logon E High Virtual Apps and Desktops 0 a» Feb 17,2020, 19:35
App Launch a High Virtual Apps and Desktops 0 Compromised endp.. Feb 18, 2020, 16:37
Access Control blocked access E High Access Control 0 a» Feb 19,2020, 19:54

DROAVDT—R—%B8IRTDE. VRIA D T—Z—DEBER—JICVAA LI bEnFE
To FHMICDOVWTIE. THRERLVRIA VI r—2—0DEE] (#modifying-a-custom-risk-
indicator)Z &R L T ET L\,

ARABL)ROA 2 TDr—E2—D53Hh

EELIEARRL)RGA DD —2—% M) A—LTcA—H—%ZEXTHFEL & 5. Citrix
Analyticsid. A—H—DURIRZALTAVNARZLIR DA T r—32—2RRLET,

A—F—DUVRIZALTFAVTARELI)RIA DD Tr—2—2&RT B . BRAIDRA VIR
DEWHIRTEINET T

s EEBINERYE: ARARALVRIVA VST —2—DEREICER T 3REOHENRTINE
ER

o« SHBR: W XA LV RIA VT —2—DIERFFICIEE T 2ADBIELNRRINE T, HAX
L ROA =2 —DEMEICEEAIEESNTULARWES., Cotodavilidill
RLREINET,

e FUHA—MEE: hAZLIRIA DT —2—DEMEICEHA S a>teroa>TERL
TeA T arhRREINE T,

« AIRVIEDEM: hRAZALIVROA VSl —2—% N H—LTcA—H—AREDEA LT
A CEHARRTINE T, IRVIMEREI ) vI TR, LI TH—ERBRER—JT
A—HF—ARV I ERRTEET, CILITH—EIBRER—JICIE. I—F—CHIAEXLU X
DAl —2—ICEEMRITENTARY PRI EINE T, REIITVICIE. AREZLIJZR
DAV —R—ICERINTRERRTIEINE TS
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3zFM 1}—{ CVAD: Excessive use of CMD

p=3

AAZLIVRIA VD=2 =3 A—F—DUVRIZALFA Y EICTNILTRREINE
ER

A—H—|SERATES 73y

A—H—ICHLTAHRRELIRA DT —2—R M) HA—SNiBEe. FBTro>a>zlE
Be2h. 7o2a>zB8NICERT AR —ZERTET XTI, FFMICOVWTIE. RIS —
& 7773 (lja-jplsecurity-analytics/policies-and-actions.html#configure-policies-and-actions)
ZBBLTLLZTL,

ARZLIVRGA T r—2—57>TL—b
FHERINLET Y TL— FOVTNDEBRALTARELY RS A VI —2—%IERT S
A YT L— R EBRETICRTTEE T

TYTL—=bME DRELVRGA DT =3 =2 f T B 1cODHEEREBD ET, 1—XT—
RCBEDVWTEIRTEZFFAERSINICIIVENTXA—Z—ZRMHITZ T, AXAXLUZX
TA T =2 —DIERZE A1 FLET,

FUTIL— L EEZOFEFATH L. BREICADETEBTFLbTEET, TV TL—h
EEATHCLT. BEERENO L=V BLIEEODB 3 U RTA DT — 8 — % {ER
TEET,

T —hMREUATORERTHEREINET T,
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« A TUTL— b TERSNIITVDENZTRLET,

« T=RY—RTUTL—rDNBAINET—2Y —RERLET,

e VZOATAN: VTVICE > TRRINDZ I ARY MMIBEEMIToNY RO ATI)ZRL
F9. URIDFEWVWARY MZIFE. T—FFE. AFBRE. fFESNc1—— fFThic
IVRRAYEDADDATIINH D ET, FMICOVTIE. VRIATIVZBRLTL
12T 0L

s HE. JTUNN)AH—SN3EEZRLET,

s EXE: ARV MIEAEMITONLIRIVDEREZRLET, URIIE & F. BOWT
nNTI,

« ERE T 7L hOEREZTRLET. T TL— MIBICYRTLERETY,

« VTV TUTL—bFTERINRGZRLET, 7TV &EZHLITI—H—TIRY
FZEISLF T,

ROERIF. SaaST TV TDI )Yy FR—FERDI—XT—ADT>FL—bhZRLTVE
ER

Clipboard usage on SaaS apps »

Description

Deteet potential data sxfiliration Mrom S5 soed in your Seganiration by
moninering the clipbosed operations such &S cut, COy, oF pashs.

Th sy beoks Tor Succesafl usage of ol least ona of the clipbosrd operations
out, Sofry, oF padilal

Yom can s modify Hhar gy b include condithons So flber ouf known svents.

Data Source  Virtual Apes and Doisiops
Rizk Category  (Data excliltration
Frequery Every tima

Saverity

Craaied By Syabem

Quary D
Event-Type = “App.SaasS.Clipboard” AND Clipboard-Result =
"suCcess” AND Clipboard=Operation IM | “copy™ ., "cut™ )

Apply templatn to indicator

A—RT—RBLI=TYTL— BRI SBVES. FRFMBD VTV EZERZLIZVEES
. 7L — b EERETICHRITTE XD,

ARABL)RGA T —8—DIERK

ARAZLIRTA DT =2 =BT BICIE !

1. EFaVT1 >ARELIVRIGADST—2—>AIT7r—2—DFR1 ICBBLE T,
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Performance Settings Help Search
Users User Access App Access Share Links Access Assurance Policies Reports Last 1Month v

Create Indicator

2. A—RT—RERTRIBICIITVTL— b ZBRLET, BEHZHBLLTVWBEHEIE. TV7
L— b1 2r—42—IGBRZERLE T,

==

TUTL—hDFAERINLERHENIXA—Z—DBEETETET,

“ Create Risk Indicator

Access from unauthorized browser X
O 2 ®
Select template Configure indicator Name and description
Description

unusual o risky in your organization

In the query, of the be

considered in the allowed list.
Search templates Proceed without a template
- The risk is evaluated for svery session logon in virtual apps and desktops.

DataSource  Virtual Apps and Desktops

Risk Category Compromised sndpoints
Access from unauthorized browser Clipboard usage on SaaS apps Excessive authentication failures o ’

Frequency Every time
Virtuel Agps and Desciops Virtuat Apps snd Deskiops s
Severity
Created By System
Query o
Excessive logon failures Monitor specific process Printing from Saa$ apps ype = "Session. Logon™ AND Browser i “<Browser>”

Content Collaboration Virtual Apps and Desktops Virtual Apps and Desktops
Apply template to indicator

3. BHNDTYTL—HRODSBRVGEE. FLIIBBORGZEHLIVGEIZ. T FL—
PR LTHRITZERLE T,

“ Create Risk Indicator

@ @ ®

Select template Configure indicator Name and description
Templates
Search templates Proceed without a template
a
Access from unauthorized browser Clipboard usage on SaaS apps Excessive authentication failures
Virtual Apps and Desktops Virtual Apps and Desktops Gateway

4. BHOERICK> T 2T —2—%ZFL T T,

Pz
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e NRABLNRIA VI ——IFHRASMEXTIER TET X T, CORAFIRICEL S
BlE. BDRELVRGA DT —2—% T 31D BBEOHDRARL)ZAOA VD
TR —ZHIREIIRETIVELDHD X7,

« ARALIVRIA T —RZ—HrIH—ENBZ L. TCILA—HF—RA LTI VICK
RENET, 2L A—HF—DURIBMEBL Y RV XOTI3HRE (K15~20731%)
ICEFENE T,

AREALNROA D OT—2— DU ZERT S

STURYIREBALT, DRELURIA VI —S—DRMHEERLET, BRLLTF—4
V=RITHL T, RHEERT BLBOMIET 371 XS 3V LEWEREFIRRINE T,

BEDT+a AX>>3aY ( Event-Type X Clipboard-Operation RY¥) CEMRERF%EIR
FTRE TAXYAVDEHEFNICRIINE T, BESNAF T a3 o oEZEIRT S
M BEHICIGCTHLWMEZASITEERD,

ROERIE. T4 X3 Event-Type DHRMEERLTVLET,

“ Create Risk Indicator

o @ ®

Select template Configure indicator Name and description

When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel.

Apps and Desktops NS

Event Type =| b g

Account.Logon
App.End
App.SaaS.Clipboard
App.SaaS End
App.SaaS.File. Download
App.Saas File Print
App.SaaS.Launch
App.SaaS Url Navigate

App.Start ~s | and it repeats time(s).

Need help?

TUTL—bEEATZEE. FEEFEFERSINTVED, 2L, A—XFTF—XITEDVT,
BHERINEREZTEBMELIFEETETET,

TITVRYIZADTIC, EMIH-V 2V IDBRREINET, COVVIZIVvITHE. ER
SNIRHFICHLTRIA—CNBADRZLIVRIADOT—R—DEELEDAVAE VX%
FRATEET, CNE5DA YRRV RIF, Citrix AnalyticshMEFF L. BRI ZHZ BT EE
T—RICEDVWTHREINE T,
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RETF A 1 A
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2. BELIEWARBLD)RVA DD —32—%Z8RLEX Y,
3. Modify Indicator] X—2 T, BEIZIGLTHERZEEL X7,
4. Tsave Changes] =27 w2 L%,

p=3
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“ Create Policy

Create a policy to take actions based on a user's activity

IF THE FOLLOWING CONDITION IS MET

(P Add Condition

THEN DO THE FOLLOWING

POLICY NAME

Cancel
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6 Policies Create Policy

NAME
Successful credential exploit

Potential data exfiitration
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IF THE FOLLOWING CONDITION IS MET

0]

AND
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IF THE FOLLOWING CONDITION IS MET

Default Risk Indicators | Custom Risk Indicators

RISK SCORE

Risk score

CITRIX GATEWAY
‘ EPA scan failure
Excessive authentication failures
Logon from suspicious IP
Suspicious logon
. . CITRIX SECURE PRIVATE ACCESS
Access from an unusual location

Attempt to access blacklisted URL

Risky website access

[A_ ——— S

7o 3T h?

Excessive data download

Unusual upload veolume

CITRIX VIRTUAL APPS AND DESKTOPS
Potential data exfiltration

Suspicious logon

CITRIX ENDPOINT MANAGEMENT

Device with blacklisted apps
detected

Jailbroken / rooted device detected

Unmanaged device detected
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NAME
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MA 4 12/9/2020

ROKIE AT TV VT DERIBREHAR) S —ICDWTEHALTULE T,

RUS—%

SHFITTIADS
Dty a VR

SFUS

I—H—HEEDE
g H 5 (kA8
Ty g aEREBL
fmeEic, Took
1—H—IEEDE
K1 7oTariEdE
CTEEENI—
H—DIE S Z &R
ERGY: I

AU S —&h

FHBRASN R R IV RI—HF—FE
LIRGA I — DEK
42— TCVAD-

Session started
outside of
geofencel & fF

UFO1—H—Dm
ZICEDIWVWT, s
937023 hE
Atnxd,

A-Y-"7I T«
ETr 2585 L AL
BE IxvFUR
~ ICEIN

A—H-"7o7«
ET+ Z5#Y 515
A 7o avizF
=

A—H—HX—ILE
%600 URNICIHE
LAaWEE: 21—



CITRIX ANALYTICS FOR SECURITY™

RUS—% >FUF R O—&H BRATNh3T7o>3Y>

F—Z04vyFUR
[ P= ]

Ty RI—H—REODER] 77> avid. KEV—2a3a>TOAYR—FEIATULE
To TDT1=&. FBFEDCitrix Cloud™DEINEE ) =2 3 VICHA VY R—T 1 2T ETNTV 315
. BRIBREADRI) S —ETHTY MIBRAINEEA. FABREADR) S —%F
RAY3IciE. RUS—ZZEL. OEREDTI> 302 BRLTLIZT L,

SHI7x OV TRAORRBHBEANAIL) R0A T —2—%(E
ALTHREORY S —%ZFHT S

NODEFERBAANRAIL)RIAVOr—2—2 AL THREOR) > —ZEK L. 1>
Cr—g—-MhUAH-chfceFIlA—Y—zOyv I LEh, I—HF—2z0JFTLEDHT3%
EDQT7UavzBRATZEDHTEEY, RUS—DERAEICOVWTIE. TRUS—e7s
A DBk ZBRLTIITE L,

TOFIE. KEUAD SCitrixthF—ERICT7 IR LES 31— —%20Ov I3RS —%
TLTWEY, A—H—DT7I0CXT7I0 74 ET0ZBRH LAVGE, - —77€XdOv sy
INEJ,

& GW-O A 7 T > X il
Fooay: IV RI—HY—EEDEXR

ROTF7Oa>r A—F-—D7I0T71ET1 2@HLBVEE. 21— —%20vI93

513



CITRIX ANALYTICS FOR SECURITY™

“ Create Policy

Create a policy to take actions based on a user's activity

IF THE FOLLOWING CONDITION IS MET

GW-Geofence crossing (test-1)

®

(® Add Condition

THEN DO THE FOLLOWING

Request End User Response

Configure the next course of action to be taken on the user's
account Security alert for your <User ID> account

Hi <User ID>

We hav y " rac
If the user does not recognize the activity, then: We wg.e dentified the following event(s) on your account. If it
wasn't you, your account is at risk
Lock user
Activity: < = as defined by your administrator.
Device: <
Date and Time: <
If the user does not respond within 1 minutes,
then add the user to the watchlist.
Do you recognize this activity?
To change the user response time, select {53 on the Policies page

Successfully accessed locations:

LOCATION PRODUCT DATE
> >
> >
< > < > <
4 3

If you do not respond to this email in the next 1 minutes,
services to your account might be interrupted. Contact us for
further assistance.

Regards

-
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« Gateway - 1L WIPH 5 DHIEI 77 R
TI7HILETIE. TNSDFHFRIBESNTAREZLIRIA DTS —2—I3BHEIRETT, &
MCT B%5EI1E. STATUS REZ > FEARALE T,

48 Custom Risk Indicators (Maximum limit is 50)

Create Indicator

Gateway-First time access from new IP Medium Gateway Compromised users May 05, 2021, 17:00

CVAD-First time access from new device Medium Virtual Apps and Desktops May 05, 2021,15:17

Compromised users
-
-
-

Page 1 of10 » Srows Vv
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Desktopst—
EX)
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IDTODHIEL
1BE0HEF B Event-Type =
TNTVWEWEE "Session.Logo
FZDTINA R, n" AND

Client-Type
IN
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.Windows",
"XA.Receiver.
Mac",

"XA.Receiver.
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ARBRLA>D FIUF ERREIN: T—2Y—2X U &7 b atuly)
r—8—% M
Chrome",
"XA.Receiver.
Android",
"XA.Receiver.
Linux",
"XA.Receiver.
ios")
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WIPH'S DOFE I—H—HUTF ZF#ILETHEY ST —bUzA H—
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P77 FL X, Status-Code =
"Successful
login" AND
Client-IP-
Type !=

"private" AND
Access-
Insight-Flags
=1
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Event-Type = "Session.Logon" AND Client-Type IN ("XA.Receiver.Windows",
"XA.Receiver.Mac", "XA.Receiver.Chrome'", "XA.Receiver.Android",

"XA.Receiver.Linux", "XA.Receiver.i0S") AND Country = “United States”

Event-Type = "Authentication" AND Status-Code = "Successful login" AND
Client-IP-Type !'= "private" AND Access-Insight-Flags = 1 AND Country = “United

States”
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Create a policy to take actions based on a user’s activity

IF THE FOLLOWING CONDITION IS MET

Risk score change s Greater than 70 nadurationof = 30 mins

THEN DO THE FOLLOWING

Stop Session Recording
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- ) Notif Cancel
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Account Summary
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Total events processed Risk indicators detected Actions applied
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Data Summary

4 Data export consumption status

® Active
Last exported on 29 May 2020 at 9:31 PM

Data sources turned on

n Discover how you can benefit from SIEM export further

Allow us to help you drive outcomes with the data your SIEM is
consuming. Learn more

Manage your data sources

Manage or troubleshoot SIEM export
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Top risk indicators

RISK INDICATORS OCCURRENCES
Unusual authentication failure 1
EPA scan failures 1
L
Excessive authentication failures 1

Learn more about your risk indicators
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Top actions
ACTION OCCURRENCES
Notify administrator(s) 5
Log off active sessions 1
L3
Expire all links 1
Learn more about your actions
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u Learn more about your users
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Citrix AnalyticsiCAZ' 1 > LT BRARLD)RIA VS —2—% S 5ICERTE X9,

* Security AnalyticsTT —32 Y — XD DHBEMICHE >TVWARWZE. T—FY —XADT—X4
BZzEWMITEIELOBIRDXA v E—IHRRINE T,



https://docs.citrix.com/ja-jp/security-analytics/policies-and-actions.html#what-are-the-actions

CITRIX ANALYTICS FOR SECURITY™

T =&Y —IBEMICH o TLEH A(/en-us/citrix-analytics/media/turnon-data-sources-
security-analytics.png)

R)—HERE—RIZHB>TVLWAWES, RS —Z2EAE—RICBITIZLSRETRD
Xyt —IPHRRINET,

EEfRE— R 7R > —(/en-us/citrix-analytics/media/policies-monitoring-mode.png)
« GBED LY TBVRIA VST —R—DVWTNICHR) D —DRESNTLAEWVEE, R
DR TBEORIRDA Y E—IUHRREINET,
RS —hERE TN TV EE A(/en-us/citrix-analytics/media/top-risk-indicator-no-policy.png)
Citrix Analytics77F > f TT—R IV AR— bz B/HIC L TULWRWES. CitrixT — 4 Z SIEMIR
BICIVRR— b TEBZT—RIIAR— AT 3 VOFRICOVT, ROWREBENTS
nxd,

T—RITY RAR— kZBWIZ T B(/en-us/citrix-analytics/media/enable-siem-dataexport.png)

e T—RIVAR—EDBEEBERT—RANIET I T4 TDHE. T —ERZT7IV T+ 71t T3 &
SMETRDAYE—IHRRENE T,

TF—RIT YU RR— kDHEEXT—AR X(len-us/citrix-analytics/media/dataexport-consumption-
status.png)

&

TF—EEIF. PR EBHIDDT—RY —ATT—RUBHABMICHE > TVWBRBEEICDH
BHICEDFET, IRTOT—EY —IXTTF—LXUBRA TICHR>TWVWBIEE. T—%Y —
AEBNNCTRAEIRBIRDEEXA v E—IDRRINE T,

T — R REDBEICE > TL)F § (len-us/citrix-analytics/media/action-req.png)

529



CITRIX ANALYTICS FOR SECURITY™

EarY

EEEOJICIE. Citrix Analytics TERINTcARY FOEEBHRAERSINET, CNSiE. I
S—REDIATLARY b, F7:1Z Citrix Analytics BIEEICL > TRITSNIAER 7o 3>
DEEIMHFTHIBZENHD T,

BEAVEN. BIFR. FLEEHINBZLLIS. ARXY MERAPBEEOVICETAFTFNE T, 0D
BIRICIZ. AHEEINID WOEESNTH. HEDEELILHDEENT T,

BEIDAFDEEOIBERZRTITCETET,

EBEARVINZER TS 7T ET+

Citrix Analytics ICIFRD A R FHFRINE T,

« ERENIS—

« REDEMIHRDELLE

o RENEMIBRDELSE

s TRV —MEMENELE
« T—RY—ZPHIBREINELE
« RUS—DMERENhZE LT

« RUL—HEHINFLL

« RUS—DHIRETNELT

EE&ENO Y 1 RN (/len-us/citrix-analytics/media/audit-logs-events.png)

EEOJTORTAE

BEEOJZRRT BICIE. Citrix Analytics ICAT AV LET, BE>T—RY—XIIBELET,
F—RY—AR—I T, ALBICHZIEEOT =0V I LET,

EEE O IC#E(/en-us/citrix-analytics/media/navigate-to-audit-log.png)

530



BEEOJOERAE

BEENOY ZFEH LT, Citrix Analytics EDARY F%FERL. IBETE X9, BHOEET —3%
W59 3ICIE. BEOAIR—SHZEHLE T, COR=JICIE. BEET—IHREBICEHF N
HENRRINET,

EEOIR—IUT. UTOBEEBRERTTCETET, cNSDTr—ILRICEDSVWTERT—4%%
T4NB)TTBEHTETET,

c ARVEK, ARV NI PRTLICK>TEREINE D, BEED Citrix Analytics (BB L 7z
B THIBEDHDET, IRVKME T2 avEREIT—2Y —XOBERERREDT
T—HERTECOBHDFET, TI7HILETIE. IRTODARY bOOTHRRINE T, RN
LTEWARY FORBEICESVWT I IILZ) VI TEE T,

- BFERA, 1R MARELBAE, O Z2RALEVEBICEDOVWT I IILRY VI TE
9, HH. BE7HM. BX158[. £A. BEISYBABDARY ZERRTEET,

o WM. TRY MYERTNIEE M. 1AV MIBRETER IN. Citrix Analytics TEH I
TREREINET, 1DULEOERICEOVWTOTZ T4 IR VT TEET,

e T—RY =R, BEEITY MIICEEMITOENTVWRRRA VXXV ADEAHL, HEDT —4
V—2ERRLT. TOEET—XEZRRTCITET,

- BEER, BT T4 T+ %R{TLT: Citrix Analytics BIEE, BFEDEEENRITLET
VT4 ETAZRERTETET,

BEE O R—J(len-us/citrix-analytics/media/audit-log-page.png)

BRINLARY MRUS—ICESVTOVRIBA, KBTIV EI Uy o LT ROES%
HEERRTEET.

- KU —%

- HEINANS

- BROTIL Y

© Tansmission - OFf November 28 08:25 AM Citrix Content Collaboration Siteld :AB71EAAB-$946-DB1B-C18D-F700

Policy Created September 24 05:50 AM NA NA
a Log off user if Logen ailures -Test

2g_login_failure
NSGW:LogOff

531



CITRIX ANALYTICS FOR SECURITY™

HRAZLLKR—k

Citrix Analytics for Security CHIRIBERA R b A o1 b2 FERLT. XX LLKR—FZ{E
BL. RT7Ta2—I)LFB3EDNTEET, NARXLLR—NEI FEOELODH Z1EHRZHE L.
T—R%ZT T 74 AIICEBEBTZIDICHRIEET, KD, BRLIET—2Y—XDtFal)
T4 ERHEICOI->TOMTETED,

ARZLLR—=FE UTFOT—R2Y —XZ2HR—FLTVET,

« VTVETRAT YT

s F—hkUxA

e LXaTTISANR—+TIER
s LXaTTSUYH

« KU —

« UROA VDT —8—

« VRXOZX7

DARALLR—FTHR—FENET7r—JLR
—EDT—RY =R, LI TH—EIARETHFHETEE I, CNE5DARY M1 Fetr
R=FrENB3 T4 —ILRERTITBICIE. UTOT—EY =%y I LTLEETL,

« FTVETRUMYS

« T—bozAa

e LXATTISAR— K TIOER

s X a7 IToUY

° j'\q|J¢/_

UFTDOT—2Y —=RIHRZLLIR— FTOAFERIEETT, UTDRIC. CNE5DT—EY—X
ICHBITFTBRHARELLIR—FTHR—FEINTWVWET7r—=ILRZERLZET,

s YUROA VT —R—

e Y227

532



CITRIX ANALYTICS FOR SECURITY™

F—8Y—2

URGA O —a—

VRO ZX7

TFARIY

A7V

VROADTr—a—4

EXE

d1—H—%

VRO ZX7

d1—H—%

Y2 Z2A7AH7T3V

533

g{l{l

B

DROA ST —R—DAT
JdUzERLET, VATV
T—2—F. BEINT
VRRAY M BESINEL

I—H—, T—2FBHL.
REBBEDADD AT I D
WMo EINE T,

JROA VT —2—D%HI
TS0 NRELIVRIAVY
T—R—DHE. BEilE1 >
D — 2 —DERRFICEEE
NEELET,

VRO DEREZRLETD,
’. . SOVTNIH T,

AJ4 VICERAINS1—
H—ZFIF R XA NT1—
-'j:_%o

I—H—|ZEIbEToNnkY
A7, DR ZAA7T
& A——D70T70E
TAICBEETIEBRMODEKRE
IZCTON5100F TEILL
Er

AJ4 VICERAINS1—
H—ZFIF R XA N\T—
-'j:_%o

YZROZXATICEDWVWT, &
BRARI—HY—IF. U XD,
R)Ro, BUZRIZDODWTN
hrohFdVICHEINE
ER



CITRIX ANALYTICS FOR SECURITY™
LR—F

COE2—%ZFALT. LR-MINLTRDTISavERITTEXRT,
« LR—FDOERZI Vv I LT ARRLLR—bZERLE T,

« TZRALT BIFOAREILLR— DT LE2a—ZRTLED,

« LIR—bRZTV) I LT, FlBLR—- bORBEIZRTLET,

e TUORR—bT7AAVHE VIO LT BEOHRAZLLR— EPDFFERR CTIT VR R—bL
£7,

« B L7cLR— bZiRETBICIE. WET7A>Z7 Vv I LFET,
« ERL7cLR—bZHIBRT BICIE BIBR7ra>Z2 20Uy I LFET,

H A2 L LR— kR—J(len-us/citrix-analytics/media/custom-report-page.png)

ARELLR— M 2ERT S

NRAZLLR—bZERT BICIE. LR—FOERZI ) v I LEY, LR—FOERR—D
T TV7L— b ZERTEIDESIDEERLTHORELLR—FZERNTEE T,

T 7L —bzEALTRLR— bDIER(en-us/citrix-analytics/media/create-report-template.png)

TYTL— b ERALIEA AR LLR—DER
FUTL— FEERALTHRELLH— FEERT BICK:

1. 7XTFL—brOBIR 70T —b20Vv o338 77— hOFEENEAICRTEN
9. BRLITVTIL—bZELR—FTHEATEZELSICTBICIE. LR—MMITYTL—
beBRZIUYILET,

2. T4 LE—DRDIAH: T4 ILZ—DRDAHAR—JITIE. BRLIcT T L — FRBICERIE
BN T LNEZ—DRREINE T, BELBEEZTV. INZIUYILET,

B DA FENT=7 « JLAZ—(len-us/citrix-analytics/media/refined-filters.png)
1. BECDOBER: LR— bERRIZLHICHATEARELOVTNAEERLET,
B H 1L 38 B (fen-us/citrix-analytics/media/apply-visualization.png)

c BT ST BICHAITEETOEERRATDOETT —XERTLET, XY OLLERICHE
RETNZET,

- RALITHHET S 7 BWICRRAERSNIEORRTT —22RRLET, BROYTAHT
dVICHTc3 T — 2D ZHEILT B ODICERINET,

534



CITRIX ANALYTICS FOR SECURITY™

s AI37 T2 %ZHOEATRRLET, T—XOEN LY A IPEEZHEILT 57D
ICERTNE D,

¢ B=FYI57 I F-8E F—FVORRTRRELET. T— ROBNMLY 1 XPEEER
BETBLOIERINET, K T2 EROHATRRLET. BBERIFEDT1 X
VY3V ERELT BLoIERINET,

s RIS 7 | BIROBD THREIINTRTT—2%2RRLEY, —FEHEOT—2 LV R%E
HENTDI-OICERINET,
1. RIS UTFONTA—ZTHRENEZHRELE T,

o XBADT 1 X 3>

s YHICTOYRTBEXFIUIX

XMV ORIERT 3. FEHPANTY M REDEN X T-IT&EST
WEANEZ BRI OA TS 3>
LR=MIRRINBZLI-RORABIIHTEF TS a3 > OFlR,

TOTL— B LTHRRLLR—F2ERTS

FRERINICT T — b B LTAHRRLLR—b2Z2ERT B EHTEET, TVFL—R
LTHRELLR—bEERZI )Y I LES, ROVTEIVIIMDST—2Y —RZFERL
9. 71ILEDER. HREICOEBEA. LR—FOREF. SLUVRTPa—ILREDFIEICREWVE
ER

T 7L — ke LDARRLLR— k(/en-us/citrix-analytics/media/custom-report-without-
template.png)

LK~ M ERET 3

1. LR—bZRETBICIE. ®REZI7VYILET. LR-—FDEAMILZEELT T,

2. BESNIX—ILIDEER) XA M. BEDOHRK X CIFERNB X721 —I)LTLR— bz
AX=XETBELDICRTZa—ILTEEXT,

535



CITRIX ANALYTICS FOR SECURITY™

Save Report 4
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‘. .

Schedule email report

Send to
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Time 11:00 AM | Asia/Calcutta A
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D Test Report 2

O Apps and Desktops_

"20*" AND Workspace-App-Version I= “21*"

Filters :

Event Type : Session.Logon

Group By : WORKSPACE APP VERSION

D Apps and Desktops.

Query : Event-Type = "Session.Logon" AND Client-Type IN ("Windows", "Macintosh", "Unix/Linux") AND Workspace-App-Version !=

Bar Chart Apps and Desktops system Sep 13 2023, 11:58 PM IST i)
Pie Chart Apps and Desktops Sep 13 2023, 11:55 PM IST L
Time duration : Last 1 Month
Metrics : COUNT (EVENT TYPE)
Limit: 5
X
. 13
®: 1
8

Bar Chart Apps and Desktops Sep 13 2023, 11:44 PM IST L
D Apps and Desktops. Table Apps and Desktops Sep 13 2023, 2:26 PM IST i o8
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o o o
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Security Performance Settings Help Search
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sl All Reports (183) Name.
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O  RePORT NAME TYPE DATA SOURCE REATED BY ION
O Me
O Line Chart Apps and Desktops Me Sep 14 2023, 11:02 AM IST L2728
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@] Pie Chart Apps and Desktops Sep132023, 11:55 PM IST
+14 more

DATA SOURCE
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) Apps and Desktop Event Type : Session Logon

+3more

Query : Event Type = “Session.Logon™ AND Client-Type IN ("Windows", "Macintosh”, “Unix/Linux") AND Workspace-AppVersion I=
*20" AND Workspace-App-Version

Group By : WORKSPACE APP VERSION
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2
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Umit: 5
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+2more
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